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( Design of Real-time Vital-Sign Encryption Module for Wearable
Personal Healthcare Device )
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Abstract

Exchanging personal health information(PHI) is an essential process of healthcare services using information and
communication technology. But the process have the inherent risk of information disclosure, so the PHI should be protected
to ensure the reliability of healthcare services. In this paper, we designed encryption module for wearable personal health
devices(PHD). A main goal is to guarantee that the real-time encoded and transmitted PHI cannot be allowed to be read,
revised and utilized without user's permission. To achieve this, encryption algorithms as DES and 3DES were implemented
in modules operating in Telos Rev B(16bit RISC, 8Mhz). And the experiments were performed in order to evaluate the
performance of encryption and decryption using vital-sign measured by PHD. As experimental results, an block
encryption was measured the followings: DES required 1.802 ms and 3DES required 6.683 ms. Also, we verified the
interoperability among heterogeneous devices by testing that the encrypted data in Telos could be decoded in other
machines without errors. In conclusion, the encryption module is the method that a PHD user is given the powerful right
to decide for authority of accessing his PHI, so it is expected to contribute the trusted healthcare service distribution.
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Table 1. The specification of bio sensor platform.
Target Bandwidth Gain Body interface
PPG 0.05~16 Hz 4 TDS2000, BIOPAC
ECG  |0.01~250 Hz| 1000 Ag-AgCl
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Table 2. The minimum sampling rate according to
bio-signals characteristic

Bio-signals Frequency(Hz) | samples/sec
Phonocardiography, PCG 0.01~2000 4000
Electrocardiography, ECG 0.01-250 500

Electroencephalography, EEG dc-150 300
Electrooculography, EOG dc-50 100
Electroretinography, ERG dc-50 100

Blood pressure, NIBP dc-50 100
Plethysmography, PG dc-30 60
Respiratory rate, RR 0.1-10 20
Electrogastrography, EGG dc-1 2
Galvanic skin response, GSR 0.01-1
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Table 3. Code size comparison of before and after
optimization for 16bit micro controller.

DES 3DES
ROM RAM ROM RAM
Before 14628 2176 27804 2176
After 8358 2176 8854 2176
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Table 4. Resource occupancy time due to repeat DES.
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5 32.42 905 31.61 1.09
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Table 5. The level of available real-time encryption
according to bio-signals characteristic.
Hz/sec Sampling Rate Encryption method
PCG 4000 3DES(N/A), DES(N/A)
ECG 500 3DES(N/A), DES(1)
EEG 300 3DES(1), DES(3)
EOG 100 3DES(5), DES(14)
ERG 100 3DES(5), DES(14)
NIBP 100 3DES(5), DES(14)
PPG 60 3DES(9), DES(27)
RESP 20 3DES(30), DES(85)
EGG 2 3DES(298), DES(865)
GSR 2 3DES(298), DES(865)
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O/t 5718t Al 7hedh we] fast &=
DES(=~500 samples/sec), 3DES(~ 300 samples/sec)
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