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ez vk ARV, A2zl dgshs HHoE AR UARA S
st=slofell AREA ofa W HFEH S §5 @AM FIHL AREHE
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A2 AakA
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intellectual property)

rEEA] 34

o]y A~ @ WA ZE, MY~ AR (DoS) ol dld sty
(Software attacks)

A FA AR

AMu) 2 AlFA AL ISP, A B WAN AMB]A o5

Deviations in quality of
( Aty ol | 2 o) agra

i

service)
HR == EHFEYY

(Espionage or trespass)

2

o A /B odoly 4 Fol dE

gt}

AAA 3N (Forces of nature) | 3HAl, F7, A2, 95 o] s},
o] A = = Ay
2 e E A e 4% e agan

(Human error or failure)
AR Z3FH
(Information extortion)

e FAE B =9dd

dur, R 37 S0l sk

(Missing, inadequate, or Qe An AlaE Aoas A So| okt
incomplete)

o, PAE Ev 2eda

24 (Missing, inadequate,
or incomplete controls)
AFRERE T 7| E 0

(Sabotage or vandalism)
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4 = (Theft) A s RO =4 &5 sl gt

71e4 st=dlo] A9 £
2 5 (Technical hardware | ¥ 1% o] s|gsto)
failures or errors)
71E4 AxEd o] 2
e 5

(Technical software

W, S5 A, GEAA o2 slA ol g et

failures or errors)
Zed %3}
(Technological Aldlel] HEoAXAY F24]Q1 7% Fo
obsolescence)

:(n)l:,"
oft
)
O

% 3. Atol® 91¥ (Threat) 9 2 9

3 s AFo ok (FDA) Ol wEm Alold g2 AZTESOE Fd

1 =

87171, 119 =9 (Y, 71, olnA = FHH 23, 7| A Jid = 7)E

Aol Sk A 3y, 3, AR T e AulA ARE S FAEAA ¥

A 7hsAdol e B S e ARdolgtal stk Alol 1@ UNbHow

871719 bAA Ee fFaEAdld %S vEH O e FHKHES desEw

AZEY O 2 87]7](SaMD) A Z3|AFE A Ee] A7 2 sjut 7] wA oA
" . \
n
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2.2.3 He 549 #3

ul o A5E o)k (FDA) o] w2w Hel F A (Security ControD) & &3 44 S
Z9hs J9A, =<, 7HEA, l‘?:l/‘ 9 AZAAE dHolE Vs e 2
AtolHEeE HxE ST & glor, Bl Y AF Ui = A9 (Secure
Product Development Framework, SPDF) & & A4k

4>9F o] Q1% Ag Fof, ozt ¥ FE K FAE dAHsty flow, o
olof FeE A= gkl

T 72 Ug
A% IS5 T AZ AL, Ui AE, gae 7] wel
— 224 AT 7Ek s 7E, ARdE LA, sEady
(Authentication) e N s e

|k 5o ek 7wk Ag wd, V]2 AR AA, AR AT
1] 15
IR = |

(Authorization) A% 7| A d% 58 Fo] st

o3 3} EF A% ¢ugE A, gadels Wi, Ul
(Cryptography) Ar=2 7] AGFA ol dFstrt

=, dole W A
A4 (Code, Data, and
Execution Integrity)

gAd A AR, 2 dloly W 2 ZTEEZ A,
HAE T W XEAS So| dgdstu,

71 dosE A e AE5 dolH BRI, AASY BE,
(Confidentiality) Q8 7HE A|AE HA| Fol st}
oHIE ©X 4 27 Het oHlE =7 4 g Aglx 27 o) X% dl
(Event Detection and EA3 JEYA o)A 5 B, SBOM A=A 7%
Logging) 17 Fo] et
5oy 9 EIRAA AP Ee 7P AlE A 3 g8
(Resiliency and Recovery) | IEY A & X DoS Hdg A To] ddsiy.
Hello] I AZE o] Hel guHolE 9% daA R, vhLEkd oy A,
A dlo] E (Firmware and Al H S WX T2 AA HE HAE e 9 37
Software Updates) FA, B 2Z E Qo] golXd A e Fo] st
¥ 4. B EA4 (Security Controls) 2] F2 3
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2.2.4 2 87])7] Alo| R QF Q FA}EH

g7 ApolWM Bt Q- pAlEku) ure:lo}oq u]; FDAQ} 9 EU <9 2%
ApolH BRS TEd l*ﬁ LARg o] obd
astar glow, A B A ol M FE A] + %741%%1 %i ?—71@9& i
] ATH. ok = AtolWES HalE Qe e,
A W ARE A S aEste] AfolmEeE A9 FA xS S8 IEC 62443—
4-2:2019 ¥ Z& tAs A8stH, @A ARRHE dE5T7le 5495 wrdd
E7F - AR Al SFStES 29tsta gl

rlr ri,z r>4

D12 gy sy 2

72 BA 2TAG
A A gl ol = A 7 NS ku
IR PR A W AT, A e, AEAR B
8 AFdE e, dds % A4, dFduel st
(Identification and )
Authentication) e A% 779 AlE A A 279 A 2
uthentication A2E) AR okel WAA So] oTET
As Rof, mupel mE AE BA, AM FE AN

AR E A

A=
A A Al A oS, BRI AR Fol W] Fol
(Use Control)

298
Salel] it FA4 B oI TR RE BT Kt
7e AT, 2ZEY W AHe) dis 244 #A4,
Al 28 A4 dH# HAF, &7 A AR A3 " JEHE Y, LR
(System Integrity) ], QHolE, duo]Ee st JEA 4l FAA
AS, 94 Hx 31X, RE Z2A~ A4 A5
o] ¢}

dlolg 7144 AEC et 71gA B, HAgsR v adsH
(Data Confidentiality) Qb st &53l AHg Fo] QT-HT).

o|HIE A A&
(Timely Response to TAFZ 210 gisk nlelzte HE: At o] QFETh
Events)

qu] 2~ AX (Denial of Service, DoS) WA, 9 &7]7]
wmel, w577 B9 4 AT, MEYa 9 Bt 74
A, 2% s ngAds so] eTdnh

A9 7484

(Resource Availability)

¥ 5. = 9777 AfolW K er @ GALEk
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Agol oy QTFANYE mAE AMTE dFEte AEE AEsior &
8717l EAoly 7l Wslel wel QFAMEo] FUb Es =
Aok = AF F7F FelE ol AtolmjHQlE QFANE A&

L7t glom, FriAow ddete AF, Ad¥As B
AFder b @d, A Qdsr)7) #ALEA ZHAMDRF) S &AL
AFOH ERQE QA #ElE AalA e <2™E5>T o] A ©HAl, XY dA|, Ay
Q9 A 2@ AhAEFE" GAE o2+ AFFH A F7](Total Product Life Cycle,
TPLC) ZHdHaE Sl AtolmEeE 913 W FHed W #dd s e el
Ax pesfol stal, TPLC w<F &2k dae] s Hastd & Aes: 577
A Z A (Medical Device Manufacturers, MDM), & &4 8]x A&} (HealthCare
Providers, HCP), AR&F, sfAI71¢ 9 FHopyd 2dxs 233 we olsjuAArt
Aol H EQHS FE Ao QIAstar, AfolmHel Abarel 9 W FHek e thn]st=
AL AR AAE FAstn FUEAS ol didske Webs A

13)14)
ATt

@ MDM 2ela} 7|cf Ak

o

MDOME $E E7o] SEE qiix|
HBE AL qYsiEs XD oA

oWT A TYAY2O) ECE TR R TR Ty
wat 7|7\ & 9A DZojH WE
48 XA 38
HE 7 HE @A 4% 38 (E0L) @A AR
222 MOMOJH BEBIGE MDMOJA BB s HYel
25 XY B HUS AR AT WD
() (F7t X2 0I93B)

gsale | ;o) serm iy A
Stele

* 9/ 27)7] HEYHMDME 2/27/7] Helof thet X% XEE G20, X +F8L 27 /g2 OfF + LU},

19 5. IMDRF] Alo]H B A& A F7] ZddyYg=a
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2.3 I Ale|HE FF 4 1A

2.3.1 A AlolH Kt #H FF

(1) v] =+ (United States)

e AR e HE AAF WE, eddd ASAQD HEE  F7he
o &3} %7} 2ol Aol EeF AME Fststa Qlth. 2023W National
Cybersecurity StrategyollA]= Alo]BjHQE Molo] HALZ oA Hoji} 7hako] A ¢}
TedAdA ®Hu wegst Adds Fojote WFerE AAV|xE AeGl,
wEe T R, FHok WSAA dul, Bl gulo]E 9 X&54

AZE Y F =2l
RUHY T 4 JARE AASEATE =, YT 27] o]% n= R 347
FHl oy} Cybersecurity and Infrastructure Security Agency©l ™%t

of AbAMZE,  IIQIAS ol'gr Wl AETV]T siAl so= Qlal AEZAQL AlolH
‘ﬂoi‘ﬂ%kﬁ oFsly] a1 Itk A F o] A|7|H AL °1ﬂ- Department of Government
v AF¥AS(AD 7I¥re] AN Holy F%st AAS Fxlsta lon,
ddd AR Bool =R e el AXIL e Aseld, ofF
E7fstaat AFdAleke]l HEE F8 Atolw KR d&d%e Astetual A

A% 483 5 484 AAE FAsn Jop

g, om7]7] HokelA= uls FDAZE AtolWuers 4o bda AdHE=
A 4w st dnV|7] AXYAE dHeE HAx us AskE Heb
QFAYES ek Uttt 2022 129 Consolidated Appropriations Act, 20232]
A HZ Food and Drug Omnibus Reform Act of 2022 H<elo] Z3}5 o ule} Federal
Food, Drug, and Cosmetic Act (FD&C Act) A|524BZ7} AlA=Egom, A Alo]H
tjuto] A~ (Cyber Device) 2 w7+ 571719 diald= B QUolE, 97
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mdly 5g 43 A dsAY, 2xEgC P2 FAHA(SBOM 9 AE
T RewE AAFH MAow oRsF k. tolrk FDAE 20239 9€e] HE

1 7FsE Cybersecurity in Medical Devices: Quality System Considerations and
Content of Premarket Submissions& H3xstH, AR A7 oA Q5=
AolH KQE A 8 Al VlEs AT 53] 2024 dFE 2AAORE AlgH
electronic Submission Template And Resource(eSTAR) & %3] Alo]HE el QAo
T THHHA &S i 71719 s7F AATE AR QA Hdow,
FDAE 7§ iﬂ‘ﬂrﬁﬂTFﬂ E-?J:—é_ 2HET ¢ UEE d YT AF Security
Product Development Framework (SPDF) ¢] A4S @ustz g} 191920

(2) 4343 (European Union, EU)

T AFEUS A" A 7hE5s gl AbelH f1go] ukshgel whel

AdA oz ApolmEer AAME FAststy vt FHS v YHEAE Sl
gAd #Als 9 ApjA Ayke] A3 ®HoMY gRE RxE kil glow, guUVE
EFSE 71E7INE Al Fesh AA FEEs v A ok 4] 20249 10€5-E]
A3 ¥l Network and Information Systems Directive 2+ YA, &%, A8 5
;A AxetE EFeE ket FEo EHOH AbolHEQE #e] AA =, Aldls
ALy, du3f 2 BuAA 243 55 WAeE ety v o] XS EU
sld=50] olF FuiHel Fsto °]6§3}5E sk lew, o mr|H
5717l AxAFAE F g g xgHEn. kA, Cyber Resilience Acti
gAd 47k e B Algel dis] Aol dube] AX Ato]WERF oS

5

g Heto® 2024 @ AEEoO dAAOE AFgEH I Qlrt

oAl AF N %7 dARE HS I A7)

ostate, Al olFoln HeF JHCIE A, FHoFH R, ¥ B S5

A&HHo 7 FHE ﬁ% TR o= oETVISE o] AHKACR AdHE=

gAg AFe kA = Fole © Fuist 7wkE AlFEnt o]gk HiEo,
] D1g1ta1 Operational Resilience Acte 5§ AHYS dido=

1 -

;

q¥

20259 195E A3

stut, ICT gl2~3 #e] AdbE ¥ 38t P02 umydr AHyr|ddaz A

FEFS vF g Atk 53] EUE Cyber Solidarity ActE &3 3|9 b AfolH

5 U AAE FHFet o, Fy Ao AfolHHE]E AR
3
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st ol 5 7]7] Hoke A9 Cyber Resilience Act?} Network and Information
Systems Directive 29 T34 A o= 3] AF2 A F7]d A3 HHF Fr7}
Q79 ol&d, EUE AlelHHERE Q5 AAIE =ddste] ICT #AlF U AH|A]
Heb & ARHoz Hrista 9lod, ol g7V T 1¥9¥ AFY AH
A9 B AFEY gRe Fesh e4hw Agstn vk 20179l 2E¥d Medical
Device Regulation (MDR)< Ale]HHEES kA AHes QFAN F hu=
YASEAL 9lew MDR A17%+ AXE Ao AA W Azt Hal 718 vk s)of
ghohal grdstal ok MDR -5 oA Abelrirel gl3le] Fuke= 7]7]e] dia)
Auk ¢k 9 A5 Q71 (General Safety and Performance Requirements, GSPR) &
TAACE AAst doew, 2020d AYEF MDCG 2019-16 Guidance on
Cybersecurity for medical devices® & Alolwjrcely} #Ad@d Y& A,
HotEA AE AF W HAE, I8l1 Al® & TYUHY 58 ¥t glom,
el @AM FAAN dad S gRee dH T

(3) IMDRF (International Medical Device Regulators Forum)

IMDRF= 9] 27171 AbelH E.ke] =414 7 5= flel 2020d Principles
and Practices for Medical Device Cyber security® wWasle]l 757|719 A
Ao =7] (Total Product Life Cycle, TPLC) o] A%l Alo]H H el HZES A AP o1,
gg5717] Ax3AL ga7H 9 A F uekst olaj#AAr He &I Al
8] akdvk 58], AR A, A% 76 AA, Bel HXx] #eE], SBOM(Software
Bill of Materials) =% &< &3l Kt} AA A Aol R AL AAE ;2T
o]% 20234 Principles and Practices for the Cybersecurity of Legacy Medical
Devices (IMDRF/CYBER WG/N70) ol 4 Atolwjr.et A7} v]&atA 1 ddo]EZ}
E7Fs st dAA (legacy) =771 dish Bk 913 H7p 9 #eg] d=ks AA gt
AAAN 71719 FoEs W] sta, AFAeE 9B # e FH¥F B {4
WekE AT ORAN 7IE m7]7I AtelwERE FstE fF Tede Alwsta
Aot T3 2023 Principles and Practices for Software Bill of Materials for
Medical Device Cybersecurity (IMDRF/CYBER WG/N73)E& E3] 2 87]7]
AZES] FAL A o FYA FRE 98] SBOMY e, TH8A,
CycloneDX, SPDX w3 #2 &2 4l A& A& A8 Arsta Stk o5 &3
Atol E g Al AZESS FA AR Z|et Al&eh ok Ay Hob
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FARSF7E 7bsstEs Ageth. IMDRFY AtolHREQE e Zd 9857]7)
A A Anbel A mek whe) FE A afAl 28k 2] )ejsta ek

2.3.2 U AlolHEG BE T

SulelAl= 2022 5 Aol EREE FQ FAMAR AYeta, HAF A
HHAA sz, 7=l oS, AdrlE A 5 <

FAFOlH  10%F QUAl Wb (2022.07), , Tdigtwls oxg  H=k(2022.09),
F7td=ei7le S99 (2022.100, ¥ MAurside 2294 ZAA4Y
g1d=k(2023.09)1 FH 2 tds JERES #AHEYAES FHE AHKHow
ntdstal glow, AHKHS FAALE OFE('21.12), AlEEIA E91('22.11),
MR RSTH AN 2 AR B SAYAA (Information Security Management
System, ISMS) ISAE FjAlg 2 =29 FFs s VA &% 5 454
AmABoz 71999 A 2 E elastil, JRRS FAS3S st t}.
53] Y87 nEAE7F 20229 10€ @HEst Tsrpder)s S4949e
AlolH ks 129 w7Hd=rle® AAsta, =7t A A3E 98
St Al sk AR oFE AAlS] WIRYPFo R AIYAl d=ks FA
7)22)

m[oH J
§3J

s
Al

S o ofn
‘o oo

==
&
Zl

O{N oy

o]

s, o7 7]7] FokellM s HE AF ek
Aol H EQE {7} - AL Zrol =gl S 53F 7B 6}01
Ao e g Wakslel IEC 62443—4—-2, IEC TR 60601 —4—5 =A|7+2 9
7l=d SAS WEgeh Afo]lwERE @ gALEe] AlgAIZIE WEstith 2025 6€
= N A AtolHEF Q@ FAES AEe AT ARE AEFY
lom, tAgegr]7]e] ghato] Tr)A| o] Algdel
2025 1€ 244%¥ AEst AFA T Hte| digt F7F ASS EFs A=
A7E Qsta,  HAgozAEY,  Al4x, A32x HW 2 W AP
A29x A28 Fol & AxA Ha| A9 e dS 53l DDoS &4, dHeold
7 5 gAdesT)7] W O eIdAES TSk el ek mekg A, AOW

u}

7b 202549 19l 92779
B

Kby
weyskelar,  ToAE 5415,
CT
Al

2
10
g
I}{H
E—“ﬂ
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3 CIA Triad 83549 4 F=dH e

3.1 CIA Triad @ %24

CIA Eglolo}= (Triad) & thEA ¢l R K 3t 9&& Ve, <1H6>3}
o]l  714Al (Confidentiality), FZAA (Integrity) 2 7}8A  (Availability) &2
T drh. CIA Egoloj=x 1972 <M< (Anderson) RIS 58
AAE Qo o]F Saltzer?t Schroeder T3 #T2 SHatEof 3] o]EHow
AA s E Ak, WA, 71HAAS A7k AREARE AR HEE ¢ EsE BAsE
%;1 = ng_ﬂ. %:q_]g]x] OJ—_O_ 7Ho z;d r= ﬁg,q]/\oﬂ
7beetAl REE gt SAS weth B4, FAAAS PR Ae
fFrAskE 93 e AR FAESHA A HAY A FEF BAs)
ouigtrt, mpA|eto g 7hEA L Qs Al ARE Ao HEE & 3l
4= = dd e NAE A %} AL Qe HAow A VY

Confidentiality

% 6. CIA Triad?] 3] €3

S AR A%, RV Alelwmer H7b- AL slolmelels Ea
87|7] AtolHEel VBRI R olF WHsti lom?, CIA Effoloj=i 2
AT AN AAT AW mdw PEEn A" W AZE
°]87]71(SaMD) & EHA ] AfojH Bl T defaE fF I2A Vs Al

o]

F 9tk 9, CIAEZelojEmozt #egle]l Makshs Az /1%, W=y
ST W BRE AR A WAL EARTE A &



) AAMICHS L

7 YONSEI UNIVERSITY

9

A , olgs sHARE Hed oL A3t xekxy =do ks
SAFH I, TeFst ook 2d £ g 1o] AltE At thxzd g CIA
Triad E 9o Parkerian Hexad X %3 McCumber Cube &9 So] <Qlt}
Parkerian Hexad E 921998 Donn B. Parker”} A¢F3t 671#] HQ Q4%
TAAE rdoly 1A CIA Eglo]oj=e] AF HE+= %A (Possession or
Control), %14 (Authenticity) ¥ 84 (Utility) &  F7lst] $4S 35 ¢
HJustA &FA3FAh Parkerian Hexad B9 HeH
st slA] 9k, HAACl Bolk Al Ay e7kx] EZs)
Gt ER AfolHHERES H7he 4 glowm, HoF FA
2] Qlo] Btk A 7FE Al F g 01017

X

ol
- rr
1

o o
do o
et o 2

’

VORRINGD

Z2
43
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3.2 AREEY YHE AL & FF

3.2.1 Threat Modeling F 2 9 £#

95 (Threat Modeling) & AXEolo] A& gy} HeFH S Ho
ANHEEt B8] Yot FRstE I olx; T2 AA R ECZ AN
T 27 GAFE a3FQl Aol HEeE o gHers A
7IMES ATy, 9 Edd W o7 FgslH AXEYo]

durrior 99 EEY WHES M adHeR #Es] SsiM=
AEES T ARVl AN AAHoR FHsk= o] dARsaL
o, ol FHLR Fe Aol S Adsta 7l AAE fAde
st A g 9ol FF Hlgo] FH Weol sedE g Sl Heby ddd
wARES oyl sidelgtal = 4 vk @, 9d EdY WlEes Ad™ss
B 54T Y R o]l v VIMEY HE AR Ee A2 okyr, o
A mEY UHES AMEEAE ZEAHES QAR LAY T8 FEST

st AAslo sty AZESO] €7 7]7](SaMD) 8 ##stel A= vl FDA7F
2023d 9€¢ Cyber security in Medical Devices: Quality System Considerations
and Content of Premarket Submissionsgte 7le|dAE waisto 24 9]y RdeS
Z§3to] AlolHE ko] e A HAFY Py ZEAAE ST AS

=] 11)24
EEEEEE E RO RES
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3.2.2 STRIDE 918 243

STRIDE 98 R2da321999d Loren Kohnfelder®} Praerit Garg”Z} 1.¢k
2002 MicrosoftAtell 93] Z=dHo] dA 7 28 AHEEHe= 99
W 2oty Y& (Spoofing),  WZE(Tampering), <! (Repudiation),
% (Information  Disclosure), A1H]A  AX-(Denial of Service) %

} % (Elevation of Privilege) 2} &2 67F4 913 WFE A &5t HE FHeF
tggs_];]_ STRIDE Hza U\:ﬂx’—ﬂo u]—r;ﬂ xh,].x%o :TLZ% 7]—%]_7!_ 9})\0} AL
Z7] AN FE&etlel  AFstH, FARF BRI AZEY
o zx ARl s Fotet=d golatthe e 7 Stk 913
¥}  STRIDE-per—Element, STRIDE-per—Interaction®} %2
st A A gk, AZE ]S AFAQ] AAE Pt €88 5 gt

fooxe
_‘Eﬁnz‘,rﬂo&mf‘: o

13 X
10,

i o

off

e =2

to gl i 2 mo o oo E

o

1=

3
=

=
2

e oMo 1> o2 I

o

e

[+

Ny QI o Hofl Bt o
Spoofing identify Authentication =210 OFl CHE AR e = A2 2 7H8 8
Tampering with data Integrity HES3, K22 £ 7 A0 M HO|H & +F5tAL Bizxg

R Repudiation Non-repudiation ApL10] OffH |5 SHA| QAL B A0 BTt FEE

1 Information disclosure | Confidentiality o Aol gl Aol A d e & 3ot L S

D Denial of service Availability AH| 2~ H 20| Zedt R0l nZtE

m

Elevation of privilege | Authorization ATHO| QL= AU H s s = AR H8Y

1% 8. STRIDE 918 =Ed®e &4 /e

=
=z °
uli
oX i

~

Data Flow Diagram, DFD)& ZIAd 024 A X E9o]9]
S A¥3e 4 9la, DFD+ STRIDE 918 Rd# 9
@ iolth oyl DFDRRE U3t JYArTo =
S AL AAskeT AV AT EA, 7] 6714
Adstar, AEE g 2 gl sk gigiels
AafloF st} STRIDE 918 TS =90 HlwF
= ¥ St w48 Frketar Algro] ol
t}. Scandariato S°l W2 STRIDEE= AR %A S0
I B = ° plwz vty BHuE v 9o, MicrosoftAlE &A)
STRIDEE ¢ oA FaF oz F4 4 #A@lshx] A9, Threat Modeling Tool&
%3] Microsoft Secure Development Lifecycle® A¥ 2 oj A3 &5t Qh.2®
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3.2.3 LINDDUN $1§ 29+

LINDDUN$IE =»d&-& 20109 W7]e] Katholieke Universiteit Leuven
tistol A wrEetar, sl shAet A HEUSEY] 114Wd d¥e Sl 7 sk
2023 AsAl A MAdSs A P Eolth LINDDUN 919 REge 53]
AJYR BEHoke] FH& Fii 9lom, doly Hekg 98| &8&3t7] 2 aact
A ZAA] (Linkability), 214 (Identifiability), ¢ W XA](Non—repudiation), %#*d

(Detectability), X ¥ 7] (Disclosure of information), 14 < (Unawareness),

74 w4 Non—Compliance) 8 2 77F4 98 HFo da <a2#H>9)
6AC ZZAAE wETH LINDDUNS 7iQAR HEH7ME 93 AAHA
Algstar, dHolE E'E’E(DFD)% 2dste AFREH At BE
25 9% 179 BN A&k,
= A

EAHYE 72 oo 72t

3. Identify

5. Elicit 6. Select
mitigation corresponding
strategies PETS

4, Prioritize
threats

w3 2ghAle} 3AlE EAAoR ATENS PSS AdEiE 2] B4
B dshe dFe HAE Fyoly, 2dAlE ZF Y WFEIF AZEY
o FEA HAET = QQ=AE wgsta, 3dAlI = Sld o] AAZ 2y
T o 98 AvE e s Feotsith. o]F Tz A A E fdd dist 4
ety o3l ks AlqkskAl ®rh LINDDUNS| Fd F st 7}%1b wost Al 1
Ho ool #de A7 A7 & Ho] Qlrke Fatol ANk, Ag Al EWS
Zdg Azte] @5¥w STRIDE 13 EA"® wpz7iA®= AZESo7t
BRAFE P F7F 343 Forske dA- g



) AHITHCE

YONSEI UNIVERSITY

3.2.4 OCTAVE ¢ 24

OCTAVE (Operationally Critical Threat, Asset and Vulnerability Evaluation)
9 mage Fh 7] AE sty o] AT EY O] F8t A4 (Software Engineering
Institute, SEI) 4tst CERT Aol 7igsiglon, 53] 24 A9 9§, At 4
Aoy Bkl FAS Bk 71EA 98 U AwAA 99wy PHEs
1;].3_1;7]] _7,:7_\1'14' 3464_% 2xg 3k, Z] 2k A Nl}ﬁeﬂ
J

S dekd AEHE FEAo 2dE 9wE S o
ZA49o ARH AMdA @ HAW £ axpx oz AL 4 9ty OCTAVEE
+9 gAA, BeE #8 "W U)ol 37FA] AP 4l ZINES A, ARAE 71REE

J% meuels TEe xA%Wsb wl, An Azes Hebds Avaw
Brshs 1497t WA 9 249 SRl g WA 9 Al wAw
Ty} glom, A&Ael EeA2vt obd A BEE P e

H
o

= Threats
= Current Practices 1
= Organization Vulnerabilities
= Security Requirements

= Risks '
= Protection Strategy |
= Mitigation Plans |

= Key Components
= Technical Vulnerabilities

OCTAVEx= F= diqti 4= {3 2A=ou, i 2245 s8 244
OCTAVE=S WML Aggd. Ay 5l JHus Afg7te FEAo%
sk waolmz JIAouALE fdd WHES At @ A
FAZE desta, A7 gk vha REstvbe @A7F Qloh oje @ i
MAdskz] Slsl 2007del OCTAVE Allegroe 7Wato] Abelat AiEzql A4 o]

Sl &R 4ol BT F nF Huk astHa HHstd Y

to o
e N
o m?{_‘,

4

P
PHES AASIE Yok >
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3.2.5 PASTA 919 243

1‘
>

2012d Tony UcedaVelezZ7} 7Wutst F2 AlE#HolAd 74ke] v

R

PASTA (Process for Attack Simulation and Threat Analysis) 93 2d#-&
-

TSl AA zAe wEux RE FRE ¥ Auwe B4, 993
oE AN EBAQ BN ERAXE ATA WA WY A5 99 Ave o)
$AAE AW W $Hs}L, AEEe] ) AFAS AW AAste] Frstel ol
ge g e

Aol agows A4
APRAel 27HE 87
LTS U AL

A

£

o o

53, 3449 BHAA A9
4 bsdw 9 AR & 9ol nEnE
&3ttt PASTA+= Hl=YA Hxek 7|&4
i, 7t @AClA dd A 2 AL =78

(H:

2

I

A
=
- A

Define the Objectives (S ¥ 742}

=

Define the Technical Scope (7]= 29| H2])
Decompose the Application (0| Z2]A|0] M 2.A)
Analyze the Threats (2|8 24A)

Attack Analysis (32 £Al)

Risk and Impact Analysis (218 X 4 24)

% 11. PASTA 918 2d#e 3 e

o ARE 9 EE AtEE

E
9, AWds, op7lgA 4l
3T

ME FA0 Het §lEe ° ZALE AHH FEoR
Holedn. ¥ 2 PASTA: 919 471 3 A5 w7719 Fe2 A4t 49
Ais ek, PEa AT AHE w71 8 Pl g v S
=A7E sl v PASTAw 7l SWe] 2Aedwr =ieheA] ofa, 249
HlZzy2a s S o oA AAR A & TS VA F e
Aol FHE 9 I, v olsi@AAEe] Fsdstel WA wAste)

g F e 71038  YE= AA o] Qo) Y
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3.2.6 VAST 91¥ 243

VAST (Visual, Agile, and Simple Threat) 9% ®Rd#L 20159 Anurag
Agarwale] Jfdsigleon, 7t 9 T AW Edd Aws EHEQ
ThreatModelerE 7]Wto & 3Slt}y. VASTE oz, dEIA 9 2 A|AH
dde fAgt Wor Agsiel A3 =E &8st A Hd RdE
U Ee BRAS A, S8R PSS Foled $3HE £ VASTE
fZg Aol ¥ = ZF(Application Threat Profile) % 29 999F
X 23 (Operational Threat Profile) ¥} &2 2714 FQ #AHE F&ste] /i 2

9 SR AAAHA FEE 7 =S AAH A

N . 2 AT 2N AlZHE Br=A|Z
A= 2} (Automation) E AL ZM AlZES EHEA7]

&2 (Integration) SDLC HAo] =72to] 2} Agile DevOps ZEA|AS XAt

o

XY HY =7E Sof MK, wotel U FUW S Fa

S| EAR I A5
& (Collaboration) =015t |2t AR 5 A
Hd

9 12. VAST 918 2d=o a4 e

o Zgl Aol Y ZTRIHATP)LS ZT2AA 3E tholo]j1# (Process Flow
Diagram) & AF&3to] ob7[8lA  #delx AA®lE Hdsk= ®vbdE, 9 A9
2U(OTP)S FZx #AANA dHolg ZE%(Data Flow Diagram)Z 7|HFO 2
A oExn Y Ad 9 4 AHS FagehA "o s o EgAelA A Y
ZEHATP) S AZE0] of&g Aol AAE] Hel £43 g =45 g5m

dolg 5%, A¥ A4, 9F WAUE 5 AZAcHe WY wek eixT
A F G 0, 89 49 T2AOTRE hEelbel e
$PHE B4 B H4T AFL v, EII TA, AW A, 2

N, Sz Aol B9 £9 SUE YA, Gebd VASTE ST Edlo) Aale]
wokERt ohel £ B3 Amete] webhd EBHoE 1T 4 A ek
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3.2.7 71e} 9§ 24y YHE

3.1 oA At §3 RdE ®WHE o]9o = CVSS, Attack Trees, Persona
non Grata, hTMM % Quantitative Threat Modeling Method £33 #& t}ekst
UHES AgE & Qla, d50® AMgeAY e fF Rdd W E st
AP S itk 98, Hol T AR RG e Fo] 5 JIde H
Ad 2dgo] AFEE = e 277 9 ¥E, 3 2Zd™d uist BIFE
F 55 1Yt AZEYo] 7 Agd 93
2dy W Es AAsof stk obgY, YW EEE WHES AZIES V|
TEe) ke W o] mel ofAd A B AREE = Qi 2

(1) Common Vulnerability Scoring System (CVSS)

CVSSi= X Edo] Hope o SA& oldista, d4xs dZ4d FA=
Hderstetol Frkske 1Mol CVSSe) A vl 4.02 2023l A1 E 3o,
FIRST (FORUM of Incident Response and Security Teams) oA #&] 51 9t}
CVSS+  ARGAFell Al thekdt Alolw] 9 Aol —&2]24] EHF Wl F54ol1
®73td AEd AAElS AlFeta, CVSS Aas 2Rl AR S+ Qe
ANE B3l AT 4 Stk CVSS 4.0 old Wzl CVSS 3.19 @AE
Hebsta, AAl A3 FAEES B ddFow R Es AT 712 (Base),
¥ (Threat), 37 (Environmental) % X% (Supplemental) F 47}# wWEZ

aFer FHe flon, 72+ HEY IS HERY BHA EA, Al uhet
WHekbs fldes, =AM SAEAE 9 FUHAQ FHo 54 & AAdc=
Wrgstt. 53], 34 Aeel Zed Ak 23S HEERE HUbeke Attack
Requirements (AT) @&o] NEA ZdIHdoen, &4 7]<=0OT) % IoT
Sl =ad Y T F7F Helel TeHol thekd AP ok HeE
LPANEE 5T F AEF AMAENY B A5 A 7ET TrolEEkle] £ Y
BeslA FrkA e dHAdE w=eH, A wHEYE TASEAT CVSS 4.0
718 I A T F7EA Hleolu, 374 dAA, &4 WE, Bk Us FE
e TR aYFoEN FAo] By aRAQl AV el TFs FHE F
NEEF AL 5 =S Ad=0H
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(2) Attack Trees

Attack Treee 1991d Edward D. Weiss”7} 7] AAsFR 2, 1999 Bruce
Schneierel] Q& AAF Oz #|td RAY 7otk F4=e 3 GAS 9t
BE 34 AZE EY(Tree) FHZE A3l F+x3stE 2402 =T (node),

7t (edge) ZF A49H (connector) o= FAHS SQltk. Attack Treed FE
=E(root node) = ¥AAS HF HxE Yehda, 5919 24 wEE FHF HXE
szl Qs 4 WHs dvepdoh P 34 539 4 k= sk 34 53
T A9 HEE 94 e A w22 F8EH, 7Hd (edge) & 3242 Hol
AElE YeERar, OR¥ AND AME (connector) & 27 o]Ae] =2 ==& 7HA
w0 FARE @S A% dA 2doE ydr A4 =X F 1% gty
Aol 7hsd AL OR x¥ew Ykl £ i, BE AAwtrb HhEA
AsE]ojol 49 w7t AdEs H9e AND 3o yebdt) Attack Tree:
AA e A4 " 2Eddel Lj:‘:r 488 F da, AR FH #R A
23t 3ARA S =g dolal ATHOE AlZtgtete] gotdt 4 Qv =gt @
T Atk ©, Attack treeolld 7 =EE] TtEAE FolakA & A O] &AL,
zhzkol wEminy Qe ALrt BF FdstA| ol fFom Qlsh da F=vh
Adolsh M aEskA g, A WE S5 nEskA fgerm Hel ¥ JeE
FAgtsto] k@S |odl= ARl vk Frpda Qlrh

(3) Persona non Grata

H 241 = 2}eF(Persona non Grata, PnG) & u|=2] t]Z tfgtw (DePaul
University) ol4  7IEEg o, FAX FA (Actor—centric) 8] TAA <FolA
24240 57, ALY Ve s FHOE AEAE AXEOE ofgE
v d¥o=® qfAsta, WA EA S AR #AF A AZEOE
gt E = i), ol& Ao fdS A7t sted Efo] HHY, dF 2dd
27 @Al Efol @ 4 Stk PnG 7'M S IAF FAAe] ZEY
A¥sto] AZESJojo] Hekdy HI AFE HAFOeR FHetd 5 QEF b
Zolth, PnGE WmE E88h7] #AR, AL AMEEHAY AFHA ggkod,

gGEo] g Aol st 93 F3W s A Eo] a HolH

g0l Be 49 A8 GAol gash: @A Yk

ol

o

r|

x]u L_ETX
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(4) Hybrid Threat Modeling Method (hTMM)

ol g a3y (hTMM)2 20189 7hdl7] W& distw e AZES ]
338 A4 A (Software Engineering Institute, SEID oA 7H‘ja _O_U% SQUARE
(Security Quality Requirements Engineering Method) W4 2t 7= (Security
Card) ¥ #H=244Y += 228EH(PnG) & 2T JJé’ﬁJ ] olty. hTMM<
7bFest BRE SIS AdEta, 9% (false positive)ol 3L, RS} A Lol

£ Awsta, vlE 2&4Q 98 RdEs JhsstA stes A
hTMMS 8 @A = 94 99 Elds 482 KxEdolE AMdsta, Bt i
gl HastA ot o, Nl Ajbe] wet HeE FtEE A 83510
HA44 Ad AU s ALETh o]F FheAo] WAY dAAdHoR ¥ HHE

e dAEAY = 28EEPnG)E ASskel AAS, =4 AYES
ggoto] daE Qokst & FA AR AAB WS AE s Ik hTMMS
pa =

howel oy mue wHES @42 SRsn, B Fue 99 AneAe
Ao ARge AT & Ak =W, AFH =7 5% 2AL gudom
ASFoRA ARYE Tl 24W 2EY 99 LdYe] APk 4L A

(5) Quantitative Threat Modeling Method

Quantitative Threat Modeling Method: Attack Tree, STRIDE % CVSS
WHES stolBgs WA o w Sotst AR 9F Rdd WHHEo|th 2016 V=
Aol Yol =M o I HotSoS2 AHHXAo|A Bradley Potteiger,
Goncalo Martins % Xenofon Koutsoukos”} 522 A7t oH, AlojW EE
AaEel Beh As oIS aEd Aol AAZAJD AFEA AT el
%3ttt Quantitative Threat Modeling Method® WA STRIDES] Spoofing,
Tampering, Repudiation, Information Disclosure, Denial of Service9} Z&2 57}4
A W) fal 2+ 74 84 vl Attack TreeE ZHJ3}lar, Common Vulnerability

Scoring System WS AEste] ¥4 EY 7 FA axe] st AZFF

AHASE AZeta, AE A Qa0 Ui A TEZ AAET) Quantitative
TMME A 54 F shies ¥4 EE(Attack port) & FoJshs Zld, ¥4
TEE T e 34 EfY FE =ERA 3] ddE tE 7 aaw
dad = e AYES gudth wek 34 XEVE & CVSS AdeE 7H A4
Q2o 9EdtE AY, dMF FA EE A 12 Y AFE HHE 34 AE
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7hsAdel Ava skt HiglE 918 A5 w2 A Q4 ddd 34
FE= AF oz 3 9T E 7R Y. Quantitative Threat Modeling Method+
T4 94 J A AR ¥4 JhesAdS HrYskH, AAEQd A8 HME
A4 4

(6) TRIKE $18 =2¥

TRIKE 938 X®9%2 20059 Brenda Larcom¥ Elana Olson®] 2]3|
N lom, 7N FIHA g Wojd FA A AZESole} HAHE LA}
Ak 9 ord FE W e dAske] oldjgtows HRF oAE Rds
T-=3t}h, TRIKES YA —2A -3 = wlEg A (Actor—Asset—Action Matrix) =
Adak=d], olul MiEE AL A Ak HE YEkda, BE BLAE dEpdTh
WA —2At— % mjEE A~ Z+ A2 CRUD(Create, Read, Update, Delete) 9}
2 474 BEel wel virolAol e, 7} dEe] tis] §8H AFE, FLHA

%2 5, ol ALH dF T U S Fdsor sha, Z2F Aele A FH
EFE HEs HF QA Aoyt dxHW dHolH 5% (DFD)E st
7t FARL AT 5 A W AAE JE e wsd s, DFDE g A o2 gelskal
e AdHst=d olu gL A *V\(elevatlon of privilege) HE&= AH]A

71%-(denial of service) ¥ 74 WF F shel] &3tk TRIKEeIA 2dd 7}

AdE &4 Efe FE k27 Ha, Aabe] oig %’74 AREE Brtstr] S s

CRUDS 7|Zo% 7} iEW= 59/ A52 Abgsith o= &) siEo] wayst

FES V1FoR vk A Al diE A 5 Qe 9

BrpoH, A wEees gl wrh B 7 ARt dis] 2t AT 3D
o

7bFeAE 3k AEEA, wo®, dd gl 2 Friksith. o, TRIKES HE&
Ui Roste] F24¢ wEo=z ®H7] oyt H#LE 9lew TRIKE 2.0
WA Az FA #AEEHT UA ot T FAIEE 9 FolAw, #¥
A7 Hol A kot &gstr]el A7 St
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3.3 CIA Triad %54 42 JFELH 7|Hle] =AY A
3.3.1 3lo)|BFE Ao RS T HAYA

3.1 A aslet sg® CIA Triad 29 2 3.2 04 st
e EFote] AZEO] 9877 (SaMD) e FHF7] Hntel
Ax AL F+ Qe slojrg = Aol K T YA (hybrid Cybersecurity
Framework, hCSF)& Alqtstrt. ol <E6>9F o] tpakst 4oz o]Fofx
P YAzt 299+ glon, oF aRHom AL HAAE T
AXE ] 57]7](SaMD) 9] o%=¥ ARE-& 4] (Intended use), &€ (Principle
of operation) RF ofye} A% 54, x7|7] W AMGSHA EAF oF g
1A #qH EA
A Zz3] ALl A A Al A
2 Zguehe 3.4.1 AfolH K
1

YA FEEts F3

o agste] AXEO 777 (SaMD)
g3t £ ARF AN Y. FAE] aEAE
YA a A48 Al aHAET 3.4.2 AFo|HEQE

_ _ stol R = Apo]B R et
T i 1 a3 v
%4 CIA Triad =2 98 =249 gHE 29993 A
(&) Parkerian Hexad (1) STRIDE o. (B)(2) Ze 9=
arerian Hexa (2) LINDDUN (McCumber Cube) +
(LINDDUN)
(3) OCTAVE
(B) McCumber Cube T
(4) PASTA
(A) (D 5) ZH Y=
(C) 718 Hot=xE wd (5) VAST (Parkerian Hexad) +
o - (6) 71+ 719 (STRIDE + VAST)

3% 6. dtolBHE = AtelH ERl Q)93 (hCSF) o] A A2

2 Aol Atsh stelHE = AlelMEe A (hCSF) &= 7|#A o=
71EH ] AR QALY T AAYAE W0l ofd AZE o g7]V]
(SaMD) o] ¥ F7] & AHHow 48T d= 71EA, d94 9 94
SHO Aol el @ AREE AEsta, ted & e AIUAdd sdEn
gde CIA Triad EEs &3 Ed@le]l Wishs Az 7le 3 wz=yx

4y |
x
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Aoz #e ASTIFE AR W Ec|ZEE SAE MR Sl uEkA B
Aol stolnYE Ato]HEel ZHYYA(hCSF) 9 F8 WARK AZESIC]
25717l (SaMD) A x3|A A= 4 247+ g4E CIA Triad 22 2 93 2A¥
W Ee EAS Ay, UYHY H X ke WEstA goJst o
THT7] Adte] Adx &8F ZHdYdas d=Eygoz Arsioh. olw, RHEEA]
Gde] Y rdy WHES AdYstoof sk A2 oYM, 27 o]de d 2Ed
HHEs AFEA g8 ¢ Q. o]%  AAg SlolHyg:= AlolHEQH
ZHAYNA(CSHE Sal 2ZEYS 957]7](SaMD) 9] AA % 7 z27]
FAFE HF @4E 31# sk Security by Design 9#-& Fdstl, 7hed Ee
AtolHERE S sk, glsdEs ntdE & gl
Testing
Alternative
CIA Triad Models
hybrid ®
. (3)
Cybersecurity S
» O
Framework 39
(hCSF) éz'? \c‘}’
NI
&
79 13. ste]Bg = Aol BeF Z# 9l ¥ = (hCSF)

B Ao A Aetst slolHE = AlolHHCE ZYUYF(hCSF)+= <I1H13>F
o] 71E¢] CIA Triade @ 93 »ady W& 289 sAE 53t 835 o
FHE1E Aol HRE 918 AWBAE EIbetal, AAIZA B Aol Rl P e E
AXE O o777 (SaMD) A XA deARowr  Ajtste] AFS] FHT
Adie] Ax] Ao =R ZAE SEE Alo|HEQE AJAHe] AH3EithE SAHS
==
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3.3.2 sto|HFE Alo|BRQF T A YT oA

= ATelA AR stolB = AtolHESE ZH YA (hCSF)E &85k
AAT AAEZHA el FFE CIA Triad 2y 98 mdy 2HHE FoA
McCumber Cube$ LINDDUN Threat Modelings Aglxo=z Agstgict.
7124 0% McCumber Cube EEE 7|WA, 744 % 71847 Z& =t
53 (Security Goals) ¢ A4, A 2 At 22 AR Ae (Information State)
a9a Vs, A #8, wSEdY ZE Bl FX (Security Measures) 2
7 FHox FAE 3xd 7B FH9 Edolt. Bel 9y Ee FHekd, et
= WAER ®BASle Agsith. ¢hw, LINDDUNSE =RE"e 7i1gn
Hefobe] TS T A7 wEel 7i] fsdolHe #Hd Hils 9l
gg3lr] Agsltl, d44 (Linkability), 24 (Identifiability), %<1 %X (Non—
repudiation), ¥©#]4 (Detectability), AHX. &7l (Disclosure of information), <14]
H-Z (Unawareness), 113 154 (Non—Compliance) & 72 7714 98 F3o
r,HgH 6‘;]'74]94 Ei,ﬂ]/\% 2= HLNo]cq 7HO]Z‘]E Eiixﬂé 2] 3l 21]7;”;901
Ao e Agsteh. mEkA (B) (2) McCumber Cube + LINDDUN =993+
AtolERE 9 JIRIFH K EE FAle w3 ¢ glom, <OH14>8 o] AA
37HA @AY LR AR o] FolZith

(
T

GAE 2ZESC] 272 7]7](SaMD) o 2 WA dolE A2 2Ag e
olsiE FHat7]l Sl dHeolH EFL=(DFD)E 8§35k
AlAE Q)R] Abgzt, o=, St EE A3AF AujAash Ze 9

At 47 539 2 7H0J omdlolElE AAst= HHCOIY
IYF, ATZE O] AAF] H
iﬁfﬂ 4714 AN Q@ AhE FR3E
ﬂogﬂﬂSwm)ﬂzﬁﬁ%ﬂMH
Ql oplEAE AZHow Wials)

o, Lo m 1‘
i 4 off [
4E5:g£om§
i
5 w
o ot T
M ?L'
Y Fk*l
=™
Y
E
ol
ﬁ
N
1‘
ro
J

to

S

Mg
o)
S
ul
of
:‘.’I:'
B
(&
[
_-1(_94‘
9,
1o
2
2
2

XA A AAE AAste] HE TwQl kel A g
4= rtl olu, McCumber Cube® AR Ateje] sjwsl=
HE &8st xko] 7 olgmdolgel #a FrEF7I
2 3k= Aol F Qs

HLURCO a

N

N = .
oot
oy
rO

_>‘.1_v‘
2w

DL oo &L fol RO K O B o
(Zoof 2 12 du o} rlr e T (Ko

=

FHA GANME Sld AZEY S gz7]7](SaMD) oA AHEE BEE K
Agx A AN HI dHolg EEEZ(DFD)E wHEZe EXS E3



) Aot

# YONSEI UNIVERSITY

2A9E st A RdelE Y A, AF, A W FA AHgste A
A = ol MR RES 9 Ao EcHY #dE S .
LINDDUN 913 =g F71% mgd HolES AREste] 7 A E o] 744849
zgto] e aesor & FAlA¢el LINDDUNSIE (35 AAZRoz AW¥Hstw
=g HolEeA FoE7F Hrhal BAlE X235l tisixE LINDDUN 918 EgE

s

gaste] AA AZTE9 O o 87]7](SaMD) 7}t L8¥EE oA WA st
TAAola dAA Ato MRS 9 AU eE FASH. olE Fd AdHE BE
A=Y 5 55 TAGSI] AHE A aggoz FHS ¢ s FE53

Model the Software as Elicit Threats from the Risk-Manage Threats
Medical Device (SaMD) SaMD using McCumber Cube

et $AES Agetar, B Yo gk

Cubef] HQF ZXE 7|50 = 7 HeF 9o AZEY ¢=7]7](SaMD) 2k &=}
bl m A= FAA JFgFEet B vhedes Brienh =8, McCumber Cube?
HeE 225 7For dsst W JIAol s 22 Vs, B B AF 9 33y,
ol BAAA thAF Aol ES W AJARREE w&EFH U AAAuE FFHow
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3.4 CIA Triad &3 5249 4 2 7]dle] =AY 7 &

3.4.1 ZHEY9Y93 FE A 1HAE

2 Q7olq Aeke B8 CIA Triad Pes 99 wale) s /os
st A ES o] o877 (SaMD) 2 Ale|HERE ZHALAE e ow AL}
AallX= 222 54, 5717 D A S oF 2 A4 dH 54
52 zmysfor sith WA, ZAA EANS pEd HZWA (Organizational

Consideration)©] 279t} ABESY, =479 T+ F2W 71y $3 o] %7
TR Y Rl AHE Fol wmeh 2PEE AllEch g, melder 5E Y
ZAAAe AEAHZE Yol AN BEA AR AolHud Fxe

SR 4eUAE 299 546l %A ANasa, 12 FAFIA LGS B
Ao Atlwuel Zed9aE AT Alolmners WEe TzAxzt ohd
E AT A A AE 9 o‘—‘:'rilﬁ EFdRoz HQIFozH ZzAA 7+ FEHAAES
Solgbslor @tk e, 24 U Bk %%, FRReAdte)}
daQlE B ol me Mula ARV 87
TN AFES AAshe HAAL enolmR Ag A] WHEA] nEsfof Fhr)

P

A, 95717 e AR 545 et H3W2] (Software as Medical
Device or Use environment—specific Consideration)©] QT-HT} AZTE9o]
gE7171(SaMD) = kAo 5g HHoHE <d¥AsADLR  wAste]
AYE e, dYFAY odFste] gule HFE HXse AXEY EE
oA Ao} IS oW, #A= W X" Y FAA FATINEE] AR5 A
Mels Awsts ATEdOE xFan], Z LXEGo] 9g87]7]  (SaMD) 9

ol ZolstrE ARdA HEZF FQsith '

AmEde] GEAYSMDE ARFEEU FEIL 9 wE Er e
DFRA B3t ol v AFHFNA AR+ oW, AR/NB, ARG,
AANE, FAAA, FAARL B LS NP JmndelHE 54, A%, A% o

[¢)
91913 (Secure Product Development Framework, SPDF)E
D G A, @A, SR RS dA 9 H7] AR ST

%
A 1)
B AR e AT o] AAT EAYATLE AAS] oL F0
= o
zE gl
Hholl A BoF @ AS wefsto] A gefof )

oL B2
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Al O 2 AlolHiHQE ZHI A A& A N 4 9 Al 8389 SAS
13t H292 (Consideration on External and Regulatory Environment) ©]
LTHT AZE Y 9877 (SaMD) = AR F7]ZA A8 (Electronic Medical
Record, EMR), <89 A#d44% (Picture Archiving and Communication
System, PACS) T+ WHARA A" (Hospital Information System, HIS)
oheFst o] F AJAET AFEo] AE 84 (Interoperability) & 918 AlolH R
FAZE 29H A, AA © HEE Tle Ao oFEstn lom, ol <l
AtolH B 918 7 43 F7hst ]

ofN ot 2 off

3 Qlt}. Zero—Day Attack 53 L AlE

FAokd e T YAE AFAS(AD = Olﬁ’cﬂ AEE P AtolH 17—102
Al 712 AAZINE At EQE Ao RE deE o fle MEE HHE
d4E Al vHEstel ZHJdYaE 745611% Shoh mEk, AXE
°]£717]1(SaMD) AlZ3|Ab= EAetAl sk 38 =7k AlolHBE i A4 A 4l
Zhold el whE HeE gA Hel H3 Ul AlolHHESE QAN & ARl
aHsfof &k Il AokA T wm AF=(FDA) T3 S A=
TAZ TS TH/3 APl B Q- FAlgte] e F=FE Q- et or® Zhar
FEAQ Aol EQE QFANEE FESto] A U Z3Ubse Bt a4
AESA HAsd ZEdAas Ageor s,

3.4.2 Alol¥ R ZTHAYT FgHqh

AtoA Atst A CIA Triad 22y $13 2dy WUHES 7o

=z [ (SaMD) AlolHEQr ZHUHAE arAoR
UeE RS e #Zo WA, AZESC 57|17 (SaMD) 9 R
agAor  AzZtEstr] s dHeoly ZEEX(Data  Flow Diagram), AFH
tfo]o] 13 (State Diagram), ¢ @9l tholo] 23 (Swim Lane Diagram) %5 ¢1#
Fe o] trolo 1S &8s & Qlth. 4], =2 A]AH F (Global System View),
o k2 e H (Multi—Patient Harm View), ®H.SF AFE Abgl B (Security Use
Case View) ¥ #2 RSl op7|8A {E T LZE 257]7] (SaMD) 9]
e dEEQIE ZF HRE #AS Edhelo] AlAHl FF #AS 48T & Sk
A, AZESO] 8 857]7](SaMD) Ax3|AE A8 oF 2dw W E @7
AAMI TIR57: 2016 Principles for medical device security — Risk
managements©l Wt Alo]HERE e IRAAE 7|E9 FAP G A
Feetel &8sk 4 Qlrh. wpxH o=z xfo|HEQE HAE  (Cybersecurity
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Testing) & &3l 2835 ZH ez
|~ E (Vulnerability Testing), fﬁ

E| ~E (Penetration Testing) ¥ & HQ

e PFH) AR RH A
Bl A~ E (Fuzz Testing),
7\]"@ %_ %_%_ga 2= o]q11)19)24

Fol'

IN
ol 12

Hm ox

=
M
1%
rulo

(D) t}o]o 73 (Diagram)

2 ATE FE AdE AW HEE ZHYAYIE AZES 97577
(SaMD)ell A &st= A 973 RdEs anrow Azststr] 91d doly
&5 % (Data Flow Diagram), “J®] to]oj 13 (State Diagram), 29 @<l
tto]o] 181 (Swim Lane Diagram) 53 #2 tolo1:& &83 4 SQlt}. dolH
5% (Data Flow Diagram, DFD)E= 98 2493 AA"HS A3l tjEZ <l
LTolH, AZE f57]7](SaMD) 9 F2 7|s¥ #d¥ <HEEY dHyH=E
ko] #A, AF AA (Trust Boundary) & A8 FFoA HHEo] AT E 9
AAARN 25 Fotete d mdAolth. AE tholo] 13 (State Diagram) >
AXE Y] AHwsiv T4 ZREZY 2E 4 AsAEs JUHE 9 g%
Aesk tholojaioln, AME S IAZE 'or% S gkekal FIEARD AL
a3t MES A¥ste d f&eth A9 "Wl tolo] 2 (Swim  Lane
Diagram)> o8] FAXUEZF FHsto] HxE G4st= A& EFste
FEake, &4 ZEAA ¥Rk ol oAEA FAE Ao s &gEol 7
ol FA L 9y e Wes] 7T W 28T ¢ vk wepA voljojaH

at

AT E0 9877 (SaMD) 9 AAAQA A AEA  AlolH] 99 %“Hxl%
AHEty FAARE AAFer FHT S Qe =0, Alold 9
J_iE°J]°1 %WO s Rog REA9 dAAGz dI}EAE

(2) o}7] ¥ 2 H-(Architectural View)

AT E S ARbE AlolwERE ZHAYAE AZEdY 577
(SaMD) ol Ag3l= 45 23 A]A"E H(Global System View), t% g} 93|
H (Multi—Patient Harm View), X.¢F AF& Ald]l B-(Security Use Case View) S 3}
Fe HQE obF|EA RHE ZEste AXEde] o877 (SaMD)9 HF g
$35l7] 93 HOtEA Suto] oW ALEQPE=RE FxAoT wobd 4 Q)
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=2% A]A® H(Global System View)i: AXEo 7 7]7](SaMD) 9
ofZ| gl Ao st F3HAQl #AFAES AFstH, RZEO r7]7](SaMD) ¢t E+&
Ul el AAS xFste] £ZE Y YHolE dxel HEY W o= A4
TH S B ddeAaE AEE ol the gk 98 - (Multi—Patient Harm
o °]57]7](SaMD) &} HIES Aol A 5= Sl FA o3
& 7hsAe oFH, stue &4kl BAAT= Aol EgE 9de E A oY
FAeA wHA F e BE fds Hrlsked €83 ¢ Qv B ARE
A (Security Use Case View)+: HoIOZ QIst £Alo] ALXEO 29 77]7]
(SaMD) &] tddolvt fradel TS vE F e Ee 7l g s &9
9 T AEHE Brtske, AXEdY g87]7](SaMD) 8 AtolHEE  HA4A
Q38 uzt FAArt w3 duHolE 9 X 7tsA H(Updatability  and
Patchability View)i AZEo] ¢177]7](SaMD) FHF7] 24k Fk Bl g
&8tz S AlHsta AR £ Qe dUelEE AlFss AEIEJE
ZEAAE geoteted &8 4 Qlok wEbA Hel ob7|HA ReE AXES)
°]57171(SaMD) 9] EH3Fsh Alolw Hl Qe th-&3st7] 28] thFEt
SAY Age TRACR dosta FUHE ¢ 9l Al B B4R

83 g & 9rk

(3) Aol B¢k 918 #] (Cybersecurity Risk Management)

2 AFE S8 AtE Alolmuclt A E AZESY 8577
(SaMD) ol A g38l= ¢ 2ZESS 8717 (SaMD) AZx3|AE st g
2= W23 b4 AAMI TIR57: 2016 Principles for medical device security
Risk  managementsol] W&l Alo]HHE AT EZZAXE T]EY

FAA G A Ee F3ete] &8 & Utk AZEC 9]57]7](SaMD) ¢
AT SR s Aol ERE ¥ Hert AZESS A 9 g %7
GANAFE FQst HAlR diFE o, AtolHERE FAHO AF A
I A YA (Secure Product Development Framework, SPDF)<S &-&3}9]
AZE] 9577 (SaMD) &l FHF7] Auke] AX  AlojwjEcl I HeE
deldow YT £ Qdok. F AFelA AAgE stolEP = Alo]HHQE
THAY A (hCSH) & #2 AAAA ZHdga dadAdx: st adiids
Soiste g vk w3, A EC] & 57]7](SaMD) 9 AtelH Bl A E
&Aoo 7] felde AZEAY dd B Hekd ddd APEe AT
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management to medical devices©]
TaEH 987714
W, Q5 717] AbolH Eeke]l tigh i = AP AR &k J s o)
B A
Azx3) A= 9871719
AT AAIS ZHANT &
°]5£7]7] (SaMD) &

ZAHLe ==
STm=E T O
71999 Hl=EYA B

28 7]7](SaMD)

AZEQ O 95 7]7](SaMD) 7}

ATl oF sfwl, AlolH Bl £33}
ot A ESo] ¢ 77]7](SaMD) %

EZAE (Zero Trust) Her

2]
Z2AAE TR LT TRkl Y] dutel A 482

HYE|E AOIHEOE | T2~

ALO|H{ EOF Q] 22| A =]

Security risk analysis

l

Q.
(¢
57
[e)

I d] o
=<

Security risk evaluation /

Security risk control

Evaluation of overall residual
security risk acceptability

Security risk management
report

l

Production and post—
production information

19 15, AlolH R f1E et o577 93 e

AbolH] B el ¥l = 1SO 14971:2019 Medical devices — Application of risk
A o87]71¢]
Qbdel dist fddEle A By A Edoly X 5A e

|1
Security controls
l affecting safety

o
ol Fobd

e 9 NG AAR Axg we
4 71%o] BYgglol WA 542 g
g8 AT 5 Gk AFe
A4S Age] Apolune Y

R

15014971 2|2 7|7| & T2 M~

plaly B g = S

a e T

Risk analysis [

Security risks with

l

potential safety
impact

Safety controls
affecting security

\l

Risk evaluation

I

Risk control -

l

Evaluation of overall residual
risk acceptability

Risk management report

|

Production and post—
production information

Reigs 1A

=y
SR

2-3}o]

AAsAY 3tetes dA 9l

2~ NS I~
_,_6(13451-

Z2A 2 AR

kel

otk wepd

= T

*ot A o

2T E o]
AA I} Afelmnele] A FFE
Atk AZEI

e o] of
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s, oln] AltE AZEO] 97 7]7](SaMD) 9 A AA &3t Erisithd B
TAE DYty dhvh g FHoRHo] FEACEN SstH Ay &3kd ¢ Gle
BrrElo] F7HARl FAIZAIY AFEAL Al
HAES F QEF gt AZE9e] 257]7](SaMD) 2] AlolH Xk
Aol Aol Er AP 55 AAEE AFF, AU
5717l HAETd LTEHE AF EEE, AlolHEF PFTE, AZE
ALY Al A (Software Bill Of Materials, SBOM), H e L= wls|d o|dH 7t 53
2o BA5 TRAAE Bgs £ gD

4) AlolH ®.eF A]¥] (Cybersecurity Testing)

2 dA7E Fdl Ag® Alolrcl ZHdLAE AZEY 98577
(SaMD) ol Agsl= A AE5HJ Aol HEQE AlE (Cybersecurity Testing) &
Tl ZHPdae] 'aHAEE Yyl fsk 71EARD FHeRY  HAE
(Vulnerability Testing), ¥ % HAE(Fuzz Testing), % H2X~E (Penetration
Testing) 9 ILFH TAAY 5& 8T F vt AlolH Rl AJd LZE o]
°]|77171(SaMD) 8] HeF HeFHE Apdel AdHsta Frbete @A ZQl HAgol,
AEES 9 77]7](SaMD) #xb oty Hel A Ui FA, At T Ee

p

o

Tl okgd = Sle FAdHS detetedl AT A HAE
(Vulnerability Testing) > 28Ab &4, J2o57F 8L ol/dA] X3t el ozt
A AT, d48E 24, A dAEA, g Ak AAd e 22
FERA Hrrs @by, H= HAE(Fuzz Testing) & AZEYO 9877
(SaMD) el oJ=dor 2ol ZAEHALY oA X3t dHoly EEs 3F AlAAE
dgstel 8 HIFeH, WY oeWIEe, vEY F¢ 5o AFRS AFsid
HHo g2 WA= Hr7iHbHo|tk, A5 B AE (Penetration Testing) & AFo]H
TAs AlEdeldete] AZESC fg7]7](SaMD) 9 HRF FHokHE& AHF
B AEst= F7Pgolty. olflol A3A Alg7|ds &8 RAEH AE &
248 F dom, AlolHEF AlgelA MHE oF Es oS Heb 1w
ZRAAE B FrrEojoF s, Yed dFol vvstHete of8 ks ol
At B ¥ Z A& E opr1e 5 V] Wil WEAl dstxA S FHalof vt
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4 A3}

2 AFoM= ¥ CIA Triad 223 93 »mdd WUHES 7
AZE] 28577 (SaMD) 8] FHF7] Axte] Ax &8 5 Qe
AbolHERE  ZH YA (hCSH)E  7idstisitt. Zidd  ZHdeas 7]
AE2ela Fdstd o577 Adde] A2 oA "oy Parkerian Hexad B3
2 McCumber Cube E¥ S99 CIA Triad #3d2d3 STRIDE, LINDDUN,
OCTAVE, PASTA % VAST Threat Modeling 3% #< tjokst 9y ndd
WHHES F3ete] AAEQeH, AXE0 °57]7](SaMD) ] olE® AMEEA,
gyl @ HAEetuA sk =7Ee] ARolHERE AR e A HEYH

}

MAYRRE TS skxeldolgls A B QFANEGS FAlo AT £ JuE
AAERow, AA 2 Jig 7] dARE H @A4E 1¥dE Security by
[e)

Design 93& &2 & 3o F4uE SdelA a&#ola aaaql EtA

Alternative
CIA Triad Models

Cybersecurity
Framework

1913, stol B = AbolH B e Y 9] = (hCSF)
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TeAE e CIA Triad 293 98 2dE WS 7doew
Ol57]7]1(SaMD) o] FHF7] Axtel Ax &8 F Q= AtolHEE
= AAEFYE 2™, McCumber Cube € 42 LINDDUN Threat Modeling<
stolH = Atolm Bl Q)9 (hCSH) & Fall AAl A 48 7t

(Kl

o oo (moriz
o,

L 9

A g AHEE AT 2 Ao AnEH AZEYY 2 77]7](SaMD) 9
B OAREEA g8 9 AEFaAF ke 77Fe] Aol B Al e 27 9
A Zo]  wet tekst Adow  FAE FtolHIgT Alo|HEQH
AA(CSE) 7 =8€E & 3o 53] HgrE, g, AANZE
Z
7

™

19

O mx fob b o (K fr lo Ay 1 [H b
2
o o

AL AR S 22 RgE Rl gREelHE £4, A A% 9 24
2ok AZESY 57]7] (SaMD) 9] 54 1P o, @449 g EES Bl
b qrdoelgt: A oR QFEE Bl W AMES S QPANGS FA
gatedl ZAHAY Zez ZigEr. 2 AFE FE AdS AT ES
%7171(SaMD) 9] Atolmmel L= AA B A 7] wARE wek
Q4E ¥ske Security by Design €93s 78 & UAEF Adstr] wio
FAHE SHAAE g&Fol1, EIAAS adHor 75T F e o
7y, 2o il A Zdfle]l s 482 g ole ZAdAARA
229 5 A AEAelA Aleko]l = v AZESO] 9 77]7] (SaMD)
Az AN E Bk AAAQA AW R AMURE F8T gl Alo]HEQE
ZHUNAE ATT = U Flolth, 2T ES] 8717 (SaMD) & A, AA 2
A &AL wE A, fARS G g wr] @AY FEER ZEAA7A
FEF7] ArkelA  HeE Q4E aydjol EE olHd stolHigt= YJE 9

S, B Aol W 7bx] SHAIEo] EAE, olE By 9% FF 5%
Q&g A B AFE E& Aorst AZEYOl 9777 (SaMD) 9

A olgdor HAE WHEZXA RUZA A A&

Z9 AT E] 9 77]7](SaMD)ol g3t o] FAAY FHANM a8 W
vl g gz de #st 15 A3t 2g8EHo] X o, 7ZF o5 7|#e] IT 7|RkAlA

,
=
/\c—)] Z=

4 A Eo] o577 (SaMD) AZ3|AFS] R A&k SOl ek Aol EQH
AT AL 7teAdy adelA HBaZE e & k. =, B AGoA
Ard Aol Bl ZPAYPAE T AW ATEY O 777 (SaMD) =
oz AFdHor perEgon, RE £ o877 FTUskA 2 &8}
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oy, 1 AaAs RAS= oA dAd F5F AZE Yo (Software in
Medical Device, SiMD) ¥ %2 R7]7] AZES {3 st F715<d
HEol Hedd Zolth wpxwozg B Ao Aekd Alo]wHeE Zdda=

A et
axES0] AA gl Jhd dAelA Y el wmermx o fd mEy Al
+ A

FAE T 9ol AAAA £9 AN WA F 9 HA Al gHol}
AFl g g wAUZ) Mo $EF 5 Uk webA Zero-Day Attack
53 2o AF A% mt AT ABA 5% YYF AIES ol§F Aol

& 1
T =4 -
Al @ ZA4HQ gkl Fdom Aestm, 9wl Fopel
:l— o

2 Al AlkE ZAAeArE ofHE WEE BF skl @A7E Sl
webA] FF ATl E SAIRS Hestol B Ea Aol HAAZE 913

7k stolrEl = AlojEE Q19 (hCSF) el
TEAoR ATl AAE Aol EE I YA

Tl AZEC]
J57171(SaMD) & FHF7] HAutelA LTSS AtolwEE fES Ad Y
o-s-#elstal, @ 7IRE FA o Bk AFAAE Fot Aol Hd 7} ala=

ge S
U #8F TAYAIE ATkl A BAE Aolmuels BHE Ff
9l AR AR Bed BAS% 20 FHSE vl 7o Ao,

w

.

6 A&

A Aoje] LABEA Ao
\oh o= B2 AL el Abaist
JAAHE mAdA gAte] dlolBlAlE stz Qlgt Fal AbElE HAE 294
AEMJ%%@%OV“JCﬁwzﬂ,@ﬁ%ﬁﬂ%ﬂT)ﬂﬁﬂ‘%ﬂﬂOf%+ﬂ04
HeE AAZE dvid sew ﬂ Byt Ao Aertes A2 T8
AMHEE AR HBEdE e Al ARsl 9
]l 7hwiﬂ§ﬂ—z%”% H4E&ﬁ ﬂiﬁ. %ﬁ%&ﬂzﬂJ m% Al
7]

Az ) BE AR Aolw ¥
ueel @ AHEE Fzyel mzHm 9

j&
:I:’z
=
L
ﬁ
é
o
oft
fot ﬁ
“4¢@
M
o
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23 ¢ gl& stolBE = Alo]H Bl 2y )9 A (hCSF) &
. Aola Fdste 5717 @A HIwA

Parkerian Hexad® McCumber Cube 5% %3 & g% ndiy STRIDE,
LINDDUN, PASTA, OCTAVE, VAST Threat Modeling 53 & tfst 99
2dy PES GE8FoEN AZEC 57]7](SaMD) 9 7w, w4 4
w9 SHe] HeE Q FANES st Y] Adte] AX g dEs 7EE

Qe ZEdYa W FEueks vl

Tok fAY dAAe] A =t A AZEY 2 57]7](SaMD) 9]
ggo] Foota Qv AFeA #x kdy JIRIRHEFE fst AAZR]
AtolHEQE QI A AMEA AdEitgto] obd HSApdolgta & 4 Qi
20239 o7 Fokol dHlolE H&Fz A HF Aol 1,093% Gl Zeta
139 A% sae ek AuAS J%dn Yr Ade
Aolwugiol A FRA AFHE s 1
olgl & FAE EMHSH] fd stolEgE AtolHEQE 9 2 (hCSH) &
AFetd s Aol A w3 22 29 W Aot vk FA, 2 A AlolH HQE
ZHJYNTE F3 Parkerian Hexad ®2@ % McCumber Cube ¥ T2 X383l
CIA Triad &R HS BEug AZEY 9 g7]7](SaMD)el tidt Afo] A<
TEACE Y EAHsti, AlolHBE: Y FokHS FHFT7] ARke] AXA
Frtsta EUH"E #9d %\% AMEL AR HEA S Atatlvks Aol
=4, & AT AlelHRESE ZHdAaE Sl 71 7lsA HE QAR

°l57171(SaMD) &] FHF7] FF AHFHO=E

Ho A o] dHANES REYeh SHEE AlolwHQE
W AAEATHE Aotk mpxEto R

Alo|H HQF 3T Security by Design 92 A3 ¢ Q%
ol 2l87]17](SaMD) o] =71 AA 2 I SAFE Alo|H K a
/\]-x% 01] 1—4 XJELHOL@_% =3 /\]_‘6‘ EH%E; quﬁ“ﬂi‘:]' H]Q. a5 o]
HAAE FFahe Webs vtdsiglvke folth wepA 2 A5 &
&

A

_&
AN
=
sk
H:\ 4 (o
S 0
o o
r
2
-
|

i}

[

-

ol el

l

T

=l
hv)
ukss
do
il
of
:(I)g

S

Y

o

oo

BioP Job pole RIORY R pt 2
e [KooX BT (K 41 1% oo [U
thmrﬂ_iﬁghlmﬁmlom%ﬁ

CIA Triad 23 91y 2dz HPHE 7148k2] AfolyHer T dYa &
glo] o7& 7]7](SaMD) AlolH Kol ol pRoo] ARE o|2A A THpA
,EF BE AT % ARR 83 5 S 20w Jgdn

o rlo o K omu tu iz

O
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ob&d], AZES 9o 857]|7](SaMD) Ax3|AtelA 2 AFE FaE AdH
AtolH B S ZHda TS5 #E&F B AndA AdAE &E
J®717]1(SaMD) 7] Fb F=ataL, Aol ERE T AlEINE Zed A
(Secure Product Development Framework, SPDF) ZE2AAZ A&dsl7] Yajrd=
FAAGANAE W 4T AZEYC] g7]7](SaMD)E 918 Aol H.eE = ¢)a}
(Chief Cybersecurity Officer for Software as Medical Device) & A A3}E=
Agete A 2AE wEd Fert qlon, F53 AlolmEQlr My EE
AR FA o= 3] Aol 79 e A-fol= 5 Aol b, AlFtoto],
Ol FFAIFHE T S FUY AHET FEARA 7Y BE HdA AEVY
AL wE Alo]H Kt AE7|GH AZE Y 57]7](SaMD) A3 AF 7]
A7 EYAY 755 AEHoz (I o7t vk AZE Y 2 87]7] (SaMD)
AZ3| A= 2 A, AFAA e sHAIske] AEAQD FY W Ads F8 HA
AAER Aol HHRES W Alslste] 7MY AlAClA Fa WA F ZEYgle] Hstshe
Heb el i-gste] A&HAQ Al A7 Q78S AlAFsit

ppAEk o 7 AfolH HES: JHQl, V1Y i =7Ee kA AAH= oA
G 71EAQ HAE dol AR Adnbe] b A E AYAE Foid Abetolth
53] AZEOl EV|7(SaMD) = & Wzst JiI RSl SmdHolHE
AHEEH7) el AbelW FAS Fo wHo] i glom, AlelW FAORE Qg
el AL EE4E dol ExbelAl Agd el e AP, 7E Zel e
E4e 24T F v FEolA W FUieHAl tFolof & Aot AEE o]
JR7171(SaMD) = 9 w717] Arlel diEAel m#ddEHer 2 A
BAEE wola, AAFOoR 95 R fEMe AlolHERF Attt
E7tlet, ctow ¥ AE, AAUEA 2 FAHEFH T 2SS ATE0
wgle]l BdstdA TS Atolw FI FAC diulste] Ak, TeH, 244

THI A7 Zostth. webd AZEY R 7]7](SaMD)  AX3IAbE AEE
AfOlHEQE A AE  E=9ista, HeZ|E AUl didt Fxeh =9E
gojsof v, AFe FAE YT AZE 2777 (SaMD) A ZIAE
AaAor AYste] o 857]7] Abg] AREe] AlolwHEcE £ FFS TREof T
Zloltt, ¥ AT FF AZES Y 2 857]7](SaMD) 9] AlelHERF Z#H LA
AL 72 AFARE EHY T ¢ ckdsta AlFEE = Qe yAd
Ardlo] W AT E0] 2777 (SaMD) o] HeF AEA FFHof] ZFolunl 7]ofsh
T W71E 71dstit.
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ABSTRACT

A Cybersecurity Framework for Software as a Medical Device:
Integrating Alternative CIA Triad Models and
Threat Modeling Methodologies

This research is purposed to suggest a novel cybersecurity framework to strengthen security
of Software as a Medical Device (SaMD), whose use has rapidly increased with the advent of the
digital healthcare era. As cybersecurity threats continue to rise, highlighted by an average financial
loss of $10.93 million per data breach in the healthcare sector, marking the highest figure for 13
consecutive years, the importance and urgency of cybersecurity in the SaMD domain have become
more prominent. This research introduces a hybrid Cybersecurity Framework (hCSF) that can be
applied throughout the entire lifecycle of SaMD, based on the alternative CIA Triad model and
threat modeling methodologies. The proposed framework integrates CIA Triad models expanded
such as the Parkerian Hexad and McCumber Cube, along with various threat modeling approaches
including STRIDE, LINDDUN, and OCTAVE. This integration enables comprehensive management of
cybersecurity requirements from technical, administrative, and operational perspectives. By
implementing the principle of Security by Design, the framework would facilitate the inclusion of
security considerations from the early stages of software design and development, offering a more
cost-effective and efficient security approach compared to reactive methods. The study confirms
that the proposed framework can be flexibly configured into various combinations tailored to the
intended use, principle of operation, and cybersecurity regulatory policies of the target market for
SaMD. Moving beyond the traditional checklist approach to technical cybersecurity requirements,
this study presents a new framework that identifies cybersecurity threats and implements
response strategies throughout the SaMD lifecycle. It provides a new theoretical perspective and
direction in the field of SaMD cybersecurity. Ultimately, the research aims to contribute to the
improvement of global competitiveness in the SaMD sector, serve as a foundational reference for
cybersecurity policy development, and support the establishment of safer and more reliable digital

healthcare and SaMD cybersecurity management strategies.
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