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Article 31-Cooperation with the supervisory authority
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Section 2
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ABSTRACT

Study on Classification and Protection Measures of
In Vitro Diagnostics Medical Data

for Cybersecurity Enhancement

Na Gyong Lee
Department of Medical Device Engineering and Management

The Graduate School, Yonsei University

(Directed by Seung Hwan Han, M.D., Ph.D.)

The rapid advancement of technologies such as artificial intelligence (Al), the Internet of Things
(10T), and telemedicine has accelerated the growth of the in vitro diagnostics (IVD) market and has
significantly increased both the volume and complexity of medical data. However, these
technological developments have also heightened cybersecurity risks, particularly in the healthcare
sector, which has experienced one of the highest rates of data breaches among all industries in recent
years. 1IVD medical devices generate highly sensitive information, including genetic data and
infectious disease test results, which, if compromised, could seriously impact patient safety and

public trust.

This study aims to classify medical data generated in the IVD field according to sensitivity and
risk level, and to propose differentiated security measures tailored to each category. To achieve this,
the current status of medical data cybersecurity was reviewed both domestically and internationally,

and relevant regulatory standards such as the General Data Protection Regulation (GDPR), the



Health Insurance Portability and Accountability Act (HIPAA), and Korea’s Personal Information
Protection Act (PIPA) were analyzed. In addition, real-world cybersecurity incidents were

investigated and best practices from other industries were examined.

Based on this analysis, 1VD medical data were categorized into high-risk, medium-risk, and low-
risk groups. For each category, appropriate security measures—such as encryption, multi-factor
authentication, role-based access control, and network segmentation—were proposed. The findings
of this study are expected to help minimize the risk of data breaches and tampering in the 1D sector
and to contribute to the development of more robust security policies in healthcare institutions.
Ultimately, it is hoped that the proposed framework will enhance patient safety and strengthen the

reliability of healthcare services.
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