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Risk Management Strategies for Ventilators Applying 1SO 14971:2019

This study proposes practical measures for systematically managing risks associated with high-
risk medical devices, specifically ventilators, by applying the 1SO 14971:2019 international
standard. The research compares and analyzes the key changes between 1SO 14971:2007 and the
2019 version and approaches risks in ventilator design throughout its lifecycle by categorizing
them into clinical risks, usability-related risks, and cybersecurity risks. This classification aims to
apply the most effective risk management techniques based on the unique characteristics of each
risk category.

Clinical risks were analyzed by assessing the severe impacts on patients caused by functional
failures of ventilators, using the Failure Mode and Effects Analysis (FMEA) technique. FMEA
systematically identifies failure modes and effectively evaluates risks. Usability-related risks,
arising from user errors during operation, were analyzed through the Hazard Identification, Risk
Assessment, and Risk Control (HIRARC) technique. HIRARC divides user tasks into detailed
steps to identify potential errors at each stage and provides practical improvement measures to
minimize them. Cybersecurity risks, including threats such as spoofing and data tampering, were
addressed by identifying digital threat factors and applying the Threat Modeling technique to
design systematic security countermeasures for prevention and mitigation.

This study presents concrete cases for applying the requirements of ISO 14971:2019 to
ventilator design and risk management, offering solutions to enhance the safety and reliability of
medical devices effectively. Furthermore, this approach provides practical guidance for medical
device manufacturers to comply with international standards while implementing risk-specific
techniques, thereby supporting competitiveness in the global market.

Key words: Ventilator, Risk Management, 1SO 14971:2019, Risk Management Techniques,
Cybersecurity, Usability
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