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ABSTRACT

Developing Class on Professionalism in Social Media

for Medical Students
Dang Thi Kim Chi
The Graduate School
Yonsei University

Department of Medical Education

Background: Medical education in Vietnam is progressing to global standards,
emphasizing professionalism early in training. However, the significantly increasing use of
social media presents new challenges of professionalism nowadays, as inappropriate online
behavior can negatively impact students’ future careers, breach the patient’s confidentiality,
and damage the professional image and public trust. Despite these concerns, currently, no
official guidelines or educational opportunities are available in professionalism in social
media (PSM) for medical students in Vietnam or at the Hue University of Medicine and
Pharmacy (Hue UMP). Therefore, this study aims to address this gap by identifying a
competency list on PSM that medical students should acquire and designing a class on PSM
to provide them with essential knowledge, skills, and attitudes for navigating social media
responsibly.

Methods: A multiphase, modified Delphi survey comprising two rounds was conducted to
identify the competency list of PSM for medical student and reach the consensus on the list
among 39 experts within the Hue UMP. A questionnaire was administered electronically
using Google Forms and participants used a 5-point Likert scale to rank the importance of
competencies. The degree of convergence, degree of consensus, and the content validity
ratio of the model were used to reach the consensus. Based on the finalized competencies,
the ADDIE (Analysis — Design — Development — Implementation — Evaluation)
instructional design model was applied to develop a class on PSM tailored for third-year
medical students at Hue UMP. The thesis primarily focused on the first three steps, aligning
with the context of medical education at Hue UMP and outlined a plan for implementation
and evaluation.

Results: A list of 39 PSM competencies in five domains were identified based on literature
review. After two rounds of modified Delphi survey, the list of competencies was finalized



into 23 items in five domains. The PSM domains for medical students included patient
confidentiality privacy and dignity (six items), professional boundary, doctor-patient
relationship, public trust (six items), practitioner’s privacy (three items), health advocacy
(three items), and information appropriateness (five items). The 100-minute class on PSM
for medical students was developed with third-year medical students as targeted learners.
During the design and development phase, the class structure with specific goals, learning
objectives, class activities, and case scenarios were designed. Four case scenarios include
breach of confidentiality, role misrepresentation, peer’s unprofessional post, and patient’s
friend request. The assessment and evaluation methods were developed base on Kirkpatrick
model, comprising satisfaction survey, pre-test and post-test, and short survey and
reflective essay.

Conclusion: This thesis explored the importance of integrating PSM into the medical
education curriculum focusing on the context of Hue UMP and provided the competency
framework to develop a class on this topic. By embedding PSM education into medical
training, medical schools can cultivate future doctors who are not only clinically competent,
but also ethically aware and socially responsible in the online environment.

Keywords: Professionalism, social media, Delphi technique, medical students, medical
education, Vietnam



1. Introduction

1.1. Background

1.1.1. Professionalism Education in Vietnamese Medical Education

In 2015, the Vietnamese Ministry of Health published Competence Standards for
General Practitioners which included four fields representing the basic function of a general
practitioner: competence in professional practice; competence in application of medical
knowledge; competence in medical care; and competence in communication and
cooperation (1). Competence in professional practice field comprises 4 standards and 22
criteria. This field refers to the manner of professional practice considering moral and legal
standards and respects various cultures of general practitioners when performing medical
examinations and treatment in Vietnam. This document plays a crucial role in forming the
basis for developing learning outcomes and training programs on medical professionalism
education in medical schools.

Efforts to further define and operationalize medical professionalism in Vietnam have
been built upon these competence standards. Consequently, from August 2020 to March
2021, a group of technical experts from five universities of medicine and pharmacy (Hai
Phong, Ho Chi Minh City, Hue, Thai Binh, and Thai Nguyen) collaborated and reached a
consensus on 14 attributes of medical professionalism that should be taught to medical
students in Vietnam: respect, honesty/integrity, altruism, responsibility/accountability,
academic excellence, empathy, confidentiality, providing and receiving feedback, critical
thinking, self-reflection, time management, work-life balance, teamwork, and problem-
solving (2). Moreover, the expected and unexpected behaviors of each attribute are
described for the convenience of observing and evaluating medical students.

Medical professionalism has only recently been introduced into the curriculum at several
medical schools in Vietnam including the five medical schools aforementioned and one
private school (3). Most schools offer course in Professionalism in the second or third year
of the six-year curriculum. This course aims to educate medical students regarding the
concepts and attributes constituting medical professionalism, and the theoretical basis for
achieving professionalism in medical education environment and medical practice.



However, medical education in Vietnam is currently undergoing major reforms, with
plans and preparations underway to achieve national and global accreditation, such as the
World Federation for Medical Education (WFME) standards (4, 5). Consequently, there is
an urgent need to develop other aspects of medical training, such as medical
professionalism, in addition to the knowledge of basic sciences and clinical experiences (4,
6). Furthermore, the deterioration of medical ethics among some health professionals and
the decline in public trust in health professionals (7) have highlighted the necessity of
integrating professionalism courses into current curricula for physicians. Therefore, many
medical schools are reforming their curriculum and to include medical professionalism to
meet the national and global standards.

1.1.2. Professionalism Education at Hue University of Medicine and
Pharmacy

In 2019, for the first time, Hue University of Medicine and Pharmacy (Hue UMP)
integrated the content of professionalism in medical practice into the pre-clinical training
program for second-year medical students. Professionalism education is introduced as part
of the module “Practice in community health center — Family medicine clinic:
Communication skills, Consultation skills and Professionalism.” This module provides
early clinical exposure to students, helping them to prepare for the appropriate
competencies in the next phase of clinical clerkship. Students are equipped with the
necessary knowledge and skills including basic and advanced consultation communication
skills, information gathering skills, history taking, clinical examination in the context of
outpatient care, applying professionalism related to professional and personal development
during their studies, and clinical practice. The module includes sixteen practice sessions at
the community health center or family medicine clinic. Theoretical teaching is integrated
with clinical observation at these locations, combined with case-based discussion and
group discussion methods. Professionalism education is provided in four sessions and its
contents were developed based on the three fundamental principles of professionalism: the
physician charter of 2002 (8); the Stern framework for measuring professionalism (9); and
the consensus reached by five medical schools on professionalism attributes that should be
taught to medical students in Vietnam (2). Accordingly, definitions, fundamental principles
and 12 attributes of medical professionalism taught in this course are presented in Figure
1.



Definition, roles and challenges

Primacy of patient welfare

Fundamental principles Patient autonomy

Medical
professionalism

Social justice

Professional competence

Honesty with patients

Patient confidentiality

Maintaining appropriate relations with patients

Doctor reponsibilities - -
Improving quality of care

Improving access to care

Just distribution of finite resources

Scientificknowledge

Maintaining trust by managing conflicts of interest

Professional responsibilities

Professionalism attributes

Case scenarios related to professionalism

Figure 1. Structure of medical professionalism education at Hue UMP

(Adapted from https://Ims.huemed-univ.edu.vn/course/view.php?id=4811#section-6)



Twelve attributes of medical professionalism included in the course are presented in Table
1.

Table 1. Twelve attributes of medical professionalism

No. Attributes No. Attributes
I Respect 7 lsliﬁ;/;ding and receiving feedback
2 Honesty and Integrity 8 Excellence and life-long learning
3 Altruism 9 Self-reflection
4  Empathy, Caring and Compassion 10  Time management
5  Confidentiality 11 Work-life balance
6  Responsibility and Accountability 12 Team working skills

(Adapted from https://Ims.huemed-univ.edu.vn/mod/page/view.php?id=67046)

1.1.3. Vietnamese Regulation on Digital Competency Framework for
Learners

The Vietnamese Ministry of Education and Training published the Circular “Regulations
on Digital Competency Framework for Learners” in January 2025 to establish a foundation
for developing training standards and education programs on digital competencies for
learners (10). This Circular applies to educational institutions, educational and training
programs, and learners in the national education system; and relevant organizations and
individuals. Further, it serves as a basis for assessing learners' digital competencies in
educational programs, ensuring consistency in learners' digital competency requirements
and comparing or referencing between educational programs and digital competency
frameworks.

According to this regulation, the Digital Competency Framework for Learners includes
6 competency domains with 24 component competencies, as presented in Table 2.



Table 2. Vietnamese digital competency framework for learners

Competenc
No. P ) Y Description Component competencies
domain
Clearly identify information 1.1 Browse, search, and filter
needs, locate and retrieve data, data, information, and digital
information, and digital content.  content
Data and Eval ho rel ¢
1 information valuate the re .evance ° 1.2. Evaluation of data,
.. sources and their content. Store, . . ..
mining ) information, and digital content
manage, and organize data,
information, and digital content. ~ 1.3. Management of data,
information, and digital content
2.1. Interaction through digital
technology
Interact, communicate, and 2.2. Sharing information and
collaborate digitally while being ~ content through digital
.. aware of cultural and technology
Digital onal di .
communication Scnerational diversity. 2.3. Using digital technology to
2 and Participate and contribute to fulfill civic responsibility
collaboration society through public and )
private services and exercising 2 :4'. Collaboration through
citizenship rights. Manage your ~ digital technology
digital identity and reputation. 2.5. Implement the code of
conduct online
2.6. Digital identity management
Create and edit digital content. 3.1. Digital content development
Enhance.and Integrate . 3.2. Integrate and recreate
information and content into .
o ) digital content
existing knowledge while
3 Digital content understanding the licensing and ~ 3.3. Enforcement of copyrights

creation

copyright systems involved in
the creation of digital content.
Know how to provide
understandable instructions to
computer systems.

and licenses

3.4. Programming




Protect devices, content,
personal data, and privacy in the
digital environment. Protect
physical and mental health and
recognize how digital

4.1. Device protection

4.2. Protection of personal data
and privacy

4.3. Digital health and security

4 Safety technologies enhance social protection
well-being and social harmony. 4 4. Environmental protection
Be aware of the environmental
impact of digital technologies
and their use.
5.1. Solving technical problems
Identify needs and problems and 55 Identify technology needs
solve problems and situations in ., 4 solutions
Problem the digital environment. Use
5 solving digital tools to innovate 5.3. Creative use of digital
processes and products. Keep up technology
to date with advances in digital 5.4. Identify areas for
technology. improvement in digital
capabilities
6.1. Understanding Al
Appli - . . (including generative Al)
pplied Apply Al' in learning, working
6 Artificial and life, ethically and 6.2. Ethical and responsible Use
Intelligence  responsibly. of Al

6.3. Evaluation of Al tools

! Artificial Intelligence

(Adapted from Regulations on Digital Competency Framework for Learners, Circular No.
02/2025/TT-BGDDT (January 24, 2025))

Based on the provisions of this framework, educational institutions have responsibilities

to conduct research, supplement and update digital competency requirements for learners
in the programs. In addition, they have to provide learning materials, guidance documents,

and ensure the necessary conditions for implementing the digital competency framework

in their institutions.



1.1.4. Social Media Use among Health Professionals and Health Sector

The use of social media (SM) by health professionals at all levels is increasing both
personally and professionally (11). A study in Canada indicated that approximately 87%
of medical doctors have a private SM account, whereas 67% manage a professional one
(12). In the medical field, health professionals use social networking service (SNS) for
various purposes, including networking, education, marketing, promotion, patient care, and
awareness campaigns (13, 14). In addition, physicians use SM to exchange information
about professional problems and clinical experiences (15, 16). Platforms such as Twitter,
Facebook, Instagram, LinkedIn, and WeChat help them establish professional connections
and communicate with patients and their families (17-20). A previous study discovered that
48% of physicians on Twitter have shared links to their blogs (21).

SM use is also common among medical students as they belong to the "net generation"
and have grown up with these platforms, particularly when they begin their professional
careers (22, 23). Surveys suggest that up to 98% of medical students own mobile phones,
whereas 60% to 90% have Facebook accounts (24-26). Similarly, a study at medical school
in Vietnam reveals that 99.3% of medical students use SM often, the most common being
Facebook, YouTube, and Zalo (27). Students engage with SM for various beneficial
purposes, including sharing experiences and building supportive peer networks (23).

1.2. State of Problem

Social media use among health professionals and medical students has raised concerns
about blurred professional boundaries between patient and physician, student and faculty,
and patient’s privacy and confidentiality (28-35). Studies have found that some health
professionals engage with others on SM and in virtual spaces in an unprofessional way (36,
37). In addition, many medical students and practicing physicians have encountered
problems with inappropriate SM posts or online identities (38, 39). Multiple studies have
examined the online behavior of medical and nursing students on Facebook and Twitter,
revealing instances of vulgar or derogatory language, as well as the sharing of inappropriate
content, such as videos and images (40-42). Studies conducted in Croatia and India among
medical and dental students found that they were involved in unprofessional behaviors,
including sharing sexually explicit content and posts related to alcohol consumption while
using SM (43, 44). In the U.S., 60% of medical schools have reported cases of medical
students sharing unprofessional content online, with 13% of schools noting breaches of



patient confidentiality (38). Moreover, studies indicate that healthcare students and
clinicians have varied perceptions of professionalism in SM; some exhibit relaxed attitudes,
whereas others are more conservative (36, 45-47).

To address these challenges, it is essential to develop comprehensive guidelines and
recommendations on SM use for health professionals in general and medical students in
specific, helping them to navigate the complexities of digital professionalism. Furthermore,
integrating educational opportunities, such as courses, workshops or seminars on
professionalism in SM, would be helpful in reducing unprofessional behaviors online and
fostering responsible SM engagement. Notably, medical educators have highlighted the
importance of creating more educational opportunities for medical students to prevent SM
misuse and encourage critical reflection on online interactions (48). Similarly, medical
students have expressed a strong desire for clearer and more practical guidance on SM use,
particularly in navigating ambiguous situations where perspectives on appropriate behavior
may differ (47). Establishing structured support systems and instructional initiatives could
help bridge these gaps, ensuring that medical students develop a comprehensive and ethical
understanding of professionalism on SM.

In Vietnam, although the use of SM among medical students is growing rapidly, there is
a notable absence of guidance and policies addressing the appropriate use of SM. Medical
schools have yet to introduce formal, structured education on digital professionalism,
particularly on SM. Additionally, there are no established frameworks for teaching
professionalism in SM, such as competency lists or defined learning outcomes. Another
significant challenge stems from the traditional approach to medical education, which
emphasizes clinical skills, theoretical knowledge, and patient care. This focus may
inadvertently limit the integration of other aspects of comprehensive medical education.
Furthermore, the excessive curriculum presents additional obstacles in accommodating
new content, such as professionalism in social media, into the curriculum.

At Hue UMP, the content of medical professionalism has been included into the pre-
clinical training program for second-year medical students since 2019. This course equips
medical students with foundational knowledge and skills related to professional behavior
in clinical practice. However, the current curriculum does not address the specific
dimensions of professionalism related to the use of SM which leaves an important gap in
the educational framework. Considering this gap, this study aims to generate a competency
list on professionalism in SM and develop a corresponding class for medical students, based
on the list.



1.3. The Need for Education on Professionalism in Social Media for
Medical Students

The widespread use of SM among medical students today and concerns about
professional issues online highlight the need to incorporate aspects of professionalism in
SM into the definitions, education, and assessment of medical professionalism (37). A class
on professionalism focusing on SM is essential for medical students due to key reasons.

First, this class will enable students to understand ethical and professional standards, as
well as appropriate behavior when using SM, which enhances the awareness about their
online presence and provides a broader understanding of online identity and opportunities
for career development. Consequently, it has the potential to positively influence students'
attitudes and lead to more meaningful and responsible online behavior (49).

Second, the class can provide medical students with clear guidance on how to behave
appropriately on SM and address unique challenges related to professional-personal
boundaries, patient privacy and confidentiality, professional image, and public trust.

Third, this class will offer medical students the knowledge and skills to deal with
challenges such as cyberbullying or online harassment, ensuring their mental well-being
and privacy. Students would be provided skills to form professional networks for sharing
clinical experience and professional problems without compromising ethical issues online.

At Hue UMP, developing and implementing education on professionalism when using
SM for medical students is essential in the context of digital age and new demands for
learner’s competency. A few significant reasons highlight the necessity of incorporating
this content into the curriculum.

First, integrating aspects of professionalism in SM into the existing medical curriculum
is crucial to complement the current teaching of medical professionalism. Incorporating
this content would ensure that students not only develop skills for interacting with patients
and colleagues in person, but also learn how to engage with SM platforms responsibly and
ethically.

Second, the introduction of professionalism in SM content aligns with the educational
philosophy of Hue UMP, which aims to produce future excellent and professional doctors
who are not only dedicated to patient care, but also exhibit the highest standards of
professionalism in every aspect of their practice including in the digital realm.



Furthermore, this class aligns with current educational trends in Vietnam, as the Ministry
of Education and Training has issued a digital competency framework for learners. This
has provided a foundation for many educational institutions to begin developing and
preparing modules and courses aimed at equipping students with digital competencies.
Moreover, Hue UMP is in the process of preparing to build a digital competency module
for medical students. Therefore, the content on professionalism in SM would be one of the
essential digital competencies that should be incorporated into the curriculum for students.

1.4. Purpose of the Study

This study aims to design a class on professionalism in social media for medical students,
to provide them with knowledge, skills, and attitudes to act and behave appropriately on
social media as a doctor. The content aligns with the digital competency framework for
learners and “traditional professionalism” paradigms expressed online.

Specifically, this study has two primary objectives:

(1) Identify a competency list for professionalism in social media for medical students
using the modified Delphi method.

(2) Develop a class on professionalism in social media for the third-year medical students
based on competency list identified using the ADDIE instructional model.

1.5. Research Questions

(1) What competencies related to professionalism in SM should be taught to medical
students?

(2) What are the essential elements and requirements for designing a class on
professionalism in SM?

(3) How can the class on professionalism in SM be well-developed to effectively equip
medical students with the necessary skills and knowledge to navigate online platforms
responsibly and professionally?

(4) How can content about professionalism on SM be seamlessly integrated within the
existing medical professionalism education and the preparation of the digital competency
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module at Hue UMP to provide students with a comprehensive understanding of
professionalism?

(5) How impactful will be the class on professionalism in SM in enhancing knowledge
about professionalism and changing students' attitudes toward their online presence?

1.6. Significance of the Study

This study offers significant contributions as outlined below:

First, this study identifies a competency list for professionalism in SM, which serves as
the basis for designing the class on professionalism in SM for medical students. Currently,
there is no existing framework for professionalism in SM in Vietnam, making this study a
valuable contribution to scientific literature which can be referred to by other medical
educators when developing such a course.

Second, this study designs and develops a class for medical students to provide them
with guidance on how to behave appropriately and professionally on SM, and address
ethical and professional issues they may confront online such as patient privacy and
confidentiality, professional boundaries, professional image, public trust, and practitioner’s
privacy. This class will complement the current professionalism education at Hue UMP,
helping students uphold professionalism not only in their offline interactions, but also in
their online engagements.

Finally, this class will contribute to the development of a digital competency module at
Hue UMP, supporting the university's efforts to prepare medical students for the challenges
of the digital age. In addition, this reflects the requirements and educational trends in
Vietnam in developing digital competency for learners.
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2. Literature Review

2.1. Definition of Terms

a) Professionalism: Professionalism is defined as “the conduct, aims or qualities that
characterize or mark a profession or a professional person” (50).

b) Professionalism in medical practice: Professionalism is described by different words
and phrases in medical literature representing key qualities and behaviors aimed at
sustaining public trust in physicians and preserving their esteemed role in society as sought-
after healers (51, 52). According to the Royal College of Physicians, professionalism is
defined as “a set of values, behaviors, and relationships that underpins the trust the public
has in doctors.” Thus, professionalism represents how doctors and other healthcare
professionals meet their obligations in a social contract, consequently earning patients' trust
and public respect (53).

c¢) E-professionalism: E-professionalism has been defined as “the attitudes and behaviors
(some of which may occur in private settings) reflecting traditional professionalism
paradigms that are manifested through digital media” (54).

d) Online professionalism: Online professionalism refers to the demonstration of
professional behaviors, attitudes, and standards in digital environments, including social
media, email, forums, and other online platforms. It is broadly defined in the context of
maintaining the same professional values (such as confidentiality, respect, and integrity) in
online activities (55, 56).

e) Digital professionalism: Digital professionalism (DP) is the concept grounded in
traditional concepts of medical professionalism while highlighting the unique opportunities
and difficulties presented by professionals’ use of digital media and the ways in which the
profession is changed by this use (57, 58).

The three terms digital professionalism, E-professionalism, and online professionalism
are usually used interchangeably, reflecting the extension of traditional professional values
into digital contexts (54, 57, 59).

f) Digital media: Digital media in healthcare include various technologies, such as
mobile devices, social media platforms, educational tools, point-of-care resources (such as
drug databases, clinical guidelines, and decision support systems), as well as e-health
systems (60).
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g) Social media: Social media is a type of digital media, referring to a type of electronic
communication designed to create online communities where users can exchange
information, ideas, personal messages, and other content (61). Social media can be
categorized into five primary types: collaborative projects (e.g., Wikipedia), blogs and
microblogs (e.g., Blogger, Twitter), content-sharing communities (e.g., YouTube), social
networking sites (e.g., Facebook), and virtual game or social worlds (e.g., HumanSim).
These platforms typically display a list of users who are socially connected, allowing
individuals to view others' activities, interactions, and connections (62, 63).

h) Professionalism in social media: Professionalism in social media (PSM) refers to the
maintenance of ethical, respectful, and responsible behavior in online environments,
aligning with the standards expected in professional practice (64-66).

i) Competency: Competency is considered as an organizing framework comprising sets
of knowledge skills, attitudes, and higher-order aspects of practice required to effectively
perform the professional role. Competency is defined as “a cluster or related knowledge,
skills and attitudes that reflect a major portion of one’s job (role or responsibility), that
correlates with the performance on the job, that can be measured with well-accepted
standards, and that can be improved with training and development” (67). It is a framework
to guide medical training, assessment, accreditation, and professional growth (68).

j) Competency domain: Competency domain incorporates an interrelated group of
competencies for performing specified tasks (67).

k) Competency-Based Medical Education: Competency-Based Medical Education
(CBME) is an approach to medical education and assessment that emphasizes the
achievement of specific competencies or observable abilities required for medical practice
(69). This approach shifts the focus away from time-based training and promotes increased
accountability, flexibility, and a learner-centered approach to ensure that graduates develop
the necessary competencies to fulfill the patient’s needs in society (70).

2.2. Professionalism in Social Media

The concept of digital professionalism is grounded in traditional concepts of medical
professionalism; however, it emphasizes the unique opportunities and challenges that
professionals face when using digital media, and how this usage affects the profession (71).
DP refers to how professionals use digital media and the mechanisms in which the
profession is evolved by this use, including issues that potentially originate in private
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settings, but are rendered public in online, digital environment (54, 72). These constructs
regarding how professional students present themselves in online environment is an
important topic that educators of health profession should examine (73).

Numerous theories have been introduced to better understand the concept of DP.
Petronio et al.’s Communication Privacy Management (CPM) theory emphasizes that
effective management of privacy is essential for balancing information disclosure, personal
ownership, boundaries, and control. According to this theory, healthcare professionals
(HCPs) can preserve professional boundaries with patients and protect their own privacy
by adhering to strict privacy management practices. The use of privacy settings and the
maintenance of clear online boundaries reflect the need for control over personal
information while also honoring patient confidentiality (74). Ajzen’s Theory of Planned
Behavior also explains the ethical and behavioral dimensions of digital professionalism
(75). According to this framework, actions such as taking responsibility for one’s behavior,
disclosing conflicts of interest, demonstrating respect for colleagues, and adhering to
ethical standards are influenced by individuals’ attitudes toward social media use,
prevailing digital norms, and their perceived control over online interactions—particularly
those involving patients (75).

Although the challenges of DP have been widely perceived with the widespread of
digital media use, not much instruction has been provided in mainstream medical education
to teach students how to safely and appropriately use digital media as a healthcare
professional (76). There are growing concerns about the absence of a structured program
for DP in the medical and health sciences (77). The DP framework structured around
concepts of proficiency, reputation, and responsibility has been proposed to guide the
practicing of DP safely (Table 3) (58). It includes fundamental values that guide teaching,
learning, and clinical practice in medical fields via online platforms. This framework is
built on foundational basis for DP, emphasizing that professionals should use digital media
purposefully to uphold patient care, compassion, altruism, and trustworthiness. Moreover,
it highlights the need for professionals to recognize how digital media shapes their
relationships and consistently engage with these platforms in a deliberate, ethical, and
accountable manner (58).
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Table 3. A digital professionalism framework on what professionals should and should
not do regarding their proficiency, reputation, and responsibility in using digital media

Proficiency Reputation Responsibility

Establish and maintain Maintain an appropriate Model positive

appropriate online professional and effective
presence and guard against  digital

competence in selecting
and operating the
technologies they use.

digital attack.

Behave professionally and

behaviors to
others.

Professionals respectfully in all venues Maintain
should with all media at all times.  appropriate
professional
boundaries in
communicatin
g with and
about their
patients.
Waste time and Make public anything that ~ Engage in
resources by being they would not be illegal or
unprepared for the comfortable defending ina  inappropriate
professional use of court of law or in front of a  behavior in
digital media. disciplinary panel. any digital
Professionals medium.
should not Treat healthcare data Forget that what happens
with any less regard than  online stays online, Behave in

they would treat the
patients from whom they
derived the data.

potentially forever.

reckless and
ill-considered
ways using
digital media.

(Adapted from Ellaway RH, Coral J, Topps D, Topps M: Exploring digital professionalism.
Medical teacher 2015, 37(9):844-849.)
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In addition, the constructs of DP and their definitions have been developed. These
constructs define the essential elements that healthcare professionals should uphold when
using digital platforms, ensuring their conduct aligns with ethical standards, professional
responsibilities, and the trust placed in them by patients and society (Table 4).

Table 4. Constructs of digital professionalism and their definitions

Construct

Definitions

1. Privacy settings

Part of social networking website or internet browser that
allows one to control who can have access to personal
information or see the content posted.

2. Self-anonymity

A condition in which the identity of healthcare professionals is
not revealed to others.

3. Maintaining
Confidentiality

Limit the disclosure of a patient’s identity and any data
entrusted to professionals during assessment, diagnosis, and
treatment and protect it against unauthorized access.

4. Maintaining
Boundaries

Ability to recognize and draw a line between a professional
and personal relationship.

5. Conflict of

A situation in which a healthcare professional is at risk of
acting in a biased way because of personal, commercial, or

Interest .
financial interests.
Extent to which healthcare professionals are answerable to
6. Accountability  patients, colleagues, employers and society for their behavior,
judgment, and decisions.
7. Respect for Treating co-workers and colleagues with respect, kindness,
Colleagues courtesy, and politeness.
8. Ethics Moral principles that govern a person’s behavior.

(Adapted from Imran S, Yasmeen R, Mansoor M: Development and validation of self-

assessment instrument to measure the digital professionalism of healthcare professionals
using social media. BMC Medical Education 2024, 24(1):243.)
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Digital media in healthcare include various technologies, such as mobile devices, social
media platforms, educational tools, point-of-care resources (such as drug databases, clinical
guidelines, and decision support systems), as well as e-health systems (60). Among digital
media, social media stands out as a unique technology with specific characteristics, its own
digital culture, global popularity, and related professional concerns (78). Social media
comprises various digital platforms where users generate, modify, and share content (79).
Its rapid growth has significantly changed how healthcare professionals and students
communicate and engage with one another (80).

Although broader DP frameworks exist, the majority of digital media have focused on
social media or online activities because SM present the potential to enable unprofessional
behaviors and pose risks to the profession (71). SM use shapes interpersonal interactions
and presents new opportunities to enhance life and healthcare, thus representing a
significant emerging facet of professional identity formation (81). Moreover, SM can
introduce individual and organizational risks such as misinformation, harassment from
others online, violations of personal-professional boundaries, and legal issues such as
breaches of patient privacy (82-84). Studies indicate that medical students and
professionals hold varied views on professionalism in social media, ranging from more
permissive attitudes to more cautious and conservative perspectives (36, 45, 47, 85).

To address the issues related to professionalism in SM, the healthcare authorities and
regulatory bodies have issued professional standards, guidelines, evidence-based reports,
and consensus statements related to professional use of social media (58). Although the
term digital professionalism is not explicitly used as an official term in these documents,
the concept is implicitly addressed when professional behavior is discussed within digital
context (86).  This is because the foundational principles of professionalism—such as
confidentiality, accountability, respect, and integrity—are applicable across all settings,
including digital environments (58). As healthcare professionals increasingly engage with
digital platforms, these core values naturally extend to their conduct in virtual spaces,
thereby embedding the concept of digital professionalism within broader discussions of
professional behavior (58). Instead, expressions such as “ethical guidelines for SM use,”
“professional and ethical use of SM,” or “professionalism and social media use” are
commonly used in these guidelines. These expressions highlight the emphasis on
maintaining professional conduct while navigating SM platforms, reinforcing the idea that
the standards governing real-world interactions also apply in the social media context. By
fostering awareness of these ethical expectations, healthcare professionals can better
manage their social media presence, ensuring their behavior aligns with the established
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values of the profession and mitigates potential risks associated with unprofessional
conduct in online spaces (86).

This thesis, among digital media, focuses on professionalism in social media because
SM use among health professionals and medical students presents significant concerns
about ethical problems such as blurred professional boundaries between patient and
physician, student and faculty, and patient’s privacy and confidentiality (28-35). The term
professionalism in social media is used because it specifically encapsulates the broader
concept of maintaining professional conduct within the unique context of SM platforms
(65, 87). Moreover, by using professionalism in social media, the term directly links the
traditional principles of medical ethics and professionalism with the challenges that arise
from the specific dynamics SM (56, 86).

Although no single, universally accepted definition of professionalism in SM is available,
common principles have been consistently emphasized across professional guidelines and
academic literature (56). Professionalism in SM generally refers to the maintenance of
ethical, respectful, and responsible behavior in online environments, aligning with the
standards expected in professional practice and medical professionalism (64-66). The
American Medical Association (AMA) defines professionalism in SM as maintaining
appropriate boundaries, safeguarding patient privacy, and acting with honesty and respect
in online interactions (88). Similarly, the General Medical Council (GMC) states that
doctors' online behavior must align with the professional standards required in face-to-face
practice (89). As social media becomes increasingly integrated into healthcare
communication and education, the importance of upholding professionalism in SM has
been emphasized by various professional organizations and studies (38, 56, 90). Moreover,
professionalism in social media has been taught to medical, nursing, and allied health
students, using the frameworks and constructs of digital professionalism in general (91).
Some medical institutions have made efforts to provide medical students with education on
professionalism in social media with different approaches in curriculum development. For
example, the University of Virginia School of Medicine developed workshop and blog-
based interventions to promote professionalism for medical students using social media
(92). In addition, the George Washington University designed and implemented a 90-
minute educational session to raise students’ awareness of their new role as medical
professionals and the implications for their social media presence (49). A link between
being educated about professionalism and displaying more cautious behavior online is
evident (93). A recent review of how professionalism in social media is taught across
medical, nursing, and allied health has identified potential issues and knowledge gaps and
highlighted implications for future educational interventions (91). They proposed
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recommendations to improve the quality of health education including setting clear
boundaries and pedagogical instructions, understanding and applying privacy settings
online, and implementing co-creation approaches with students and practitioners (91).

2.3. Global Guidelines on Professionalism in Social Media

This section reviews the global guidelines on professionalism in social media from major
medical associations across both English-speaking and non-English-speaking countries.
These guidelines provide essential frameworks for healthcare professionals, including
physicians and medical students, to ensure their engagement on social media aligns with
ethical standards and upholds medical professionalism. Specifically, it reviews the
guidelines from World Medical Association and seven countries: the United States, Canada,
the United Kingdom, Australia, the Republic of Korea, the Republic of South Africa, and
India.

2.3.1. World Medical Association General Assembly

In 2021, the World Medical Association (WMA) General Assembly first adopted the
“Statement on the professional and ethical use of social media.” It was then revised at
WMA General Assembly in 2022 (94). The statement examines the professional and ethical
challenges associated with the growing use of SM by physicians, medical students, and
patients; creates a structure that safeguards their respective interests; guarantees credibility
and esteem by upholding strong ethical and professional standards; fosters the
dissemination of high-quality information on SM; and opposes false and misleading
information on SM.

Moreover, in the statement, the WMA urges National Medical Associations (NMA) to
establish SM guidelines for their institute members to address concerns relating to the use
of SM (Appendix 1). Specifically, the WMA recommends the set of objectives that should
be included in the guidelines such as appropriate boundaries, patient privacy, security of
the data, appropriateness of information shared on SM, practitioner’s privacy, and other
objectives related to education and promoting digital professionalism on SM for physician
and medical students. Therefore, this statement serves as a reliable reference for medical
schools and institutions when developing guidelines on SM use.
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2.3.2. American Medical Association’s Council on Ethical and Judicial
Affairs

American Medical Association’s (AMA) Council on Ethical and Judicial Affairs (CEJA)
issued the guidelines on “Professionalism in the use of social media” in 2010 for the first
time (Ethical Opinion E-2.3.2) (95). These guidelines outline the types of SM often used
by health professionals and describe how current AMA policies address issues related to e-
professionalism. Crucially, it provides a set of recommendations for physicians to maintain
professionalism when using these platforms. In addition, CEJA recommends medical
schools, residency programs, and other institutes to make directed efforts toward educating
physicians about the benefits and pitfalls of SM with particular emphasis on the challenges
of upholding professional boundaries in the digital age.

At the 2016 and 2022 Annual Meeting, this guideline was revised and modified by CEJA
to reflect the fact that physicians may ethically use SM for educational and advocacy
purposes and SM can now be used as a form of marketing intended to financially benefit
individuals and corporations (88). In general, the guidelines comprise many
recommendations that physicians should consider when maintaining an online presence.
These are related to patient privacy and confidentiality; privacy settings to safeguard
personal information; appropriate boundaries of the patient-physician relationship; the
responsibility regarding the unprofessional posts by colleagues; and professional reputation
and public trust in the medical profession (Appendix 2).

2.3.3. Canadian Federation of Medical Students

Canadian Federation of Medical Students (CFMS) published the “Guide to Medical
Professionalism: Recommendations for Social Media” (96) in 2013 as a follow-up to the
original “CFMS Guide to Medical Professionalism: Being a Student Professional.” These
guidelines were driven by a strong desire among both students and faculty for guidance in
the use of SM from the learner's viewpoint and resulted from ongoing discussions among
student leaders connected to the CFMS. The Guide includes four chief sections with
detailed explanations: professional guidelines, best-practice recommendations, sample
case-studies, and an extensive review of the academic literature on medical students and
SM (Appendix 3). Professional guidelines provide medical students with foundational
professionalism principles and policies that they should apply
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both in person and online. Students are considered as proto-professionals with rights and
responsibilities that are similar to licensed physicians. They should be aware that SM are
public forums, irrespective of privacy, security, and target audience. Thus, students are
urged to behave online and offline in ways that they would find acceptable if they were to
observe their own doctors acting outside of clinical responsibilities. In addition, the Guide
provides case studies with explanations about professional and unprofessional behaviors
online and recommendations for students confronting such situations.

Other institutes in Canada also issued guidelines or policies to set out the rules and
expectations of online professionalism for their practicing physicians. For instance, the
College of Physicians and Surgeons of Ontario (CPSO) published the “Advice to
profession: Social media” to assist physicians in managing the online environment and
avoiding behavior that could damage public trust in both individual physicians and the
medical profession at large (97). Accordingly, physicians must comply with expectations
set out in the policies about professionalism when using SM relating to professional
relationships and boundaries and privacy and confidentiality. The College of Physicians
and Surgeons of Nova Scotia also released the “Professional standards and guidelines
regarding physician use of social media” which provides similar recommendations for
physicians to maintain professionalism online (98). Furthermore, this document presents
examples of unprofessional or inappropriate use of SM from actual reported regulatory or
legal cases for further understanding.

2.3.4. The General Medical Council in the United Kingdom

The General Medical Council (GMC) published the guide, “Using social media as a
medical professional” in 2024. It builds on good medical practice to provide more details
about their expectations of medical professionals in the use of SM (89). The standards
expect medical professionals to maintain the same professional conduct when they are
communicating via SM as face-to-face interactions or other methods. This guide enables
them to make professional assessments in some key areas when using SM such as
maintaining public trust, being honest and trustworthy in communications, behaving
professionally and maintaining boundaries, respecting patient confidentiality, and privacy
and dignity (Appendix 4).

Based on these guidelines, medical schools and organizations in the UK have developed
guidance to support medical students to navigate online environments appropriately. For
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example, British Medical Association released “Ethics toolkit for medical students: Social
media as a medical student” in 2024 (99), to outline basic factors that students need to bear
in mind when using SM. It explains medical student pitfalls of SM that they may encounter
and how to confront it professionally. The University of Nottingham also published “Social
media guidance for medical students” which presents students with the implications of
inappropriate use of SM and SM principles for medical students adapted from GMC
guidelines (100).

2.3.5. Australian Medical Association

Australian Medical Association issued “A guide to social media and medical
professionalism” in 2020 for doctors and medical students (101). This guide aims to ensure
that doctors and medical students enjoy using SM while maintaining the standards of
ethical and professional conduct expected of doctors by the profession and the wider
community. Accordingly, professional standards should remain the same whether
communicating through social or traditional media, and SM can raise some ethical
dilemmas that they need to be aware of. The guide provides key tips to address common
issues when using SM including online professional identity, confidentiality matters,
professional reputation online, responsible advertising, managing negative comments, and
health advocacy. Furthermore, for each issue, it presents case studies on unprofessional
behavior online to provide further understanding and implications for medical
professionals and students (Appendix 5).

2.3.6. Korean Medical Association

Korean Medical Association announced “The proposed guideline on the use of social
media for the doctors” in 2019 (102). These guidelines provide ethical principles for
doctors using SM, emphasizing patient confidentiality, professionalism, and responsible
communication. It includes advice on SM use about the personal (confidential) information
protection, appropriateness of information, relationship between patient and doctors,
decency as a professional, communication between doctors, physician education on the use
of SM, and conflict of interests when using SM (Appendix 6). Although these are only
proposed guidelines, they serve as a valuable reference for doctors and medical students in
maintaining professional behavior online.
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2.3.7. Health Professions Council of South Africa

Health Professions Council of South Africa (HPCSA) published the “Ethical guidelines
on social media” in 2019 (103). The guideline was developed to help health practitioners
understand their obligations when using SM and applied to all health practitioners
registered with the HPCSA. It outlines regulations that health practitioners must follow
when engaging online, covering patient confidentiality and privacy, practitioner-patient
relationship, health practitioner image and conflict of interest. Furthermore, this guide
emphasizes the risk of online activity on professional reputation and privacy and the
importance of caution when health practitioners use SM. Further, it provides precautionary
measures that enable them to avoid risks and unprofessional behaviors online, protecting
both patients and themselves (Appendix 7).

2.3.8. The Indian National Medical Council

The National Medical Council (NMC) published the “Guidelines for doctors on social
media usage” in 2023 as part of the “National Medical Commission registered medical
practitioner (professional conduct) regulations” (104). By adhering to these guidelines,
they believe doctors can contribute to ethical and professional conduct in their online
presence, enhancing the integrity of medical practice on SM platforms. The guide includes
three key principles and eleven conducts that should be followed by doctors using SM.
Three principles include patient’s confidentiality, respect for colleagues, and anonymity
and conflicts of interest. The conducts were developed based on key principles which
provide more detailed explanations of professional behaviors online such as sharing
appropriate information, avoiding discussing patient treatment details on SM or refraining
from posting patient’s photographs or scanned images on SM (Appendix &).

2.4. The Digital Health Competencies in Medical Education
Framework

The Digital Health Competencies in Medical Education (DECODE) framework was
developed to address the growing need for digital health education and training among
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medical students and physicians (105). This international consensus statement was reached
through a two-round modified Delphi study involving 211 experts from 79 countries and
territories. The final framework comprises 19 competencies categorized into 4 key domains:
professionalism in digital health, patient and population digital health, health information
systems, and health data science. Each competency is accompanied by mandatory and
discretionary learning outcomes to guide curriculum development. This study aims to
develop an evidence-informed, consensus-guided applicable set of competencies and
associated learning outcomes that can be adapted for the design and development of digital
health curricula in medical schools globally.

The domain professionalism in digital health involves two competencies which are
digital medical professionalism, ethical, legal, and regulatory considerations in digital
health; and digital identity, safety, and security. These competencies are accompanied with
definition and associated learning outcomes, ensuring that medical graduates uphold ethical,
legal, and professional standards in digital health (Appendix 9). The competency digital
medical professionalism, ethical, legal, and regulatory considerations in digital health
focuses on responsible handling of digital health information, emphasizing data security,
privacy regulations, and ethical conduct; whereas the competency digital identity, safety,
and security highlights the importance of maintaining a professional online presence and
recognizing cyber risks. In general, these competencies prepare future physicians to
navigate digital health responsibly and ethically.

2.5. Learning Theories

Educational philosophy and learning theory serve as the foundation for all educational
practices, as they provide the conceptual frameworks that describe how individuals acquire
knowledge, skills, and attitudes to effect changes in behavior, performance or potential and
help educators in making more informed decisions about selecting the right instructional
strategies (10, 106). Learning theories offer instructional designers established strategies
and methods to enhance learning while also serving as a basis for making informed
decisions when selecting appropriate instructional approaches (107). Moreover, learning
theories hold practical value for learning and teaching in medical education.
Comprehending and harnessing learning theories enable medical educators to address
common teaching challenges by designing effective instruction grounded in principles that
have undergone empirical testing, as opposed to those derived from tradition and ritual
(108, 109).
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Although no single theory provides a complete explanation for the learning engagement
in aspiring health professionals and medical students, adult learning theories play an
important role in medical education (110). Understanding these learning theories in
healthcare professional education programs is important for several key reasons. First,
learning theories constitute a key component of evidence-based educational practice.
Second, knowing various learning theories can aid educators in selecting the most suitable
teaching methods, learning goals, and assessment and evaluation strategies according to
the specific context and environment of learning (110). Third, educators ought to combine
learning theories, subject content, and student comprehension to enhance student learning
(106). Finally, using learning theories to elucidate how individual student differences affect
their learning outcomes could potentially relieve educator’s burden of sole responsibility
for all aspects of the learning process (111).

The term “andragogy” (andr- meaning “man’) was first introduced by Alexander Kapp
to differentiate adult learning from pedagogy (peda or paida meaning “child”) (112). This
concept was further developed by Malcolm Knowles who argued that adults are differently
experienced, motivated, and oriented to learn than children (113). Knowles’s concepts are
significant for professional education, as they center on recognizing and addressing the
gaps between learners’ prior knowledge and what they acquire through the experiential
component of their programs (114). Knowles’ Andragogy is based on six fundamental
principles, guiding practitioners of andragogy in delivering learner-centered education
(Table 5).
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Table 5. The six principles of Knowles’ Andragogy theory

Principle Description

Adult learners have a self-concept. This means that they

Self-concept . .
P are autonomous, independent, and self-directed.

Experience as a rich resource of learning. Adults learn
Learning from experience from their previous experiences. Thus, it is a good
repository for learning.

Adults tend to gravitate toward learning matters that
Readiness to learn matter to them. Their readiness to learn is highly
correlated with their relative uses

The orientation of adult learning is for immediate
applications rather than future uses. The learning
orientation of adults tends to slant toward being task-
oriented, life-focused, and problem-centric.

Immediate applications

Adults are more motivated by internal personal factors

Internally motivated
rather than external coaxes and pressures.

Adult learners have the need to know the value of what
Need to know they are learning and know the why’s behind the need to
learn them.

(Adapted from Knapke JM, Hildreth L, Molano JR, Schuckman SM, Blackard JT,
Johnstone M, et al. Andragogy in Practice: Applying a Theoretical Framework to Team
Science Training in Biomedical Research. British journal of biomedical science.
2024;81:12651.)

2.5.1. Behavioral Learning Theories

Behavioral learning theories focus on how stimulus in the environment leads to change
in an individual’s behavior through conditioning and reinforcement, and one of its
consequences is learning (107). Positive consequences or reinforcers strengthen behavior
by increasing the likelihood of repetition and ultimately improving learning, while negative
consequences or punishers weaken behavior by reducing its occurrence (110). This concept
of learning emerged in the early 20th century and was first systematically described by
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John B. Watson, regarded as the founder of behaviorism. According to Watson, psychology
should be an objective science focused on observable behaviors instead of internal mental
processes (115). Within the behaviorist paradigm, educators assume the responsibility of
managing the learning environment to elicit a specific response, which reflects a teacher-
centered approach to teaching (116). This learning orientation emphasizes the mastery of
prerequisite steps before progressing to subsequent actions, seeking to strengthen the
actions the teacher expects from the learner.

Three fundamental assumptions that form the basis of behaviorism include: learning
centers on observable behavior, behavior is shaped by the environment, and reinforcement
plays a crucial role in the learning process (117). The behaviorist approach forms the basis
of many competency-based curricula and training programs by defining clear learning
objectives, specifying expected behaviors, conditions for performance, and evaluation
criteria (116). Applying these theories generally leads to learning that promotes consistency
and standardization in the outcomes, ensuring uniformity in achievement across learners
(110).

2.5.2. Cognitive Learning Theories

Cognitive learning theories emphasize mental and psychological processes rather than
behavior, focusing on learner’s internal environment and cognitive structures (118).
According to this theory, learning occurs by attributing meaning to events such as insight,
information processing, perceptions, reflection, metacognition, and memory. This suggests
that the chief context for learning is formal education, where it occurs through
demonstrations or written or verbal guidance, involving a clear and identifiable
accumulation of knowledge (119). Learning is considered as a change in knowledge state
rather than behavioral response, with learners actively engaging in internal coding and
structuring of knowledge. It aims to develop learners' capacity for self-directed learning,
with teachers facilitating cognitive processing and skill development for broader
application across various learning contexts (120). Within the cognitivist learning
orientation, memory is essential for learning, as it organizes and stores information in a
meaningful manner. Teachers and designers assist in refining this process through
strategies such as advance organizers and analogies and reducing the forgetting process
which happens because of interference, loss of memory, or lack of retrieval cues (107).

Key principles of cognitive learning theories include hierarchical analysis to identify
prerequisite knowledge, cognitive strategies such as summarization and advance organizers,
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and creating learning environments that encourage connections with prior knowledge (121).
Ausubel argues that individuals think and learn with concepts which are defined as “objects,
events, situations, or properties that possess common criteria/attributes and that these are
designated by some sign or symbol” (122). Accordingly, meaningful learning results from
relating new knowledge to existing knowledge in memory (122).

A crucial component of the cognitivist learning orientation is reflection which helps to
develop critical thinking skills (123). Boud and Walker describe the reflective process as
comprising three stages: returning to and replaying the experience, focusing on the feelings
that the experience provoked, and reevaluating the experience (124). This reflective process
can occur either during or after the experience in question. Reflection on action involves
contemplating a situation once it has occurred while reflection in action refers to the process
of contemplating actions while they are being carried out (124).

2.5.3. Experiential Learning Theory

Experiential Learning Theory (ELT) explains how individuals acquire knowledge in
unique ways based on their personal experiences, perceptions, and interactions with the
world around them (125). According to ELT, the learning and knowledge construction are
facilitated and created through a process of obtaining and transforming experiences. ELT
was developed by David A. Kolb, drawing from the previous works of scholars such as
John Dewey, Kurt Lewin, and Jean Piaget, who emphasized the role of experience,
reflection, and active engagement in the learning process (126). In Kolb’s model, learning
occurs in a four-stage cycle: (1) concrete experience, in which learners engage in an
experience; (2) reflective observation, whereby learners observe and reflect on the
experience; (3) abstract conceptualization, whereby learners integrate their observations
with prior knowledge to form conclusions; and (4) active experimentation, in which
learners test their new conceptual understanding (126). This cycle allows apprehension,
comprehension, intention, and extension (127) (Figure 2).
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Figure 2. Kolb’s experiential learning cycle

(Adapted from https://www.simplypsychology.org/learning-kolb.html)

Experiential learning has impacted adult learning by making educators responsible for
creating, facilitating access to and organizing experiences to facilitate learning process.
Furthermore, experiential learning acts as an effective means of enhancing metacognition
beyond the classroom and promotes lifelong learning (128). However, it has faced criticism
for its primary focus on the development of individual knowledge while limiting
consideration of the social context (129). ELT’s application in medical education is
particularly relevant because it emphasizes the development of competencies and the
practical application of skills within specific contexts (127).
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2.5.4. Constructivism Learning Theory

Constructivism Learning Theory (CLT) emphasizes the active role of learners in their
knowledge construction process. According to this theory, learners do not passively absorb
information but actively participate in building knowledge and understanding based on
their prior experiences and interactions with the external environment (107). Knowledge
transfer occurs when learners engage in authentic tasks within meaningful contexts linking
the knowledge to real-world scenarios. Effective learning occurs when learners use tools
in real-world situations, and the measure of success lies in how well their knowledge aids
problem-solving and performance in those situations (107). CLT’s foundation was
developed by Jean Piaget, emphasizing the importance of an individual's cognitive adaptive
capabilities which occur through accommodation or assimilation (130). Moreover, Lev
Vygotsky significantly contributes to this theory by emphasizing social, language, and
cultural aspects, and how they play a key role in the learning process (131). However,
Vygotsky had a different viewpoint from Piaget, asserting that all learning originates from
social interactions and stressing the necessity of student engagement and support from
others for learning to occur (131).

CLT comprises five key principles, emphasizing the learner-centered approach and
active role of learners, which are: (1) construction of knowledge occurs on already existing
knowledge; (2) learning occurs in an active process; (3) acquiring knowledge is
fundamentally a social construct; (4) value everyone's perspectives and that every learner
has a different viewpoint; and (5) meaningful learning occurs through reflection and the
integration of new experiences with existing knowledge (132).

Educators must act as facilitators, developing an environment where problem-solving
activities actively engage the learners throughout their learning process which is key to
building on learner’s existing knowledge (10). Scaffolding is a crucial instructional strategy
that enables educators to adjust their level of support according to students' performance.
Educators are responsible for modifying their teaching approaches to align with learners'
needs, establishing an open and collaborative learning environment that fosters student
engagement and discussions (131).
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2.6. Educational Methods

In medical education, educational methods refer to structured approaches and strategies
employed to facilitate the acquisition of medical knowledge, skills, attitudes and
professional behaviors among learners (133). The evolution of medical education and
training has resulted in various educational structures and techniques with the primary
essence of assisting students acquire, retain, and apply knowledge; cultivate their abilities
to critique, synthesize, and analyze issues; and develop their patterns and perspectives.
Each educational method possesses unique characteristics and advantages that influence
learning outcomes (134). They provide the means by which a curriculum’s objectives are
achieved, therefore, they should be consistent with the principles of learning sciences and
theories (135). Furthermore, the selection of educational methods should follow additional
principles including maintaining congruence between the type of objectives and methods,
using multiple educational methods and considering the feasibility in terms of resources
(135).

2.6.1. Lecture

Lecture is a commonly used teaching method and key strategy to pass knowledge to
learners, referring to the systematic presentation of facts and information from a qualified
teacher. In medical education, lectures are used to deliver foundational knowledge and
complex concepts, explain physiological mechanisms, and convey the latest research
findings relating to medicine and medical practice (136).

Traditional aspects of lectures that make them effective in medical education include
communicating the importance of the topic, clearly stating goals and learning outcomes,
presenting information in a clear and organized manner, using audiovisual aids, monitoring
learner’s understanding, and providing a summary or conclusion (137). In addition, lectures
provide the advantage of access to experts and thoughtfully curated information to several
learners at once and easing in-person delivery and during remote synchronous sessions
(135). Furthermore, as teachers can draw upon various resources while preparing their
content and change the pace of their teaching based on responses from students, they can
offer students a rich and profound understanding of knowledge, making their contributions
valuable while emphasizing important points and common mistakes or confusions (136).
Lecture is effective when achieving three objectives of conveying useful information,
sparking curiosity in learners that leads them to make independent learning choices, and
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demonstrating practical relevance enabling learners to establish a connection between
provided knowledge with its benefits for patient care practices (138). Moreover, teachers
can apply testing effect to enhance active learning by polling students using audience
response systems or online software (139).

The limitation of lecture lies in promoting passive learning with limited student
engagement and no immediate feedback, making it difficult for students to identify learning
gaps (140). Additionally, lectures may become ineffective because of short attention spans,
fail to address all learning styles of learners, and focus primarily on the cognitive domain
(141, 142). However, combining this method and other interactive teaching methods is
essential, considering the merits of lectures and the attributes which lectures add to the
medical curriculum delivery (140).

2.6.2. Flipped Learning

Flipped learning has emerged as a transformative instructional approach in medical
education, aiming to encourage higher-order thinking and active participation from learners
(143). The flipped classroom methodology incorporates behavioral learning theory, which
emphasizes traditional teacher-centered instruction, and constructivist learning theory,
which focuses on active, experience-based knowledge construction via student-teacher
collaboration (144). It is defined as “a pedagogical approach in which direct instruction
moves from the group learning space to the individual learning space, and the resulting
group space is transformed into a dynamic, interactive learning environment where the
educator guides students as they apply concepts and engage creatively in the subject matter”
(145). Unlike conventional lecture approach, flipped learning reverses the traditional
classroom structure by allowing students to independently learn foundational concepts as
required homework outside class, and then use this acquired knowledge during class to
engage in critical contemplation, problem-solving, and application of knowledge (146).
Foundational knowledge is achieved by student’s self-paced learning prior to class,
typically through pre-recorded lectures, readings, or online modules (147). In the flipped
classroom, students perform active learning activities such as exercises, projects,
discussions or problem-based learning (148).

The flipped classroom approach has been adopted into various health professions
education curricula, replacing teacher-led in-class instruction with individual homework or
group activities and being considered as a “new paradigm” of medical education (143, 149).
Flipped learning encourages students to actively participate in seeking knowledge and
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understanding before engaging in collaborative discussions and practical exercises with
instructors and peers (150). This approach has proven to be effective in enhancing
knowledge retention and critical thinking skills; and improving learners' motivation,
engagement, and satisfaction compared with traditional lecture-based methods (151).
Moreover, it fosters the development of self-directed learning habits and offers time
flexibility, allowing each learner to assimilate the educational material at their own pace
(152).

Although there is no single model for flipped classrooms, common activities and
assignments are usually organized before, during, and after class hours (153, 154) (Table
6).
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Table 6. Common activities organized before, during, and after flipped learning
classroom

Phase Common activities

Reading assigned textbook chapter or other materials
Pre-class Watching short prerecorded/online lectures

Self-assessing by online quizzes or activities

Working in collaborative groups with peers for problem-solving task
or project

Discussing with instructors to clarify misunderstandings
In-class Participating in review of quiz answer

Listening to short lectures on pertinent topics

Delivering or observing relevant presentation

Participating in role-playing

Revisiting difficult concepts
Post-class Attending tutorial sessions

Visiting instructors for help

(Adapted from Moraros J, Ashrafi A, Yu S, Banow R, Schindelka B. Flipping for success:
Evaluating the effectiveness of a novel teaching approach in a graduate level setting. BMC
medical education. 2015;15:317.)

2.6.3. Case-based Learning

Case-based learning (CBL), also referred to as case study teaching and case method
learning is a teaching approach that engages learners through active learning in small,
collaborative groups to solve problems that mimic real-world examples (155). Although
there is no universal definition for CBL, Thistlewaite et al. excellently define it as, “The
goal of CBL is to prepare students for clinical practice, through the use of authentic clinical
cases. It links theory to practice, through the application of knowledge to the cases, using
inquiry-based learning methods” (156). CBL involves the use of a realistic case to provide
a framework to deliver content, offering students opportunities to explore by identifying,
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learning, and making clinical decisions and diagnoses based on the specific case (156, 157).
In medical education, the specific case scenario and problems would be derived from
contextualized patient cases which can real, simulated, virtual or text-based cases (156).
Such cases are believed to increase the relevance of the subject matter, by emphasizing real
life and the actual performance of health professionals. Consequently, student learning is
connected to real-life scenarios as the basic, social, and clinical sciences are examined in
relation to the case and integrated with clinical presentations and conditions.

CBL is an active learning strategy that moves away from a didactic approach, focusing
on students as the center of the learning environment, encouraging the community-based,
student-centered, and patient-oriented exploration of realistic and specific situations (158).
CBL is aligned well with adult learning theories, particularly constructivism, where
learners actively participate in the knowledge and understand construction process based
on prior knowledge and experiences (159). In addition, teaching points and resource
references are incorporated throughout cases, allowing learners to perform self-directed
learning as required to master the material (158). Learners build their knowledge and work
together in small group or large group settings with a facilitator over one or more sessions
(160). The facilitator is ideally an expert in subject matter and corrects misconceptions or
reroutes learners to the targeted learning objectives (161). CBL provides a practical model
for learners to develop skills in communication and critical thinking while receiving
feedback from their peers and facilitators to improve learning through a case-based
approach (162). Currently, CBL is globally used as a prominent educational method in
multiple healthcare settings because of its effectiveness in fostering deeper learning and
preparing health professionals for real-world challenges (163).

2.6.4. Simulation-based Medical Education

Simulation-based medical education (SBME) is recognized as a key component of
medical education, transforming the way healthcare professionals are trained by offering
realistic, immersive learning experiences that closely resemble clinical scenarios (164).
This educational method uses medical simulation technology to produce simulated patients
and clinical scenarios for instruction and practice rather than employing real patients (165).
SBME allows learners to hone both technical and non-technical skills in a safe, practical,
and controlled environment, enhancing their preparedness for real-life challenges while not
ensuring the patient’s safety (166). Additionally, this approach provides learners with
opportunities for deliberate practice, which is essential for developing proficiency and
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ensuring skills retention (167). SBME has been proven to enhance learner’s performance
in both simulated and clinical situations and outperform problem-based learning in critical
assessment and management skills teaching (168). Furthermore, the advantages of SBME
lie in its ability to provide learners with immediate feedback, adjust the difficulty level,
offer a high degree of flexibility and opportunities for individualize learning, and enable
the integration of diverse types of learning strategies (169).

A key aspect of SBME is experiential learning—an active learning process where
learners construct knowledge by linking new information and experience with previous
knowledge and understanding. In SBME, clinical scenarios, typically conducted by
interprofessional teams in a realistic simulated environment, serve as the foundation for
learning. Another important component and cornerstone of the learning experience in
SBME is debriefing after a scenario. It is an intentional discussion following the simulation
experience to provide learners time and space to reflect on and understand their actions,
promoting learning outcomes and enhancing future clinical performance (170).

Among different existing simulation techniques, role play is the preferred method to
enhance clinical, diagnostic, and communication skills among healthcare students (171,
172). Role play requires the participation of a facilitator—simulated patient or standardized
patient to play the role of the patient. Role play approach has been proven to facilitate
students to apply their skills and knowledge into practice in real-time, enhancing clinical
competency, problem-solving, and communication skills (173). A systematic review
revealed that peer role-play (PRP) is valued by students and improves interpersonal skills
(174). Careful planning and structure must be ensured, to implement role-play effectively
and successfully. To create a meaningful learning experience, guidelines recommend
establishing clear learning objectives, including all the students, establishing ground rules,
and allotting sufficient time for the activity, feedback, and reflection (175, 176).

2.6.5. Team-based Learning

Team-based learning (TBL) is an active and collaborative learning instructional strategy
promoting critical thinking and teamwork skills, which are essential for future career
development of medical students (177). It is defined as “an active learning and small group
instructional strategy that provides students with opportunities to apply conceptual
knowledge through a sequence of activities that includes individual work, teamwork, and
immediate feedback™ (178). TBL has become increasingly popular in medical education
over the past decade because of its ability to address the challenges of accommodating
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increasing class sizes and the need for more engaging learner-centered educational methods
(179). TBL has an advantage over other active-learning techniques because of its distinct
structure and blend of small- and large-class interactions, making it both resource-efficient
and manageable—in terms of planning and scheduling (180). In addition, TBL provides
learners opportunity to engage actively in the class, receive immediate feedback, and
participate in decision-making (181). It has been proven to be an effective instructional
approach in enhancing learner’s engagement, satisfaction, and examination scores.
Moreover, TBL helps promote peer interaction and collaboration, and higher-order
thinking skills such as problem-solving and clinical reasoning (182).

TBL is structured around a sequence of events including individual preparation,
assessment of preparation’s quality with immediate feedback from team members,
feedbacks, and collaborative group work to solve authentic problems (183) (Figure 3). This
sequenced format provides learners opportunities to apply and build on conceptual
knowledge while learning how to prepare well independently, explain their beliefs and
choices, and engage in argument which is crucial to learning sciences (184). The instructors
play an important role in the TBL process, focusing on creating and facilitating learning
activities that encourage collaborative problem-solving, critical thinking, and application
of knowledge (185).
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Figure 3. The team-based learning process

(Adapted from Lang D, Walker E, Steiner R, Woodruff R. Implementation and Mixed-
Methods Evaluation of Team-Based Learning in a Graduate Public Health Research
Methods Course. Pedagogy in Health Promotion. 2017)

2.7. Instructional Design Model in Medical Education

2.7.1. Definition

Instructional design (ID) is defined as “creating instructional experiences which make
the acquisition of knowledge and skill more efficient, effective, and appealing” making
decisions based on sound learning and educational theory (186). The ID process comprises
all necessary steps to ensure the development of high-quality of learning experiences and
instruction through the identification of learning needs and goals, development of a
delivery system to satisfy those needs, development of educational resources and activities
and evaluating whether the desired learning occurred (187). The ID model is based on a
few fundamental ideas about education and learning. First, learning occurs within an
individual and involves cognitive and motor processes that result in behavior. Second, the
official process of promoting learning is called instruction. Therefore, it is necessary to
plan the instruction or learning experience to maximize learning (188).

ID process is systematic, with cohesive, interconnected, and outcome-based components
to ensure the alignment of essential learning elements. Therefore, it serves as a blueprint to
ensure clear learning objectives, instruction and learning experiences that support them,
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similar learning activities for all learners, and appropriate assessments to evaluate
competency (189). In addition, ID provides a guide for curriculum developers and
instructors, specifying the type, amount, and order of learning events that will occur within
a learning program (190).

In medical education, using ID supports medical educators in maximizing the
effectiveness and efficiency of instruction by integrating evidence-based practices to create
high-quality, aligned instruction (191). Medical educators may use ID models as sound
framework or guidance when developing their classes, online modules, courses, simulation
scenarios, continuing education conferences, or clinical teaching sessions (192). ID
principles and theories can be applied to improve teaching in the context of formal large-
group classes, small-group discussions, workshops, laboratory teaching, online learning or
clinical settings such as bedside teaching or learning procedural skills (192). Integrating ID
principles ensures that medical education is competency-based, learner-centered, and
aligns with the demands of real-world clinical settings (133).

2.7.2. The Analysis — Design — Development — Implementation —
Evaluation Model

The Analysis — Design — Development — Implementation — Evaluation Model (ADDIE)
is an instructional systems design model aligned with the behavioral approach to designing
instruction (193). ADDIE model presents a series of iterative steps for building effective
education and training in five phases: analysis, design, development, implementation, and
evaluation. It is considered as the basic framework of most instructional designs and the
standard model for technology-based education (194). The ADDIE model offers a
structured framework for designing and developing learning experiences, where the
outcomes of each phase guide and refine the next, ensuring a cohesive and iterative
instructional process (Figure 4) (193).
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Figure 4. Analysis, design, development, implementation, and evaluation model phases
and the steps during each phase

(Adapted from Khalil MK, Elkhider IA. Applying learning theories and instructional
design models for effective instruction. Advances in physiology education.
2016;40(2):147-56)

During the analysis phase, the instructional problem is clarified; the learner, context, and
instructional materials are analyzed, to identify the characteristics of the target learner,
determine instructional goal, and establish the learning context/environment. During the
design phase, learning objectives, delivery methods, types of learning activities, assessment
instruments, exercises, content, subject matter analysis, lesson planning, and media are
selected based on the findings from the analysis phase. In addition, the instructional flow,
course structure, and content sequencing are also carefully planned to ensure optimal
knowledge acquisition and skill development. The development phase includes creating
and assembling the instructional content assets described in the design phase, a prototype,
and assessment instruments. An imperative pilot test should be conducted after this phase
by involving key stakeholders and rehearsing the course material. During the
implementation phase, the actual delivery of instructional materials to support students'
mastery of the learning objectives is performed and a procedure for training the facilitators
and the learners is developed. The evaluation phase plays an important role in the beginning
and at the end of the process. This phase assesses the effectiveness of the instructional
design by measuring learning outcomes and gathering feedback from learners and
instructors. Evaluation occurs at two levels: formative evaluation (ongoing assessments
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and feedback) and summative evaluation (final assessments and overall program
effectiveness).

2.7.3. The 4C/ID Model

The Four-Component Instructional Design (4C/ID) Model is a task-centered
instructional theory developed by Van Merriénboer and colleagues for designing a course,
block or module which aims to achieve complex capabilities, particularly in domains
requiring problem-solving and critical thinking (195). The 4C/ID model comprises four
major components assumed to constitute educational experiences that are (1) learning tasks;
(2) supportive information; (3) procedural information; and (4) part-task practice. These
components are interconnected, each of which uniquely contributes to the development of
complex skills (196). This model is aligned with cognitivist learning theories and is guided
by cognitive load theory in designing instruction for learning complicated tasks (193).

The sequence of learning tasks serves as the backbone of educational program.
According to this model, learning occurs in the full context of the operation, therefore the
learning tasks are called whole-task experiences or training tasks if performed in the
workplace settings (195). These tasks are concrete and authentic, mirroring real-world
professional tasks and helping learners develop integrated knowledge and skills. The tasks
are organized based on scaffolding concept, from simple to complex activities in which
learners receive high level of support and guidance at the beginning and reduced level of
support as learners acquire more expertise by the end of the task. Furthermore, learners are
provided opportunities to reflect on the quality of their task performance to acquire deeper
conceptual understanding and develop self-directed learning skills. Reflection activities
may include self-assessment checklists, peer feedback, or guided discussions with
instructors, all of which foster metacognitive awareness and critical thinking (195).

Supportive information facilitates the learning and performance of non-routine aspects
of learning task that require problem solving, reasoning, and decision making. Supportive
information comprises mental models, cognitive strategies, and cognitive feedback,
providing bridge between learners’ prior knowledge and experiences and learning tasks.
Mental models present cognitive structures that supports learners to understand underlying
principles, mechanisms, cause-effect relationships of a task or system and predict real-
world scenarios (197). Cognitive strategies including problem-solving heuristics, self-
regulation techniques, and metacognitive skills play a crucial role in guiding learners to
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process, organize, and apply new information effectively (195). Cognitive feedback which
focuses on learner’s thinking patterns encourages learners to develop more effective
problem-solving and decision-making by analyzing and evaluating their reasoning
processes. In the 4C/ID model, cognitive feedback is usually provided through instructor
comments, self-assessment exercises, peer discussions, and automated feedback in digital
learning environments (198).

The procedural information or just-in-time information is prerequisite information to the
learning and performance in the 4C/ID model, helping learners to perform “recurrent”
aspects of a task which is performed as routine after the completion of an educational
program. This information is presented based on scaffolding model and embedded within
learning environments as step-by-step instructions, corrective feedback mechanisms, or
demonstration. It is an important component to facilitate the process of managing intrinsic
cognitive load and reduces the need for learners to discover procedural aspects on their
own (195).

The last component of 4C/ID model is part-task practice offering learners with additional
practice opportunities for certain aspects of the whole-task experiences to promote the
achievement of expected learning outcomes and fluency in specific subskills that require
repetition. It typically involves extended repetitive practice, aiming to strengthen schema
automation and master recurrent task elements. Additionally, at the end of the practice
series, a reflection task may be added to part-task practice to enhance metacognitive
awareness, allowing learners to analyze their performance, identify areas for improvement,
and reinforce their understanding of key concepts (195).

2.7.4. The Dick and Carey Model

Dick and Carey model was first introduced in 1978 by Walter Dick and Lou Carey in
their book, “The Systematic Design of Instruction.” The Dick and Carey model provides
detailed, step-by-step processes that are easy to follow, making it particularly helpful for
novice instructional designers to understand the principles of the systemic approach to
instructional design. It focuses on the interrelationship between elements in the design
process and aligns with behavioral approach such as the ADDIE instructional model (193).
This model includes all five stages of the ADDIE model, but adds further depth and
structure, with a greater emphasis on design and less focus on implementation, while
incorporating iterative development through ongoing revision of instruction (193). The
systematic approach is effective in instructional designing by providing emphasis on setting
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clear goals upfront to guide the design of instruction, establishing careful linkage between
each component and offering an empirical and replicable process (199). The elements of
the system work together to produce the desired outcomes, involving the instructors,
learners, instructional activities and materials, delivery system, and learning environment
(199). These elements are executed iteratively and in parallel with each other (Figure 5).

Revise
i instruction
Conduct
constructional
analysis || [T ey
vy * x I
. ) Develop and Design and
Identify Write Develop Develop P g
; . . . select conduct
instructional performance assessment instructional . . .
N . instructional formative
goals objectives instrument strategy

materials evaluation

'y

Design and

. conduct
Identify entry i

+ behavi summative

ehaviors evaluation

Figure 5. Dick and Carey design model

(Adapted from Dick, W., & Carey, L. (1996). The systematic design of instruction. 4th ed.
New York, NY: Harper Collin Gustafson, K. and Branch, R. (1997) Revisioning Models
of Instructional Development. Educational Technology, Research and Development, 45 (3),
73-89)

The Dick and Carey model includes nine distinct steps, each contributing to the
systematic development of instruction, as follow:

(1) Identify the instructional goals: Determine the expected outcomes of instruction by
specifying the skills, knowledge, or attitudes that learners should acquire.

(2) Conduct instructional analysis: Analyze the tasks and sub-tasks learners must
perform to achieve the instructional goals, identifying the requisite knowledge and skills
required for particular tasks.
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(3) Analyze learners and contexts: Examine the general characteristics of the learners
including prior knowledge, skills and experiences, demographics, and the contexts in which
they will learn and apply the new skills.

(4) Performance objectives: Write clear and measurable objectives, including the
behavior, condition, and degree.

(5) Develop the assessment tools: Develop assessments aligned with the performance
objectives such as pre/post-test, practice items to evaluate learner’s achievement of
learning outcomes.

(6) Develop instructional strategies: Design the instructional approach by selecting
appropriate methods and media to facilitate learning, considering factors such as pre-
instruction activities, content presentation, learner participation, feedback mechanisms and
assessment.

(7) Develop and select instructional materials: Produce or select instructional materials
that effectively support the selected strategies and help learners meet the performance
objectives.

(8) Design and conduct formative evaluation: Implement evaluations during the
instructional development process to gather feedback for identifying and improving the
instructional materials.

(9) Revise instructions: Make any necessary adjustments to the instructional materials,
based on insights obtained from formative evaluations to ensure that they effectively meet
learners' needs.

(10) Design and conduct summative evaluation: Assess the overall effectiveness of the
instructional program after it has been implemented through learner’s achievement of
learning outcomes and multiple sources feedback.

2.7.5. Gagne’s Theory of Instructional Events

Gagne’s Theory of Instructional Design is a widely recognized framework that describes
the cognitive processes involved in learning and offers a structured approach to designing
successful instruction (200). This theory is based on a processing model of the mental
events that occur when adult learners are exposed to different stimuli, focusing on the
learning outcomes and the way to arrange specific instructional events to achieve those
outcomes. According to this view, there are five types or levels of learning. Each requires
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different types of instruction, including verbal information, intellectual skills, cognitive
strategies, motor skills, and attitudes (200). Furthermore, each type of learning needs
different internal and external learning conditions. External conditions deal with the stimuli
that are presented to the learner, whereas internal conditions deal with the learner’s
knowledge before receiving the instructions (190). In Gagne’s theory, lesson planners must
first identify the type of learning outcome required for learners, and then construct and
organize the instructional events necessary to achieve this outcome (201). In medical
education, this model has been used to develop instructional plans to teach a range of
procedural and cognitive skills (202, 203).

The theory outlines nine instructional events and corresponding cognitive processes
(Table 7) (204). These events should satisfy the prerequisites for learning conditions and
form the foundation for creating lesson plans and selecting relevant and appropriate
educational methods.
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Table 7. Gagne’s nine instructional events

Instructional event

Internal Mental Process

1. Gain attention

Stimuli activate receptors

. Inform learners of objectives

Creates level of expectation for learning

Retrieval and activation of short-term memory

2
3. Stimulate recall of prior learning
4

. Present the content

Selective perception of content

5. Provide "learning guidance"

Semantic encoding for storage long-term
memory

6. Elicit performance (practice)

Responds to questions to enhance encoding and
verification

7. Provide feedback

Reinforcement and assessment of correct
performance

8. Assess performance

Retrieval and reinforcement of content as final
evaluation

9. Enhance retention and transfer to the
job

Retrieval and generalization of learned skill to
new situation

(Adapted from Gagne R. Gagne's Nine Events of Instruction: An Introduction [Available
from: http://www.e-learningguru.com/articles/art3 3.htm.])
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3. Research Methods

3.1. Ethical Statement

This study obtained ethical approval from the Institutional Review Board (IRB) of
Yonsei University, Wonju Severance Christian Hospital (IRB Approval No. CR325003)
(Appendix 10) and from Ethics Committee in Biomedical Research of Hue UMP (Approval
No. H2025/053) (Appendix 11).

As the survey was conducted using an online survey service, the procedure of signing a
written consent form was omitted. Instead, an explanation was provided as part of the
online survey to explain the purpose and process of the study, roles of the panelists, and
the personal information to be collected in detail. Participants indicated their consent by
clicking on the consent to the survey and the collection of personal information on the
online survey form (Appendix 12). Personal information was collected to the minimum
extent necessary for data processing, so that it could not be used to identify the individual.

3.2. Delphi Survey

3.2.1. Study Design

This is a cross-sectional descriptive study employing a modified two-round Delphi
method to develop a competency list for professionalism in social media (PSM) for medical
students.

The Delphi method is a group facilitation technique designed to convert individual
opinions into a collective consensus. Consensus is obtained from the opinions of selected
experts in specific fields through multiple rounds of structured questionnaires in an
interactive process. This approach is commonly employed for consensus building and is
widely used in social sciences and health-related research, particularly in medical education
(205).

A multiphase, modified Delphi survey was conducted from April to May 2025 to identify
competencies related to PSM for medical students and reach a consensus on the most
important competencies. Each panelist completed the online survey using Google Forms.
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Panelists conducted survey questionnaires via anonymized emails to avoid bias. The
following research procedures were conducted to reach a consensus on PSM competencies
(Figure 6). First, the literature review was conducted to construct the initial draft of the
items for PSM competencies. During the classic Delphi method, initially, an unstructured
questionnaire is used to explore and converge survey items before commencing the actual
survey; the modified Delphi method establishes list of items by reviewing relevant
literature beforehand, bypassing this exploratory phase. Second, a two-round survey was
performed in which panelists evaluated the validity of PSM competencies. Only those who
completed Round 1 of the Delphi survey were invited to Round 2. Finally, the researchers
concluded the survey and achieved consensus.

Phase 1
Development initial PSM competencies
2 Researchers conduct literature review to generate the initial list

Invite panelists and send Google link
to survey via emails

Phase 2
Round 1: Panelists rank 39 survey Round 2: Panelistsrank survey items
items that satisfy criteria from round 1
——)
Panelists may suggest modification Panelists may suggest modification
or new items foritems

Researchers analyze and generate new list of items based on
quantitative data and descriptive thematic analysis

Phase 3
Researchers report final lists of competencies that satisfy criteria

Figure 6. Overall research design
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3.2.2. Research Subjects

The purposive sampling method was used to select the panelists for this study. The
consensus was sought from panelists engaging in teaching and training medical students at
Hue UMP and the teaching hospital of Hue UMP, including full-time lecturers, lecturers—
doctors, administrators, medical education specialists, nurses, and residents. To obtain a
comprehensive perspective, candidates were invited with varied expertise and training
experience from the Department of Internal Medicine, Surgery, Obstetrics and Gynecology,
Pediatrics, Oncology, Psychiatry and Emergency; Faculty of Family Medicine; Faculty of
Public Health; Undergraduate Training Office, and Student Affairs Office.

(a) Sample size:

Although the number of panelists in the Delphi method is not clearly defined, it is often
recommended to include around 20 panelists for consensus-building in healthcare (206).
Emails were sent to 32 candidates, who matched these conditions, to explain the study and
receive confirmation of their agreement to participate in the research as panelists.

(b) Inclusion criteria

- Candidates engage in teaching and training medical students at Hue UMP and the
teaching hospital of Hue UMP

- Candidates fully understand the purpose and method of the study and the survey.

- Candidates provided informed consent and volunteered to participate in this study.

(¢) Exclusion criteria

- Candidates refused to provide informed consent

Additionally, responses that were expected to have an inaccurate effect on the research
results because of insincere responses were excluded (Figure 7).
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Candidates engaging in teaching or
training at Hue UMP
(n=32)

|
| }

* Fully understand the study’s
purpose and method. ) . Refuse to participatein study or
* Volunteer to participate in : :
study give the informed consent
* Give informed consent (n=3)
(n=29)
Included for round 1
Fully complete the survey round 1 Excluded from the study
(n=29) (n=3)

Included for round 2

Full complete the survey round 2
(n=24)

Figure 7. Delphi panelist selection and participation process

3.2.3. Survey Development

The survey comprised two categories, including (1) socio-demographic data, and (2)
competency in professionalism in social media. The survey components were developed
from previous studies and assessed by researchers and the supervisor (Kyung Hye Park).

(a) Socio-demographic data

Information about participant’s gender, current professional role, working experience in
the current role, and the current department were collected.
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(b) Initial competency list on professionalism in social media

First, a list of PSM competencies for medical students from the literature search, global
guidelines on SM uses for medical students and medical doctors, Vietnamese regulations
on digital competency framework for learners, and previous studies were generated (105).
Thereafter, guidelines from both English-speaking and non-English-speaking countries
were reviewed, including those issued by the World Medical Association (94); The
American Medical Association’s Council on Ethical and Judicial Affairs (88); The Canada
Federation of Medical Students (96); The General Medical Council (89); The Australia
Medical Association (101); The Korean Medical Association (102); The Health
Professions Council of South Africa (103); and The Indian National Medical Council (104).

The list of 39 competency items was extracted based on the literature review,
categorized into 5 domains including Patient confidentiality, privacy and dignity;
Professional boundary, doctor-patient relationship and public trust; Practitioner’s privacy;
Health advocacy; and Information appropriateness (Appendix 13). Each item comprised a
description of the competency followed by a 5-point Likert scale (1=Strongly disagree,
2=Disagree, 3=Neutral, 4=Agree, 5=Strongly agree) indicating the strength of agreement
regarding whether medical students should have the competency. In addition, after each
domain of competency, panelists were provided the opportunity to use their discretion to
include additional competencies or suggestions for modification.

3.2.4. Data Collection

(a) First round

In the first round, a web-based questionnaire was sent to the panelists via email. They
were asked to evaluate the validity of 39 PSM competencies on a 5-point scale, detect
redundancies, propose additional items, and suggest changes in wording or integrating
competencies. Subsequently, the free-text suggestions were qualitatively analyzed by two
researchers, and based on the panelist’s opinions, revisions or exclusion of competency
items that did not satisfy the criteria to be included were discussed. Items that met the
standards for inclusion in the first round were thematically analyzed and incorporated as
new items in the second round.
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(b) Second round

As in the first round, emails were sent to panelists with an attached link to the online
survey. The panelists were asked to evaluate the validity (on a 5-point scale) of new list of
items derived according to the results of the first round and write down their opinions
regarding modification. In addition to the list of items, the detailed thematic analysis and a
summary of results from the first round were also provided in a PDF file, allowing the
panelists to review details about the items and their corresponding codes. Subsequently, a
post-meeting was conducted again by two researchers to discuss and determine the final
list of competencies based on the inclusion criteria and thematic analysis as in the first
round.

3.2.5. Data Analysis

The collected data were exported and stored in Microsoft Excel ver. 16.0 (Microsoft
Corp, Redmond, USA) for initial organization, cleaning and statistical analysis. To
determine the adequacy of the panelist’s evaluation of validity for the competencies in each
domain, the mean, standard deviation, degree of convergence, degree of consensus, and
content validity ratio were analyzed.

The formula for calculating the degree of convergence is as follow:
(Q3-Q1)/2
Q3 = the 3rd quartile coefficient
QI = the 1st quartile coefficient

The degree of convergence is an index that indicates whether the response results
gathered from the Delphi survey are converging (207). The convergence degree increases
when it is closer to 0; when it is between 0 and 0.5, the opinions of panelists are considered
to be converging.

The formula for calculating the degree of consensus is as follow:
1-(Q3-Q1)/Median

The degree of consensus increases when it is closer to 1; when it is 0.75 or higher, the
opinions of panelists are considered to reach a consensus.
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The content validity ratio (CVR) was calculated as follow:
CVR = (ne-N/2)/(N/2)
ne = the number of panel members indicating that an item is essential

In this study, ne is the number of respondents who rate an item as “Agree (4 points)” and
“Strongly agree (5 points)” on a 5-point Likert scale.

N = the number of panel members.

CVR is the value that evaluates whether the items included in a survey truly reflect the
content that is relevant to the concept being measured (208). As 32 panel members are
expected to participate in the modified Delphi survey, the items with a CVR of 0.31 or
higher were considered to have content validity (208).

In addition, descriptive analysis of panelists’ opinions such as integration or exclusion
of each competency was also conducted to reflect the results. The results of the first-round
and second-round modified Delphi survey were analyzed according to the inclusion criteria
as follows: (1) CVR threshold is 0.37 or higher; (2) degree of convergence from 0-0.5; and
(3) degree of consensus is 0.75 or higher. Items that satisfied all three criteria were included
for the second round and final list of competencies or modified according to panelists
opinions. Or, items were deleted from the list for next round or final list.

3.3. Class Development

For the development of class on professionalism in social media for third-year medical
students, the ADDIE model was selected as the instructional design framework for several
reasons.

First, the ADDIE model stands out among instructional designs used in health
professional education because of its simplicity, high adaptability, and elaboration on
instructional design phases (193). This approach has been employed as an effective method
for the knowledge transfer process in adult learning, facilitating the development of
structured and impactful educational programs (209). In recent years, the adoption of the
ADDIE is increasing in the healthcare sector and has proven to be effective in changing
practice behaviors in the management of a multitude of medical conditions when applied
in medical education and training (210).
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Second, current studies have revealed that applying and optimizing the ADDIE model
can enhance the quality and efficiency of curriculum development, reduce resource costs,
significantly advance educational advancement, and enhance training quality (211, 212).

Third, combining the ADDIE framework with a flipped classroom approach has
significantly improved the clinical competencies, theoretical knowledge, critical thinking,
and autonomous learning skills of neurology residents (213). Additionally, in the field of
healthcare simulation, the ADDIE model serves as a valuable guide for developing and
refining simulation-based educational programs, ensuring a systematic approach to
curriculum development (214).

Finally, the ADDIE model was selected for the development of a class on PSM because
of'its adaptability, learner-centered approach, and emphasis on continuous evaluation (215).
Its flexibility allows the class to be modified in real time in response to feedback, keeping
it current with the changing landscape of digital platforms and the unique requirements of
medical students. ADDIE provides more flexibility for iterative changes during the
development process than other instructional designs such as Dick and Carey approach,
which is more structured and focuses primarily on achieving specific learning outcomes
(199). Furthermore, the ADDIE model is effective in addressing a broad, foundational
concept—PSM through the comprehensive, straightforward, and scalable framework,
compared with the 4C/ID model which is better suited for teaching intricate skills and
procedures (216).

The ADDIE model comprises five sequential stages: Analysis, Design, Development,
Implementation, and Evaluation, with each stage involving specific processes tailored to
the unique requirements of the project and aligned with learning theories (Figure 8). This
study specifically examines the initial stages of the ADDIE framework, including the
analysis, design, and development stages. Although the detailed implementation and
evaluation phases of the ADDIE model are beyond the scope of this study, preliminary
plans have been outlined to guide the PSM class’s implementation and assessment in an
action plan after the completion of this thesis.
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1. Analysis

* Needs analysis
* Targeted learner analysis
* Tagerted learning environment analysis

2. Design

+ Develop goals and learning
objectives

+ Determine educational
strategies and teaching

* Conduct formative method

evaluation + Determine sequence and
¢ Conduct summative ADDI E structure

evaluation * Mapping of evaluation
* Revise system Model methods

5. Evaluation

4. Implementation

+ Specify learning events/ activities

* Develop contentand course outline

* Develop instructional management
plan and delivery system

* Develop educational environment

* Develop evaluation methods

* Implementinstructional
management plan
* Conductinstruction

3. Development

Figure 8. Five steps in ADDIE instructional design for class development

3.3.1. Analysis

The analysis stage was conducted using two methods: comprehensive literature review
and examining current situation in Vietnam and Hue UMP. This multifaceted approach
ensured that the class is tailored to meet the specific needs of the targeted learner, aligning
with best practices in educational class development. Specifically, an assessment of general
training needs, targeted learners, and targeted learning environment were conducted (Table
8). This stage is essential for determining the unique needs of the targeted learner, setting
goals, identifying resources, and selecting appropriate delivery methods (215).
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Table 8. Analysis of general needs, targeted learners, and targeted learning environment

Analysis Methods

Content

Examining current

situation
General needs o
Comprehensive literature

review

Current approach to PSM*, ideal
approach and the gaps

Pertinent content and information for the
development of the PSM! class

Examining current

situation
Targeted learners o
Comprehensive literature

review

Expectation regarding extent of
knowledge and skills

Previous training and experience

Already planned training and
experiences relevant to the curriculum
Existing
characteristics/proficiencies/practices

Experience regarding different learning
strategies

Targeted learning

. Examining current
environment

situation

Related existing curricula

Resources

' Professionalism in social media

(a) General training needs analysis

General training needs assessment was conducted through a literature review and by
examining current situation of medical education in Vietnam and Hue UMP which focused

on identifying the current and ideal approach to professionalism in social media and the

gaps between these two approaches; and pertinent content and information for the
development of the PSM class. It included a comprehensive review of guidelines on social

media use for medical doctors and medical students, professionalism in social media
studies, existing educational materials such as courses, workshops, and modules from

reputable institutions and organizations, and current curriculum for medical students at Hue

UMP.
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(b) Targeted learner analysis

First, the literature review of the public report of Hue UMP and existing curriculum in
other institutions was conducted to identify targeted learners for our curriculum. Next,
information about characteristics of targeted learners most essential for class development
was analyzed, including:

Expectations regarding the extent of knowledge and skills required
Previous training and experiences relevant to the curriculum
Already planned training and experiences relevant to the curriculum
Existing characteristics/proficiencies/practices

+ Cognitive: knowledge, problem-solving abilities

+ Affective: attitudes, values, beliefs, role expectations
+ Psychomotor: skills/capabilities

Preferences and experiences regarding different learning strategies

(c) Targeted learning environment

A review of curriculum for medical students at Hue UMP and the annual report was
conducted to identify any relevant existing curriculum, instructional resources, and
potential gaps in professionalism education related to social media use. Additionally,
availability of resources, including teaching personnel, facilities, technological
infrastructure and potential funding sources were examined. This analysis provided insights
into the institutional capacity to support the implementation of the PSM class and helped
determine the feasibility of incorporating it into the curriculum.

3.3.2. Design and Development

Based on results from the Analysis phase, the Design and Development phases were
conducted in an integrated manner to transform identified needs into a structured and
effective learning experience. In the Design phase, the emphasis was on planning the
structure, description, and contents of the class which were then translated into tangible
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instructional materials and interactive learning activities during the Development phase.
Specifically, during these phases, the structure, instructional materials, and learning
experience for the PSM class were systematically developed, including goals and learning
objectives, class content, class outline, educational strategies, teaching methods,
assessment tools, communication process, learning environment, and process management
(Table 9). The iterative nature of these phases ensured that the class was not only well-
planned, but also adaptable for the learning context at Hue UMP, incorporating expert
feedback and pilot testing to enhance its effectiveness before full implementation.
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Table 9. Specific tasks in Design and Development phases

Task

Design phase

Development phase

Goals and learning
objectives

Set the goals and define
competencies and learning
objectives

Create key content and
materials based on the
goals and learning
objectives

Class outline

Develop class outline including
topics, structure and sequence of
learning activities

Develop detailed
materials (e.g., case
studies, slides, readings)
and specific learning
activities

Develop class structure

Educational Determine the educational . .
. . to be aligned with
strategies strategies . .
educational strategies
Plan appropriate instructional Develop actual content
, ropriate i . . .
Teaching methods p.p P that aligns with teaching
and delivery methods
methods
Determine how learners will be ~ Develop assessment tools
Assessment . . . .
assessed, including formative based on the design
methods .
and summative assessments phase
. Plan the communication Develop clear statement
Communication . )
methods to inform the and explanation, and
rocess . .
P stakeholders about the class series of blueprints
. . . . Develop strategies to
Educational Specify the environment in P . g
. . . foster educational
environment which students will learn .
environment
Establish timelines and
Develop structured plan to .
milestones and ensure
Process manage and oversee the class . .
alignment with
management development and

implementation

institutional policies and
accreditation standards

59



First, to identify the list of competencies on professionalism in social media for medical
students, a modified Delphi survey was developed and conducted. The results of the Delphi
survey helped shape the learning objectives of the course, ensuring that it addresses the
specific challenges and needs of medical students in a digital environment Next, the goals
and learning objectives were defined based on the competency list developed from the
Delphi survey, ensuring the alignment with the program’s educational goal at Hue UMP.
Learning objectives were developed in three domains: cognitive, psychomotor, and
affective to ensure a structured progression from foundational knowledge to higher-order
thinking skills, emphasizing the application and evaluation of professionalism social media
concepts. Based on these, the key content and materials for the class were developed. Case
studies were developed as the key aspect and content of the class, serving as the foundation
for interactive discussions and application of digital professionalism principles in real-
world scenarios. These case studies were carefully designed to reflect common challenges
related to professionalism faced by medical students when using social media, promoting
critical thinking and ethical decision-making. Additionally, interactive lectures, group
discussion and role-playing exercises were developed to facilitate engagement and active
learning. The class structure and sequence of learning activities were developed based on
the Gagné’s nine instructional events (118). The assessment methods were designed to
evaluate students’ understanding, critical thinking, and ability to apply digital
professionalism principles, using a comprehensive approach aligned with the Kirkpatrick
Model of evaluation (217). To ensure smooth class delivery, a supportive learning
environment and process management framework and communication system that
facilitates seamless interaction between learners, faculty, and stakeholders were fostered

The following principles in the Design and Development phases were adhered to ensure
that the course was systematically structured, aligned with educational goals, and designed
for maximum engagement and effectiveness:

First, design allows learning activities that enable learners to discover knowledge by
themselves and build on what they already know and can do. Teachers play the role of
facilitators rather than knowledge providers (218).

Second, design considers the learner’s background and uses their experience, fosters
active learning engagement in learning process and establishes a positive learning
environment where learners feel safe and can express themselves (218).

Third, learning methods are consistent with the theory on how information is processed,
stored and retrieved (219).
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Fourth, congruence between objectives and methods should be maintained. Furthermore,
using multiple educational methods to accommodate learner preferences, enhance learner
interest and commitment, and reinforce learning is essential. Moreover, educational
methods should be selected based on their feasibility in terms of resources (135).

Finally, design allows reflection, self-assessment, and explicit modeling of teacher in
reflection or on action. Teachers reinforce motivation to learn by demonstrating benefit of
usefulness, exploring expectations, linking theory and practice, and using motivating
assessment and feedback (218).

3.3.3. Implementation and Evaluation

During these stages, the pilot class was prepared and scheduled to be launched at Hue
UMP, Clinical Skills-Lab Center. The goal was to test the class materials, instructional
methods, and overall structure to ensure the class met its learning objectives and identify
any adjustments necessary for future iterations. Feedback was collected from students to
assess engagement and learning effectiveness, with adjustments made as necessary.
Monitoring and evaluation helped refine the class for full implementation in the future. The
Kirkpatrick Model was used to evaluate the program’s effectiveness.
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4. Results

4.1. Delphi Survey

4.1.1. Results of the First-Round Delphi Survey

(a) Panelist demographics

The first-round survey was sent to 32 participants on April 22, 2025. Of these, 29
participants completed Round 1 of the Delphi survey (91% response rate) between April
22 and April 29. The panel was nearly gender-balanced, with 15 (51.7%) female and 14
(48.3%) male participants. The most common professional role was doctor-lecturer (n=17,
58.6%), followed by administrator (n=4, 13.8%), lecturer (n=3, 10.3%), resident (n=3,
10.3%), and nurse (n=2, 6.9%). Participants were affiliated with various departments,
faculty and offices, most frequently the Departments of Pediatrics with 5 (17.2%)
participants, followed by the Department of Obstetrics and Gynecology, and Internal
Medicine with 4 participants (13.8%) from each department. Regarding professional
working experience, 24 participants (82.8%) had more than five years of experience (Table
10).

Table 10. Demographic characteristics of the panelists in the first round

Characteristics Frequency (%)
Gender
Male 14 (48.3)
Female 15 (51.7)

Current professional role

Lecturer 3(10.3)
Doctor-Lecturer 17 (58.6)
Administrator 4(13.8)

62



Resident 3(10.3)

Nurse 2(6.9)
Affiliation

Department of Internal Medicine 4(13.8)
Department of Surgery 2(6.9)
Department of Obstetrics and Gynecology 4(13.8)
Department of Pediatrics 5017.2)
Department of Oncology 1(3.4)
Department of Psychiatry 1(3.4)
Department of Emergency 2 (6.9)
Faculty of Public Health 2 (6.9)
Faculty of Family Medicine 3 (10.3)
Undergraduate Training Office 2 (6.9)
Student Affairs Office 1(3.4)
No response 2(6.9)

Working experience

< 2 years 134

2-5 years 4(13.8)
5-10 years 12 (41.4)
>10 years 12 (41.4)

(b) Competencies

The results of the first-round Delphi survey were analyzed according to the inclusion
criteria as follows: (1) CVR threshold is 0.37 or higher; (2) degree of convergence from 0—
0.5; and (3) degree of consensus is 0.75 or higher. Descriptive opinions such as integration,
rewording or exclusion of each competency were all reflected (Table 11). After Round 1,
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32 items reached criteria for inclusion. Among these items, 15 items were retained as they
were, whereas 17 items with similar meaning were combined into 8 items, 7 items were
removed from the list as they did not satisfy the inclusion criteria. Thus, 39 competencies
in 5 domains were restructured to 23 competencies in 5 domains.

Specifically, in the domain “Patient confidentiality, privacy and dignity,” 1 out of 10
competencies was excluded, 6 competencies were integrated into 3, and thereby this
domain was modified into 6 competencies. According to qualitative analysis, competencies
“I understand that ethical guidelines and laws related to patient privacy and confidentiality
must be maintained online” and “I maintain patient confidentiality and privacy online”
were integrated into the new competency “I maintain ethical guidelines and laws related to
patient privacy and confidentiality online” as panelists considered knowledge and practice
in this area as inseparable. Experts emphasized that understanding relevant legal and ethical
frameworks is a foundational prerequisite for practicing confidentiality online, and
therefore, these aspects should be represented as a unified competency rather than separate
items. Competencies “I refrain from sharing identifiable patient information on social
media without explicit consent” and “I obtain explicit written consent before sharing patient
information online” were integrated into the new competency "I share identifiable patient
information on social media only when I obtain explicit written consent from the patient."
Based on the opinions of panelists, the two original competencies addressed the same
ethical principle from different perspectives of prevention and action. By merging them,
the revised competency emphasizes both the necessity of patient consent and the
professional responsibility to act only within that boundary. Competencies “I disclose
patient’s information only when it aligns with court order, patients consent and in terms of
the law” and “I limit the disclosure of patient information to the minimum necessary to
maintain patient’s privacy” were incorporated into the new competency “I disclose patient's
information to the minimum necessary like when it aligns with court order or when patients
consent.” The panelists suggested this integration to enhance clarity and reduce redundancy
as both original competencies addressed closely related legal and ethical principles related
to situations where a physician can disclose patient’s information.

In the “Professional boundary, doctor-patient relationship and public trust” domain, 2 of
the original 9 competencies were removed, and 2 competencies were consolidated into 1,
resulting in a revised total of 6 competencies in this domain. The competency “I am aware
of the risk where social and professional boundaries become unclear when using social
media” was integrated with competency “I maintain appropriate boundaries of the patient-
physician relationship in accordance with professional ethics guidance” as panelists
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explained that simply being aware of boundary risks is insufficient and “being aware” can
be considered as part of broader competency of “maintaining.”

The domain “Practitioner’s privacy” originally had 7 items, however, 1 item was
excluded after Round 1. Three competencies “I use privacy settings to safeguard personal
information and content,” “I understand that privacy settings on social media are not
absolute,” and “I understand that content I share online can be published without my
intention” were integrated into the new competency “I use privacy settings to protect my
personal information, while recognizing their limitations and the risk of unintended content
disclosure.”. Based on panelist’s opinions, these three competencies all addressed the
theme of managing personal privacy on social media, therefore they should be integrated
and modified to provide a comprehensive competency. Similarly, two competencies “I
know how to limit the disclosure of my personal information” and “I know how to control
the extent of my social media post” were integrated into the new item “I know how to
manage visibility and disclosure of my personal information and social media contents."
Consequently, this domain was revised to include 3 competencies.

In the “Health advocacy” domain, 2 out of 5 items were excluded and the remaining 3
items were retained without modification resulting in 3 competencies.

Finally, in the domain “Information appropriateness,” 1 out of 8 competencies was
excluded and 4 competencies were modified and integrated into 1. The competencies “I
ensure that all medical information I post on social media is accurate and evidence-based”
and “I ensure that all medical information I post on social media is contextually appropriate
to support public understanding and trust” were integrated into the new item “I ensure that
all medical information I post on social media is accurate, evidence-based, and contextually
appropriate to support public understanding.” Panelists recommended this integration to
eliminate redundancy and streamline the competencies and reflect a more comprehensive
approach when posting health information on SM. Similarly, two competencies “I include
sufficient context in my content to help the audience verify claims” and “I include sufficient
context in my content to help the audience understand the implications of the information
shared” were integrated into the new item “I include sufficient context in my content to
help the audience understand the implications of the information shared.” Consequently,
this domain included 5 competencies after the first round.
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Table 11. Content validation index of the professionalism in social media competency and expert’s consensus in the first round

D f D f E ts’
Domain Competency Mean + SD egree o egree o CVR! xperts
Convergence Consensus consensus
Included
1. I understand that ethical guidelines .nc uee
d laws related to patient privacy and (integrated
ane s Te iee 1o paielt privacy @ 4.62+0.49 0.5 0.8 1.00 with
confidentiality must be maintained
. Competency
online.
2)
L. Pati 2. I maintai i fi iali
atlel}t . . malntalp patient confidentiality and 466048 05 0.8 1.00 Included
confidentiali privacy online.
ty, pr.lva.cy Included
and dignity 3. I refrain from sharing identifiable (integrated
patient information on social media 4.38+0.68 0.5 0.75 0.93 with
without explicit consent. Competency
5)
4. Tunderstand that even non- 3.45+1.18 0.5 0.75 024  Excluded

identifiable information, when
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combined, can lead to breaches of
confidentiality.

5. I obtain explicit written consent
before sharing patient information
online.

6. I disclose patient’s information only
when it aligns with court order, patient’s
consent, and in terms of the law.

7. I use social media responsibly for
academic exchange or education,
ensuring patient information is
anonymized and shared ethically.

8. I keep patient information
confidential even after the patient dies.

4.17+0.66

4.69+0.47

4.52+0.63

4.14+0.79

67

0.5

0.5

0.5

0.5

0.75

0.8

0.8

0.75

0.72

1.00

0.86

0.66

Included

Included
(integrated
with
Competency
10)

Included

Included



9. I am aware that there is always a risk

that the information online can be 4.00+0.80 0.5 0.75 0.52 Included
disseminated even in “invisible groups.”
10. I limit the disclosure of patient
information to the minimum necessary 4.41+0.68 0.5 0.8 0.79 Included
to maintain a patient’s privacy.
11. I maintain appropriate boundaries of
the patient-physician relationship in 4.48+0.57 0.5 0.8 0.93 Included
IL accordance with professional ethics
Professional guidance.
boundary, Included
doctor- 12. I am aware of the risk where social (integrated
patient and professional boundaries become 4.17+0.60 0.5 0.75 0.79 with
relationship, unclear when using social media. Competency
public trust 11)
13. I distinguish between personal and 3604132 ) 0.5 031 Excluded

professional content online.
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14. 1 take steps to separate personal and

. 3.90+1.21 0.5 0.75 0.52 Included

professional content when necessary.
15. I communicate with patients on
social media with mutual respect, 4.79+0.41 0 1 1.00 Included
professionalism, and trust.
16. I can communicate with colleagues
on social media with mutual respect, 4.83+0.38 0 1 1.00 Included
professionalism, and trust.
17. T avoid abu.sive, d.iscriminatory, or 4.8340.38 0 1 100 Included
harmful behavior online.
18. I redirect patients seeking medical
advice on social media to appropriate in-  3.83%1.44 1 0.6 0.24 Excluded
person care.
19. I handle i i

9. I handle inappropriate contact 4.45+0.74 0.5 0.8 0.72 Included
professionally.
20. T use Prlvacy s.ettmgs to safeguard 4.3440.48 0.5 0.75 L.00 Included
personal information and content. (integrated
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I11.
Practitioner
’s privacy

21. I understand that privacy settings on
social media are not absolute.

22. I understand that content I share
online can be published without my
intention.

23. I understand that content I share
online can be permanent even I delete it
from my account.

24. 1 separate personal and professional
social media accounts to maintain
appropriate boundaries.

25. I know how to limit the disclosure of
my personal information.

4.14+0.83

4.24+0.64

3.55+1.30

4.10+0.86

4.24+0.87

70

0.5

0.5

0.5

0.5

0.5

0.75

0.75

0.75

0.75

0.75

0.79

0.79

0.24

0.72

0.79

with
Competencies
21 and 22)

Included

Included

Excluded

Included

Included
(integrated
with



Competency

26)
26. I know how to control the extent of 4344094 0.5 0.8 0.72 Ineluded
my social media post. ' ' ' ' )
27. I understand that the use of social
. : ) 3594132 1 0.5 0.24 Excluded

media may cause the conflict of interest. xelude
28. I manage the sites based on
understanding about conflict of interest 3.59+1.27 1 0.5 0.17 Excluded
caused by social media use.

IV. Health 29 I disclose any personal or financial

advocacy interests when promoting or endorsing 4454074 0.5 0.8 0.86 Included
products, services, or healthcare ’ ’ ' ' )
practices on social media.
30. I avoid unfair promotion of medical
services, practitioners, or products for 4.66£048 0.5 0.8 100 Included

. . . . . u

financial or personal gain on social
media.
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31. I use social media responsibly for

public health advocacy while 4.45+0.69 0.5 0.8 0.79 Included
maintaining professionalism and trust.
Included
32. I ensure that all medical information (integrated
I post on social media is appropriate, 4.76£0.51 0 1 0.93 with
accurate, and evidence-based. Competency
33)
V. 33. I ensure that all medical information
Informat.ion I post 01.1 social media is cogtextually 4664055 0.5 0.8 0.93 Included
appropriate appropriate to support public
ness understanding and trust.
Included
34. I include sufficient context in my (integrated
content to help the audience verify 4.62+0.62 0.5 0.8 0.86 with
claims. Competency
35)
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35. Iinclude sufficient context in my
content to help the audience understand

e . . 4.59+0.57 0.5 0.8 0.93 Included
the implications of the information
shared.
36. 1 do not mi t

o MOV TSTEpIESEt Y 4724045 0.5 0.8 1.00 Included
qualifications, experience, or expertise.
37. I activel it dical
2! T activery MOnror mediea 3.66+1.59 1 0.5 0.31 Excluded
information on social media.
38. I endeavor to correct or supplement
inaccurate or inappropriate content 4.59+0.73 0.5 0.8 0.86 Included
posted by myself.
39. I endeavor to correct or supplement
inaccurate or inappropriate content 4.38+0.82 0.5 0.8 0.59 Included

posted by my colleagues.

"CVR: Content Validity Ratiob) Results of the Second-Round Delphi Survey
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4.1.2. Results of the First-Round Delphi Survey

(a) Panelist demographics

The second-round survey was sent to 29 participants who participated fully in Round 1
on April 30, 2025. Of these, 24 participants completed Round 2 of the Delphi survey (83%
response rate) between April 30 and May 7. The panel had a slight female majority, with
14 participants (58.3%) identifying as female and 10 (41.7%) as male. The predominant
professional role was doctor-lecturer, accounting for 66.7% (n=16) of participants,
followed by administrator (n=3, 12.5%), lecturer (n=2, 8.3%), resident (n=2, 8.3%), and
nurse (n=1, 4.2%). Participants were affiliated with various departments and offices, with
the Department of Pediatrics being the most represented (n=4, 16.7%), followed by the
Departments of Internal Medicine, Obstetrics and Gynecology, and the Faculty of Family
Medicine (each with 3 participants, 12.5%). Other affiliations included the Departments of
Surgery and Emergency (n=2 each, 8.3%), the Faculty of Public Health (n=2, 8.3%),
Undergraduate Training Office (n=2, 8.3%), and single participants from the Departments
of Oncology, Psychiatry, and the Student Affairs Office (n=1 each, 4.2%). Regarding
professional working experience, the majority had over five years of experience, with 11
participants (45.8%) reporting 5—10 years and 8 participants (33.3%) reporting more than
10 years. Four participants (16.7%) had 2—5 years of experience, and only one participant
(4.2%) had less than two years of experience (Table 12).

Table 12. Demographic characteristics of the panelists in the second-round

Characteristics Frequency (%)
Gender
Male 10 (41.7)
Female 14 (58.3)

Current professional role

Lecturer 2 (8.3)
Doctor-Lecturer 16 (66.7)
Administrator 3(12.5)
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Resident 2 (8.3)
Nurse 1(4.2)
Affiliation

Department of Internal Medicine 3(12.5)
Department of Surgery 2(8.3)
Department of Obstetrics and Gynecology 3(12.5)
Department of Pediatrics 4(16.7)
Department of Oncology 1(4.2)
Department of Psychiatry 1(4.2)
Department of Emergency 2(8.3)
Faculty of Public Health 2 (8.3)
Faculty of Family Medicine 3(12.5)
Undergraduate Training Office 2 (8.3)
Student Affairs Office 1(4.2)
Working experience

<2 years 1(4.2)
2-5 years 4(16.7)
5-10 years 11 (45.8)
>10 years 8(33.3)
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(b) Competencies

The results of the second-round Delphi survey were analyzed according to the inclusion
criteria as follows: (1) CVR threshold is 0.42 or higher; (2) degree of convergence from 0—
0.5; and (3) degree of consensus is 0.75 or higher. Panelists' descriptive feedback—such as
suggestions for integration, rewording, or exclusion of competencies—was thoroughly
considered (Table 13). By the end of Round 2, all 23 items met the inclusion threshold. Of
these, 22 items were retained without changes, whereas one item required modification.
Specifically, the item “I do not misrepresent my qualifications, experience, or expertise”
was revised to use active voice, as recommended by the panel. The revised version reads:
“I accurately represent my qualifications, experience, and expertise.”

Finally, after two rounds, 23 items in 5 domains were generated as competencies on
professionalism in social media for medical students (Table 14).
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Table 13. Content validation index of the professionalism in social media competency and experts’ consensus in the second round

9
Degree of Degree of CVR! Experts

Domain Competency Mean £+ SD
Convergence Consensus consensus

1. I maintain ethical guidelines and
laws related to patient privacy and 4.79+0.41 0.00 1.00 1.00 Included
confidentiality online.

2. I share identifiable patient
information on social media only

I. Patient . e 4.79+0.41 0.00 1.00 1.00 Included
. .. when I obtain explicit written consent
confidentiali .
. from a patient.
ty, privacy
and dignity 3. I disclose patient's information to
.. like wher i
the minimum necessary like when it o5 3¢ 0.00 1.00 1.00 Included
aligns with court order or with a
patient’s consent.
4. Luse social media responsibly for 4 67,0 48 0.50 0.80 1.00 Included

academic exchange or education,
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ensuring patient information is
anonymized and shared ethically.

5. I keep patient information

confidential even after the patient 4.71+£0.46 0.50 0.80 1.00 Included
dies.
6. I am aware that there is always a
risk that the information online can
. . e 4.83+0.38 0.00 1.00 1.00 Included
be disseminated even in “invisible nede
groups.”
1L. 7. I maintain appropriate boundaries
i fth ent-phvsici lationshi
Professional  Of the patient-physician relationship 4 g 34 0.00 1.00 1.00 Included
boundary, N accordance with professional
doctor- ethics guidance.
patient 8. I take steps to separate personal
relationship, an( professional content when 4.75+0.44 0.13 0.95 1.00 Included
public trust

necessary.
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9. I communicate with patients on
social media with mutual respect,
professionalism, and trust.

10. I can communicate with
colleagues on social media with
mutual respect, professionalism, and
trust.

11. I avoid abusive, discriminatory,
or harmful behavior online.

12. I handle inappropriate contact
professionally.

4.88+0.34

4.67+£0.48

4.88+0.45

4.88+0.34

0.00

0.50

0.00

0.00

1.00

0.80

1.00

1.00

1.00

1.00

0.92

1.00

Included

Included

Included

Included

I11.
Practitioner
’s privacy

13. T use privacy settings to protect
my personal information, while
recognizing their limitations and the

risk of unintended content disclosure.

4.75+0.44

79

0.13

0.95

1.00

Included



14. 1 separate personal and
professional social media accounts to
maintain appropriate boundaries.

15. I know how to manage visibility
and disclosure of my personal
information and social media
contents.

4.83+0.38

4.79+0.41

0.00

0.00

1.00

1.00

1.00

1.00

Included

Included

IV. Health
advocacy

16. I disclose any personal or
financial interests when promoting or
endorsing products, services, or
healthcare practices on social media.

16. I avoid unfair promotion of
medical services, practitioners, or
products for financial or personal
gain on social media.

17. T use social media responsibly for
public health advocacy while

4.75+0.61

4.88+0.45

4.88+0.45

0.00

0.00

0.00

1.00

1.00

1.00

0.83

0.92

0.92

Included

Included

Included
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maintaining professionalism and
trust.

V.
Information
appropriate

ness

18. I ensure that all medical
information I post on social media is
accurate, evidence-based, and
contextually appropriate to support
public understanding and trust.

20. I include sufficient context in my
content to help the audience verify
claims and understand the
implications.

21. I do not misrepresent my
qualifications, experience, or
expertise.

22. I endeavor to correct or
supplement inaccurate or
inappropriate content posted by
myself.

4.88+0.34

4.92+0.28

4.92+0.28

4.96+0.20
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0.00

1.00

1.00

Included

Included

Modified and
included

Included



23. I endeavor to correct or
supplement inaccurate or
inappropriate content posted by my
colleagues.

4.79+0.41 0 1 1 Included

! Content Validity Ratio
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Table 14. Final competency list on professionalism in social media

Domain Competency
1. I maintain ethical guidelines and laws related to patient privacy
and confidentiality online.
2. I share identifiable patient information on social media only when I
obtain explicit written consent from a patient.
L Patient 3. I disclose patient's information to the minimum necessary like
confidentiality, 1., it aligns with court order or with a patient’s consent.
privacy and ) . ) . .
dignity 4. I use social media responsibly for academic exchange or education,

ensuring patient information is anonymized and shared ethically.
5. I keep patient information confidential even after the patient dies.

6. I am aware that there is always a risk that the information online
can be disseminated even in “invisible groups.”

II. Professional

7. I maintain appropriate boundaries of the patient-physician
relationship in accordance with professional ethics guidance.

8. I take steps to separate personal and professional content when
necessary.

boundary, 9. I communicate with patients on social media with mutual respect,
doctor-patient professionalism, and trust.
relationship, . ) . o
public trust 10. I can communicate with colleagues on social media with mutual
respect, professionalism, and trust.
11. I avoid abusive, discriminatory, or harmful behavior online.
12. I handle inappropriate contact professionally.
13. T use privacy settings to protect my personal information, while
recognizing their limitations and the risk of unintended content
IIL disclosure.
Practitioner’s 14. 1 separate personal and professional social media accounts to
privacy maintain appropriate boundaries.

15. I know how to manage visibility and disclosure of my personal
information and social media contents.
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16. I disclose any personal or financial interests when promoting or
endorsing products, services, or healthcare practices on social media.

IV. Health 17. I avoid unfair promotion of medical services, practitioners, or
advocacy products for financial or personal gain on social media.

18. T use social media responsibly for public health advocacy while
maintaining professionalism and trust.

19. I ensure that all medical information I post on social media is
accurate, evidence-based and contextually appropriate to support
public understanding and trust.

20. I include sufficient context in my content to help the audience

verify claims and understand the implications.
V. Information

) 21. I accurately represent my qualifications, experience, and
appropriateness

expertise.

22. I endeavor to correct or supplement inaccurate or inappropriate
content posted by myself.

23. I endeavor to correct or supplement inaccurate or inappropriate
content posted by my colleagues.

4.2. Class Development

4.2.1 Analysis

(a) General training needs analysis

¢  Problem identification

The literature revealed that the widespread and increasing use of social media among
medical students and healthcare professionals has raised significant concerns about digital
professionalism. Common issues included breaches of patient privacy and confidentiality,
blurring of professional boundaries, erosion of public trust, posting of unprofessional or
inappropriate content, and sharing of medical misinformation (28-35). This problem
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affected multiple stakeholders involving medical students, patients, medical educators,
institutions, and the medical profession. Medical students may face academic disciplinary
action or career consequences owing to unprofessional online behavior (38, 56). Patient’s
privacy and dignity can be compromised through online disclosures or misrepresented
personal and medical information (32, 38, 66). Furthermore, this problem posed challenges
for medical institutions and educators in developing curriculum for medical students to
address professional identity and uphold ethical standards online (66, 220). Additionally,
it potentially undermined trust in healthcare providers and damaged the profession’s image
and reputation (28, 30).

e  Current approach

The analysis revealed that some medical associations in the world have developed
comprehensive guidelines and recommendations on SM use for health professionals,
particularly, medical students, helping them to navigate the complexities of digital
professionalism. However, limited information and guidance is available to teach these
guidelines to students and help them apply principles of professionalism to SM use (92).
Some medical schools designed curriculum to address this problem with different
approaches in curriculum development. For example, workshop and blog-based
interventions were developed at the University of Virginia, School of Medicine to promote
professionalism for medical students using SM (92). The George Washington University
designed and implemented a 90-minute educational session to raise students’ awareness of
their new role as medical professionals and the implications for their social media presence
(92).

Notably, in Vietnam, there is an absence of guidance and policies addressing the
appropriate use of SM, despite the growing use of SM among medical students. Medical
schools have yet to introduce formal, structured education on digital professionalism,
particularly on SM. Additionally, there are no established frameworks for teaching digital
professionalism on SM, such as competency lists or defined learning outcomes. At Hue
UMP, although the content of medical professionalism has been included in the curriculum,
it does not address the specific dimensions of digital professionalism related to the use of
SM. This content was introduced in the pre-clinical phase of curriculum, which extends
from the first year to the third year (first semester) within the six-year curriculum (Figure
9). This phase is important for medical students to develop basic clinical skills that are
integrated with basic science knowledge through system-based modules such as
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cardiovascular, respiratory, and musculoskeletal system modules and so on. Moreover,
during pre-clinical phase, the Module Practice of Medicine (POM) was offered, providing
medical students with communication, consultation, and medical professionalism skills.
The pre-clinical phase is essential in equipping students with necessary knowledge and
skills to enter the clinical clerk-ship phase.

e Ideal approach

The findings suggested that developing comprehensive guidelines and recommendations
on SM use for medical students is essential to help them behave appropriately and
professionally online. Moreover, medical educators have highlighted the importance of
creating more educational opportunities for medical students to prevent SM misuse such as
courses, workshops or seminars on digital professionalism focusing on SM (48).
Considering the gap between the ideal and current approach, there is a need to develop a
curriculum on professionalism in social media to address the aforementioned challenges at
Hue UMP.
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Pre-clinical phase

Clinical phase

Year First Second Third Fourth Fifth Sixth
Semester 1= 2ud 3rd 4 &b Gk Teb § Db 10 114 12
Course Basic From Immunity and Cardiovascular Digestive  Reproductive Family Obstetrics Practice of Pathology and
Science molecules immune system system system medicine  and Gynecology Treatment in Internal
to cells response Medicine
From Respiratory Musculoskeletal Fenaland Internal Medicine Practice of Pathology and
cells to system system urinary Treatment in Surgery
tssues system
Practice of Medicine (POM) Nervous Surgery Practice of Pathelogy and
and Treatment in Obstetrics
endocrine and Gynecology
system
Community Pediatric Practice of Pathelogy and
Health 1 Treatment in Pediatric

Community Health 2

Hematology and
Cncology
Emergency Medicine,
Anesthesia and
Eesuscitation

Vietnamese Traditional
Medicine, Rehabilitation

Infectious Diseazes,
Tuberculosis,
Dermatology

Psychiatry, Neurclogy

Ophthalmology,
Dentistry and
Maxillofacial Surgery.
Ctorhinolaryngology

Figure 9. Curriculum map for medical students at Hue UMP
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(b) Targeted learner analysis

Third-year medical students in their first semester at Hue UMP, with a sample size of
467 students, were identified as an appropriate target group for the class on professionalism
in social media. This cohort was selected based on the rationale that the third year
represents a critical juncture for fostering professionalism. First, at this stage, students have
already received foundational training in medical professionalism during the second
semester of the second year through the POM module. They possess knowledge and skills
related to the principles and values of professional conduct, which provides a solid basis
for understanding how these principles translate into the digital environment. Therefore,
they are well-positioned to further develop their awareness of professional behavior in
online contexts. Second, during the POM module, they undergo clinical clerkship
experience at community health centers, providing them with real-world opportunities to
apply their knowledge in patient interactions. During these encounters, they not only
communicate with patients, but also observe the behavior of physicians and peers. This
exposure allows them to become aware of potential professionalism issues, including those
related to the use of social media. Third, they are about to fully enter the clinical phase of
their education, where they will encounter increased responsibilities and more frequent
patient contact. This transition presents greater risks of unprofessional behavior,
particularly in handling patient information and maintaining boundaries, both offline and
online. Therefore, equipping medical students at this stage with knowledge and skills in
professionalism in social media use is both timely and essential.

The key information about characteristics of targeted learners necessary for designing
and developing the class on PSM were identified (Table 15).

Regarding the expectations about the extent of knowledge and skills required, the
literature review revealed that medical students have expressed a strong desire for clearer
and more practical guidance on SM use and educational opportunities on professionalism
on SM (47). Such educational opportunities are expected in earlier phases of the curriculum,
providing a foundational understanding of medical professionalism, including principles
such as confidentiality, ethical practice, and effective communication in digital space.
Furthermore, they are expected to achieve competencies in the Vietnamese digital
competency framework for learners.

Third-year medical students at Hue UMP have acquired knowledge and skills regarding
medical professionalism in the POM module and initial clinical experiences at community
health centers. In addition, they enter their third year with a range of existing characteristics,
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proficiencies, and practices developed during their pre-clinical phase. Cognitively, students
have acquired foundational medical knowledge in basic sciences, pathology, clinical
reasoning, and problem-solving abilities. Affectively, students have begun forming their
professional identity, influenced by institutional values, role models, and early clinical
experiences. Psychomotor-wise, students have developed technical skills in using digital
platforms for education, including navigating learning management systems, participating
in online discussions, and engaging with medical resources such as virtual cases and
simulations. They have acquired experience in basic clinical skills, such as history-taking
and physical examination, however, they may have limited hands-on patient interaction. In
the digital space, their proficiency in using social media differs for academic and
professional engagement (36, 45-47).

Third-year medical students enter the clinical phase acquiring experience in different
departments including internal medicine, surgery, pediatrics, obstetrics and gynecology,
family medicine, and psychiatry. Currently, Hue UMP is planning to develop a module on
digital competency for medical students spanning from the first to fourth year. Each year,
students are introduced to a distinct set of competencies at progressively advanced levels,
ensuring alignment with the existing curriculum. This student cohort has experienced
various active learning strategies such as team-based, case-based, problem-based, and
flipped learning. In addition, they have engaged in simulation-based learning at Clinical
Skills-Lab Center with standardized patient and simulators. Furthermore, they are familiar
with learning aids such as learning management systems, digital resources, and online
assessment tools, which support their academic and clinical training.

Table 15. Targeted learner analysis

Learner
e Results
characteristics
Desiring clearer and more practical guidance on SM' use and
. .. i . .
Expectations educational opportunities on professionalism on SM

regarding the extent of Expecting to obtain foundational understanding of digital
knowledge and skills  medical professionalism in early phase of medical education

required Being expected to achieve competencies in the Vietnamese

digital competency framework for learners
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Previous training and
experiences relevant to
the curriculum

Medical professionalism education in the POM? module

Initial clinical experiences at community health centers

Already planned
training and
experiences relevant to
the curriculum

Clinical experiences in the upcoming clerkship phase in the
hospital and family medicine clinic

Planned digital competency module

Existing
characteristics/proficie
ncies/practices

Having acquired knowledge and skills regarding medical
professionalism

Having acquired foundational medical knowledge in basic
sciences, pathology, clinical reasoning, and problem-solving
abilities

Having formed their professional identity

Having developed technical skills in using digital platforms for
education

Having limited hands-on patient interaction

Proficiency in using social media differs for academic and
professional engagement

Preferences and
experiences regarding
different learning
strategies

Having experienced various active learning strategies such as
team-based, case-based, problem-based, simulation-based, and
flipped learning

Being familiar with learning aids such as learning management
systems, digital resources, and online assessment tools

'Social media

2 Practice of Medicine
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(c) Targeted learning environment

The analysis revealed the institutional capacity at Hue UMP to develop and implement
class on PSM for third-year medical students in terms of instructional and program staff,
facilities, technological infrastructure, and potential funding sources (Table 16).

91



Table 16. Targeted learning environment

Learning
environment
information

Results

Instructional and
program staff

Program director
Oversees curriculum development

Collaborates with educational team and consistently reports to
School Council and Board of Directors

Core groups of curriculum developers

Include heads and faculty members from different basic science
and clinical science departments

Collaborate to design and structure the module content and
educational method

Heads of modules

Comprise 32 heads of module and corresponding core groups
of curriculum developers

Communicate with faculty members of that module and report
to the program director

Faculty members

In charge of delivering lectures, facilitating small-group
learning, supervising clinical rotations, developing and
evaluating curriculum, conducting research, and mentoring
students

Include 476 members in total, with 138 faculties working at
clinical science departments and 338 faculties in basic science
and other departments

+ 7 faculty members with expertise in medical professionalism
and ethics

+ 3 faculty members with expertise in digital health.
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Program coordinators/administrators

Responsible for coordinating of tasks and resources, being
aware of training policies of Hue UMP; assisting in program
accreditation and incorporating quality improvement measures;
and communicating with medical student

Include 4 staff members working in Undergraduate Training
Office, 3 in Office of Assessment and Quality Assurance and 3
in the Office of Student Affairs

2 staff members have formal expertise in medical education

Clinical Skills-Lab Center

7 skills labs, 2 debriefing rooms, 1 administrative room and 1
equipment room

Facilities
+ Specialized facilities: models, manikins, medical devices and
equipment
+ Teaching aids: projectors, audio-visual systems
Technological Internet access, digital libraries, e-learning platforms, and
infrastructure learning management system

Institutional budget

Medical service revenue, student tuition fees, and income
generated from CME! courses

Funding sources  Government funding
Funding for public medical schools
External grants or collaborative projects

International organizations, collaboratives projects, other funds

! Continuing medical education

Regarding the instructional and program staff at Hue UMP, medical education program
was developed and operated by the educational team of program director, core groups of
curriculum developers, heads of modules, faculty members, and program
coordinators/administrators. The medical program director is responsible for overall
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organization, conduct and accountability of medical education program at Hue UMP. This
includes overseeing curriculum development and alignment with national standards and
school’s mission and vision. Additionally, the director collaborates with educational teams
and consistently reports to the School Council and Board of Directors to ensure the program
is responsive to evolving educational needs and healthcare demands. The core groups of
curriculum developers are the multidisciplinary groups, including heads and faculty
members from different basic science and clinical science departments. At Hue UMP, the
medical curriculum is developed and delivered using an integrated approach that combines
basic science and clinical knowledge, organized into modules. Therefore, to develop the
curriculum for each module, faculty members from various departments in the core groups
collaborate to design and structure the module content and educational method. The heads
of modules are the leaders of each module and core group, having responsibility to
communicate with faculty members of that module and report to the program director.
Overall, for medical education curriculum at Hue UMP, there are 32 heads of module and
corresponding core groups of curriculum developers for 32 modules, including clinical
practice modules. Currently, at Hue UMP, there are 476 faculty members in total, with 138
faculties working at clinical science departments and 338 faculties in basic science and
other departments. They are in charge of delivering lectures, facilitating small-group
learning, supervising clinical rotations, developing and evaluating curriculum, conducting
research, and mentoring students across various stages of the medical education program.
Particularly, 7 faculty members in the Department of Family medicine with expertise in
medical professionalism and ethics were identified. They are currently dedicated to Module
Practice of Medicine (POM), “Practice in community health center — Family medicine
clinic: Communication skills, Consultation skills and Professionalism.” Additionally, 3
faculty members in the Faculty of Public Health were identified with expertise in digital
health. The program coordinators/administrators are held accountable for managing day-
to-day operation of medical education program. Their duties include coordinating of tasks
and resources, being aware of training policies of Hue UMP, assisting in program
accreditation and incorporating quality improvement measures, and communicating with
medical students. Currently, there are 4 staff members working in Undergraduate Training
Office, 3 in Office of Assessment and Quality Assurance and 3 in the Office of Student
Affairs who serve as program coordinators or administrators. Among them, 2 staff
members have formal expertise in medical education.

Regarding the facilities available, the Clinical-Skills Lab Center provides appropriate
venues for interactive and experiential learning of this class. The center comprises 7 skills
labs, 2 debriefing rooms, 1 administrative room, and 1 equipment room. This center is
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equipped with a range of specialized facilities designed to support experiential and skills-
based learning, including models, manikins, and various medical devices and equipment.
Additionally, the skills labs and debriefing rooms are integrated with essential instructional
technologies such as projectors, audio-visual systems, and other teaching aids to enhance
the learning experience.

Concerning technological infrastructure at Hue UMP, the internet access, digital libraries,
and e-learning platforms, learning management system (LMS) was found to be sufficient
to support the implementation of the PSM class. The LMS serves as a central platform for
organizing and delivering video lectures, reading assignments, quizzes, and discussion
forums. These resources create a supportive environment for the flipped classroom model,
where students are expected to engage with content before class and apply their knowledge
during interactive, instructor-facilitated sessions in the PSM class.

Regarding the potential funding sources, the medical education program at Hue UMP is
financed through various channels, including institutional budgets, government funding,
and external grants or collaborative projects. The institutional budget is primarily derived
from medical service revenue, student tuition fees, and income generated from Continuing
Medical Education (CME) courses. Similar to other public medical schools in Vietnam,
Hue UMP receives funding from the government as part of its institutional budget. This
government support contributes to the overall operation of the university, including faculty
salaries, infrastructure maintenance, and partial funding for educational activities and
program development. Furthermore, Hue UMP benefits from external grants and
international organizations through collaborative projects, Official Development
Assistance (ODA), such as Asian Development Bank (ADB), Korea Foundation for
International Healthcare (KOFIH), Korea International Cooperation Agency (KOICA),
United States Agency for International Development (USAID), World Bank (WB) and
other funding sources.

As part of the curriculum development process, a projected budget was developed to
estimate the operational cost of delivering the PSM class at Hue UMP. The funding plan
focused on ensuring the class could be effectively implemented with sufficient resources
to support faculty preparation, student engagement, and instructional delivery (Table 17).
The estimated total cost for a single implementation of the PSM class, designed for 16
expected students, was 22 million VND (approximately 843 USD). The budget covered
key components, including faculty development, teaching materials, student motivation,
and evaluation activities.
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Table 17. Estimated budget for implementing the class

Estimated cost

Category Description (VND¥) USD?
kshop for instruct PSM!
Workshop for ins mc ors on PS 12,000,000 460
concepts and teaching methods
1. Faculty
development Printing of materials for faculty such
as learning materials, case scenarios, 1,000,000 38
and class structure
2. Teac}ung Case sc§nar10.han.douts, riole—play and 1.000,000 13
materials group discussion instructions
Small prizes for best group
' S . ves fi
3. Student participation and’ incentives o’r 1,000,000 18
engagement students who actively engage in class-
discussion section
Printi fIRAT,> GRAT,? -
r1nt1ngs 0 ! -G ,” post-test 500,000 19
4. Monitoring and satisfaction surveys
and evaluation : : >
Small 1n'ce'nt1\’/e for student’s feedback 6,500,000 250
and participation
Total 22,000,000 843

! Professionalism in social media

2 Individual readiness assurance test
3 Group readiness assurance test
*Vietnamese Dong

3 United States Dollar
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4.2.2. Design and Development

(a) Goals and Learning objectives

Based on competency list on professionalism in social media established through Delphi
survey, a 100-min educational session was developed with the objective of raising students’
awareness and decision-making skills regarding core aspects of professionalism in social
media. This class focuses on nine competencies in three key domains in the list: (1) patient
confidentiality, privacy and dignity; (2) professional boundary, doctor-patient relationship,
public trust; and (3) information appropriateness (Table 18).

The learning objectives were developed based on the selected competencies from the list
and designed to include various learning domains, ensuring the comprehensive
development for students. These domains include cognitive, psychomotor, and affective
aspects, each playing a significant role in fostering a comprehensive understanding of

professionalism in social media (221) (Table 18).

Table 18. Learning objectives in cognitive, psychomotor, and affective domains with

corresponding addressed competencies

Learnin
domaling Learning objectives Competency items
1. Analyze ethical guidelines 1. I maintain ethical
related to patient confidentiality =~ guidelines and laws related to
and privacy in the context of patient privacy and
social media confidentiality online.
2. Apply principles of 7. I maintain appropriate
Cognitive professional boundary and boundaries of the patient-

doctor-patient relationship when
engaging with patients on social
media

3. Evaluate the appropriateness of

information shared in social
media platforms

physician relationship in
accordance with professional
ethics guidance.

8. I take steps to separate
personal and professional
content when necessary.
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4. Explain the potential
consequences of
misrepresentation for public trust
and professional accountability

21. I accurately represent my
qualifications, experience, and
expertise.

5. Perform constructive
conversations with peers to
address unprofessional behavior
on social media

6. Perform appropriate and
professional communication with
patients to maintain boundaries
on social media

9. I communicate with
patients on social media with
mutual respect,
professionalism, and trust.

12. I handle inappropriate
contact professionally.

13. T use privacy settings to
protect my personal

Psychomotor
7. Perform ethical decision- information, while
making in simulated social media recognizing their limitations
dilemmas and the risk of unintended
8. Perform self-reflection and content disclosure.
verbally describe ways to
improve their own online
presence to align with
professional standards
9. Demonstrate respect when 9. I communicate with
communicating with patient patients on social media with
10. Show mutual respect for mutual -respe-ct,
. L professionalism, and trust.
Affective peers when discussing in group

and communicating problems
related to unprofessional use of
social media

10. I can communicate with
colleagues on social media
with mutual respect,
professionalism, and trust.
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Cognitive domain: In the cognitive domain, students are expected to acquire knowledge
and understanding related to ethical guidelines on patient confidentiality and privacy,
professional boundary, doctor-patient relationship, public trust, and information
appropriateness. These learning objectives were designed based on Levels 3 and 4 of
Bloom’s Taxonomy, to ensure a progression foundational knowledge to higher-order
thinking skills, such as application, evaluation, and reflection on key concepts (222).

Psychomotor domain: In the psychomotor domain, students are expected to demonstrate
practical skills related to professionalism in social media, particularly in online interactions
with patients, colleagues, and the public. These learning objectives are designed to develop
students' abilities to effectively engage in role-playing scenarios and address the issues
regarding professionalism in social media in real-life settings.

Affective domain: In the affective domain, students are expected to develop appropriate
attitudes, values, and professional behaviors related to their use of social media,
demonstrating respect for ethical standards, patient dignity, and public trust.

(b) Case scenario development

The case scenarios were developed in collaboration with one lecturer from the Faculty
of Family Medicine, one lecturer from the Faculty of Public Health, and one administrator
from the Undergraduate Training Office. A comprehensive literature review was conducted
to identify common unprofessional behaviors on social media and related professionalism
issues, using databases such as PubMed and Google Scholar, as well as online platforms
including social media sites and electronic articles. Based on this analysis, the team
engaged in in-depth discussions to select and adapt four case scenarios that closely reflect
current practices and align with the previously developed competency framework on
professionalism in social media. The finalized scenarios address: (1) breaches of patient
confidentiality and privacy in social media posts; (2) a medical student misrepresenting
their role online; (3) a student witnessing a peer post unprofessional images; and (4) a
student receiving a friend request from a patient on Facebook (see Appendices 14-17).
Following the selection, the content and details of each case were developed and
subsequently reviewed by one physician from the Department of Emergency and one
physician from the Faculty of Family medicine to ensure clinical relevance, authenticity,
and educational value (Figure 10).
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Literature review

Scenario selection
and adaptation

=

Case content
development

—

Expert review

PubMed

Google Scholar
Social media
platforms
Electronic articles

In-depth team
discussions

1. Breach of confidentiality
2. Role misrepresentation

3. Peer’s unprofessional post
4. Patient’s friend request

Figure 10. Case scenario development process for class on professionalism in social media

(¢) Class structure, educational strategies, and teaching methods

The class structure and sequence of learning activities were developed based on the
Gagné’s nine instructional events. These activities were linked with learning theories,
educational strategies, and teaching methods (Table 19).
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Table 19. Structure of class on professionalism in social media

Instructional . . L. Learning theories Learning
Phase Time Learning activities Competency
event and methods outcomes
Before Learning materials are delivered to students via Learning Management System of Hue UMP
class two weeks before the class
Ice-breaking activity/Pre-test Constructivism/
Assessing student’s knowledge, metacognition
attitudes and behaviors related to Team-based learning
1. Gain professionalism in social media
) . 20 mins through IRATI and (}]RJA’T2 1; 2; 3’ 4’ 10 17 77 87 107 21
attention
In Students discuss and deliver
class presentation on their opinions
2. Inform Explanation of learning objectives Lecture
students of 3 mins
objectives
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Lecturer clearly explains what students
will learn and the purpose of the class

Case-based discussion Cognitivism

Students discuss in group about Case Case-based

Scenario 1 discussion
3. Stimulate
recall of prior 15 mins Students deliver presentation on their 1.10 1.10
learning opinions

Lecturer links understanding about

professionalism in previous course and

PSM? concepts

Lecture/Case-based discussion Constructivism/
4. Present the Lecturer delivers interactive lecture Cognitivism

I5mins  with real-life examples to introduce Interactive lecture 3,4,8 8,13,21

content

values and principles of
professionalism in social media
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Lecturer presents Case Scenario 2 and
invites students to share their opinions

Role-playing Experiential learning
Students engage in role-playing with Constructivism/
5. Provide Case Scenarios 3 and 4 Cognitivism
lea.rnmg + Students are divided into 2 groups; 2  Role-playing 3.56.7.8 $.9.10.12
guidance 28 mins groups perform role-playing with Case o BT
9,10 13
6. Elicit 3 and 2 groups perform role-playing
performance with Case 4
+ Students discuss and provide peer
feedback after role-playing
Instructor feedback Reflective practice
7. Provide
feedback/ 10 mins  Lecturer clarifies key points and helps 8
Debriefing students refine their decision-making
through debriefing
8. Assess 9 mins Conclusion of class Cognitivism
performance/
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Wrap up Lecturer recaps and summarizes key Reflective practice

class points of PSM principles and values Metacognition

Evaluation of class

Students complete the survey
regarding class satisfaction

Three months after Reflective practice
9. Enhance class, s.tudents submit Metacognition
After . reflective essay about
Retention and . ..
class their cognitive and
Transfer .
behavior changes on
PSM

!'Individual readiness assurance test
2 Group readiness assurance test

3 Professionalism in social media
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Two weeks before the class, learning materials will be delivered to medical students via
Learning Management System of Hue UMP. The learning materials include (1) statement
on the professional and ethical use of social media from the World Medical Association
(WMA); (2) competency list on professionalism in social media; (3) practical suggestions
for best practices; and (4) example scenarios of professionalism and social media use and
relevant guidelines for example scenarios (Appendix 18). This content is developed based
on the list of competencies on professionalism in social media built through Delphi survey
and documents from WMA, providing medical students reading resource to help them
understand international standards and expectations regarding physicians’ conduct online.

The class will begin with an Individual Readiness Assurance Test (IRAT) and Group
Readiness Assurance Test (GRAT) session. First, students will complete a paper-based
IRAT to assess their understanding of the pre-class learning materials. Thereafter, they will
form small groups of 4 students to complete the same test as a GRAT (Appendix 19). As
this pilot class includes 16 medical students, there will be a total of four groups. Students
will remain in the same groups throughout the entire class. During this group activity,
students will discuss each question collaboratively and reach a consensus on the best
answers. The GRAT will be conducted using the Socrative (Showbie Inc., Canada)
platform, which allows one representative from each group to select and submit their team’s
answers via a mobile phone or tablet. The platform provides immediate feedback, letting
teams know whether their selected answer is correct. Following the GRAT, the lecturer
will facilitate a whole-class discussion. Selected groups will be invited to share their
reasoning behind answers, particularly for questions where there was disagreement or
confusion. This step allows the lecturer to clarify key concepts and address any
misconceptions or misunderstanding.

In the following stage, students will engage in small-group discussions to analyze Case
Scenario 1. The learning objective of this case is to analyze ethical implications related to
patient confidentiality, privacy and dignity in the context of social media, and explore how
social media use can affect public trust in the medical profession. After the discussion, a
representative from each group will share their group’s perspectives with the entire class.
The lecturer will then summarize the key points and connect the discussion to previously
learned concepts of professionalism, as well as principles from the professionalism in social
media framework in the last 3 minutes.

Next, the lecturer will deliver interactive lecture with real-life examples to introduce
values and principles of professionalism in social media. During this session, the lecturer
will present Case Scenario 2 by showing the slide, allowing students to contemplate
individually and then invite students to share their opinions.
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The next stage of the class will be dedicated to a role-playing activity followed by
debriefing and feedback. In this segment, Groups 1 and 2 will role-play using Case Scenario
3, whereas Groups 3 and 4 will use Case Scenario 4. The session will begin with a briefing
from the lecturer to clarify expectations and learning goals. Each group will then assign
roles and discuss their cases. Following this, two groups will perform their respective
scenarios, while the remaining groups will observe and prepare feedback. Finally, a
debriefing session will be led by the lecturer to facilitate reflection and consolidate key
lessons. The debriefing will be conducted using GAS model (Gather, Analyze, Summarize).

At the end of the class, the lecturer recaps and summarizes key points of PSM principles
and values. Finally, students will complete a student satisfaction survey, post-test, and peer
evaluation. Three months after the class, students will submit a reflective essay describing
any cognitive and behavioral changes they have experienced regarding PSM.

(d) Assessment methods

The effectiveness of the class is assessed and evaluated using the Kirkpatrick model,
which comprises four levels—reaction, learning, behavior, and results—to ensure a
comprehensive evaluation of educational impact in medical education (223) (Figure 11).

Level 1 (Reaction): Learner satisfaction and feedback will be assessed by collecting
anonymous written comments at the end of the class. A satisfaction survey was developed
by reviewing and adapting items from a previous study (92) (Appendix 20). Qualitative
analysis of the comments will be performed and common themes will be extracted. In
addition, the lecturer will observe students’ engagement and participation level throughout
the class as a supplementary indicator of learner reaction. The evaluation level aims to
gather formative feedback during the pilot phase of the class. This will help determine
whether the session meets learners’ expectations, fosters a positive and engaging learning
environment, and highlights areas that may require refinement for future iterations.

Level 2 (Learning): The pre-test and post-test questions were developed based on the
pre-class learning materials, which covered core concepts and competencies related to
professionalism in social media. To ensure content validity, key themes and learning
objectives were identified from the materials and used to draft multiple-choice questions
that assessed both knowledge recall and application of principles. Each question includes
one best answer and requires the student to write down their reflective essay (Appendix
21). After drafting, the questions were reviewed and refined in collaboration with one
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lecturer from the Faculty of Family Medicine and one from the Faculty of Public Health.
Their feedback helped improve the clarity, relevance, and alignment of the questions with
the learning outcomes. The final set of pre-test and post-test questions will be pilot-tested
informally with a small group of peers to confirm timing and appropriateness before
implementation in the class.

Level 3 (Behavior): This level aims to evaluate whether learners apply the knowledge
and skills acquired in the class to their real-world behavior or professional judgment over
time. Students will be asked to complete short surveys and reflective essays three months
after the class, describing changes in students' behaviors and attitudes toward
professionalism in social media (Appendix 22).

Level 4 (Results): This evaluation level refers to the broader, long-term outcomes that
the training may contribute to, such as improvements in clinical practice, institutional
culture, or patient trust. Considering the scope and scale of this pilot class, direct
measurement at this level was not feasible. However, the foundations laid through Levels
1-3 offer the potential for future longitudinal studies or institutional follow-up to assess the
sustained impact of professionalism in social media training on real-world outcomes,
including reduced incidents of online misconduct and strengthened professional identity
among medical students.
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Longitudinal studies or institutional

Level 4

follow-up
Results
LEVE! 3 Short surveys and reflective essay
Behaviors (3 months after class)

Pre-test and post-test

Level 2 (Before the class and at the end of
Learning class)

Level 1 Satisfaction survey

Reaction (At the end of class)

Figure 11. Evaluation methods based on Kirkpatrick’s model in the class

(e) Communication process

To ensure students are fully informed about the class structure, objectives, and
requirements, the syllabus will be communicated to the student. The syllabus will be
uploaded to the Hue UMP’s LMS two weeks before the class together with learning
materials. Students will be notified via LMS announcement and email once the syllabus is
available. This syllabus will remain accessible on the LMS throughout the duration of the
class for students to review at any time. Any changes or updates to the syllabus will be
clearly communicated through both LMS and email, with an explanation of the reason for
the changes.

The syllabus includes key components of class such as learning outcomes, class format,
teaching and learning methods, assessments, and grading criteria (Table 20).
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Table 20. The class syllabus for medical students

Class syllabus
Class title  Professionalism in social media for medical students
Date and  Tuesday, January 27, 2026
time 9:00 AM — 10:40 AM (100 minutes)
Location  Skills Lab 3, Clinical Skills-Lab Center, C building
Nguyen Thi Thanh Huyen
Lecturer Faculty of Family Medicine
Email: ntthuyen@huemed-univ.edu.vn
Tran Dai Tri Han
Instruct - .
ns rsl;c or( Facilitator Faculty of Public Health
Email: tdthan@huemed-univ.edu.vn
Dang Thi Kim Chi
Operator/Facilitator Clinical Skills-Lab Center
Email: dtkchi@huemed-univ.edu.vn
This class is designed to enhance medical students’ awareness and decision-
Class making regarding core aspects of professionalism in social media. Through
.. interactive learning activities, students will engage with real-world scenarios
description e . . .
to explore challenges and responsibilities in maintaining professional behavior
online.
Cognitive
- Analyze ethical guidelines related to patient confidentiality and privacy in the
context of social media
Learning - Apply principles of professional boundary and doctor-patient relationship
objectives  when engaging with patients on social media

- Evaluate the appropriateness of information shared in social media platforms

- Explain the potential consequences of misrepresentation for public trust and
professional accountability
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Psychomotor

- Perform constructive conversations with peers to address unprofessional
behavior on social media

- Perform appropriate and professional communication with patients to
maintain boundaries on social media

- Perform ethical decision-making in simulated social media dilemmas

- Perform self-reflection and verbally describe ways to improve their own
online presence to align with professional standards

- Demonstrate respect when communicating with patient
Affective

Show mutual respect for peers when discussing in group and communicating
problems related to unprofessional use of social media

Teaching Interactive lecture, case-based discussion, simulation (role-playing), team-
methods  based learning

IRAT!: 10%
Assessmen ORAT?: 10%
tmethod  peer evaluation: 20%

Reflective essay: 60%

Learning materials are provided in LMS system, including: (1) statement on
the professional and ethical use of social media from the World Medical
Resomrces Association (WMA); (2) competency list on professionalism in social media;
(3) practical suggestions for best practices; (4) example scenarios of
professionalism and social media use and relevant guidelines for example

scenarios

Attendanc Attendance is compulsory for this class. Students are expected to be present
e for the entire duration of the class. In cases of unavoidable absence, prior
obligation notification and appropriate justification must be submitted to the instructor.

'TRAT: Individual readiness assurance test
2GRAT: Group readiness assurance test
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(f) Educational environment

The supportive, interactive, and learner-centered learning environment will be fostered
during this class to help students feel safe to explore, question, and reflect on complex
issues related to professionalism in social media. Throughout this class, students will be
the center of all activities, contributing to all elements of learning process (Table 21) (161).
Through team-based learning, group discussions, case-based analysis, and simulation (role-
playing), students will engage with realistic scenarios in a safe space that values diverse
perspectives and thoughtful reflection. A psychologically safe atmosphere where students
feel comfortable expressing their views, challenging assumptions, and learning from one
another will be emphasized. All learners are expected to demonstrate professionalism in
communication, maintain confidentiality during case discussions, and contribute
meaningfully to group activities. The instructor will serve as a facilitator to guide
discussion, support peer learning, and provide feedback and reflection for students.

Table 21. Learner-centered learning environment for class on professionalism in social
media

Elements of learning Learner-centered environment

Co-created by learners through case-based discussion and
Knowledge . o
role-playing activities

Facilitate learning through guiding group discussion,

Role of lect ;1 i
ole of lecturer providing feedback, and reflection

Learner’s
participation and Learners actively participate in all class activities
engagement
Developing | ’s in-depth understanding about
Emphasis eveloping leamer’s in-depth understanding abou
professionalism in social media
Learning support, assessment for learning through pre-test,
Assessment & Supp i ) (g TArough p
post-test, IRAT," GRAT,” and reflective essay
Physical space Shallow room, group setting at Clinical Skills-Lab Center
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Collaborative through group activities, supportive

Culture . .
environment formed by facilitators

'TRAT: Individual readiness assurance test

2 GRAT: Group readiness assurance test

(g) Management process

To ensure the systematic and efficient development of the class, process management
strategies were applied throughout the ADDIE framework. A detailed timeline was
established to guide each phase, from analysis to evaluation, with clearly defined
milestones and deliverables. Tasks such as defining competency list, competency mapping
and learning objectives establishment, case scenario development, activity design, and
material preparation were tracked using a project log to maintain progress and consistency
(Table 22). Stakeholder feedback, including input from medical educators and students,
was incorporated iteratively to enhance the relevance and practicality of the class.
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Table 22. Management process of class development based on project-log

ADDIE!
Date phase Task/Activity Person in charge Output/Notes
Roview i -
March 1 - eview 1ter'f1ture. and exam%ne Learner’s training needs and
. . the current situation of medical .
April 21, Analysis s Author characteristics
education in Vietnam and Hue . . L
2025 Learning’s environment characteristic
UMP
April 22 - . . N .
D . List of t luding 23
April 30, esign and Conduct Delphi survey Author _ 15t of competencies meluding
Development items
2025
Develop goal and learning Author Learning objectives in three domains:
objectives . cognitive, psychomotor, and affective
. Auth
April 30 — . uthor
May 10 Design and Lecturers from Faculty
’ Devel t . f Family Medici d :
2025 evelopmet Develop case scenarios AR 4 Case Scenarios

Public Health
Physician from
Department of
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Emergency Medicine

and Family Medicine
Class structure
Develop class structures, Author Class activities
learning and assessment Physician from Learning materials
methods, and learning Department of IRAT,> GRAT® questions
materials Emergency Medicine Satisfaction survey

Reflective essay

! ADDIE: Analysis — Design — Development — Implementation — Evaluation Model
2IRAT: Individual readiness assurance test

3 GRAT: Group readiness assurance test
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4.2.3. Plan for Implementation, Assessment, and Evaluation

(a) Implementation

The pilot class on professionalism in social media is scheduled to be introduced in
January, 2026. Participants will be recruited on a voluntary basis. Invitation emails will be
sent to third-year medical students, outlining the class objectives, schedule, and potential
benefits of participation. A total of 16 students is expected to join the pilot. Registered
students will be enrolled in a dedicated module on the LMS of Hue University of Medicine
and Pharmacy, where the class syllabus will be available to help them understand the
structure and expectations in advance. Two weeks prior to the class, all learning materials
will be uploaded to the LMS. In addition, a faculty meeting will be held one week before
the session to review the class content and schedule, ensuring smooth and effective
implementation. The class will be held at Clinical Skills-Lab Center with participation of
16 third-year medical students, educational team including one lecturer from the Faculty
of Family Medicine, one lecturer from Public Health of Hue UMP, and one operator from
Clinical Skills-Lab Center.

During the pilot class, the educational team will actively monitor the implementation
process and student engagement. This includes observing student participation in group
discussions, managing transitions between activities, and providing real-time technical
support as required. It aims to ensure smooth facilitation and promptly address any
logistical or instructional challenges that may arise. Feedbacks will be collected from
students and facilitators immediately following the class. This feedback will be
systematically reviewed by the class developer to identify strengths, limitations, and areas
for improvement, which will help in future implementations of the class (Table 23).
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Table 23. Implementation process for the class on professionalism in social media

Timeframe Activity Person in charge
Twenty days before ~ Send invitation emails to third-year
. Operator
class medical students

Two weeks before
class

Confirm participation and enroll students
in LMS!

Operator, LMS administrator

Two weeks before
class

Upload syllabus and learning materials to
LMS

Operator, LMS administrator

One week before class

Faculty meeting to review content and

Operator

schedule Lecturers from Hue UMP?
Three days before Send reminders and instructions to
Operator
class students
, Conduct pilot class at Clinical Skills-Lab ~ Operator
During class
Center at Hue UMP Lecturers from Hue UMP
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Monitor implementation and student
engagement

Collect feedback from students and
facilitators after class

'LMS: Learning management system

2UMP: University of Medicine and Pharmacy
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(b) Assessment and Evaluation

The assessment and evaluation will be conducted during and after class based on four
levels of Kirkpatrick’s model (Table 24). Level 1 (Reaction) of evaluation will be
conducted immediately after the class to gather formative feedback during the pilot phase
of the class. Level 2 (Learning) of evaluation will be implemented via IRAT and GRAT
set of questions during class. Level 3 (Behavior) will be assessed three months after the
class through a reflective essay, which will explore how participants have applied the
knowledge and skills acquired to their real-life behavior and professional judgment over
time. Data from all levels will be analyzed systematically and used to enhance the
instructional design and delivery of the class. Both quantitative and qualitative findings
will contribute to the refinement of content, teaching strategies, and assessment methods
for future implementations.

Table 24. Assessment and evaluation process for the class

Level of Evaluation Timeframe Tools and methods
Reaction (Level 1) At the end of class Satisfaction survey
Learning (Level 2) During class IRAT,! GRAT?
Behavior (Level 3) Three months after class Reflective essay

I: Individual readiness assurance test

2. Group readiness assurance test
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5. Discussion

5.1. Competency List on Professionalism in Social Media

Using modified Delphi survey, this study identified the competencies that medical
students should acquire regarding professionalism in social media. Considering the
increasing use of social media among medical students and health professionals and raising
concerns related to unprofessional behaviors online (28-35), these findings provide an
important foundation for the development of training on professionalism in social media in
medical schools. This is particularly relevant in the context of medical education in
Vietnam, where no official guidelines or defined competencies currently exist for the
professional use of social media by medical students. This study is the first in Vietnam to
derive PSM competencies that should be included in the undergraduate medical curriculum
using a modified Delphi method for medical students. The results from this study can be
used to develop guidelines for professional use of social media for medical students and
physicians and serve as a basis for developing curriculum on PSM in Vietnam. It is
recommended that to enhance the professionalism in online environment, developing
comprehensive guidelines and recommendations on SM, as well as educational
opportunities for medical students is essential (48, 86).

Accordingly, 39 competencies in 5 domains summarized from previous studies and
social media guidelines were finalized into 23 competencies in 5 domains after two rounds
of the panel consensus process. Delphi studies are commonly conducted in two to three
rounds (224, 225) and this study was conducted in two rounds instead of three because the
panel was well-informed and the initial item set was clearly defined. The stability of
responses and high consensus rates at 80% or greater after the second round indicated that
additional rounds were unlikely to yield significant changes, thus supporting the
methodological decision to conclude after two rounds. This was attributed to several factors.
The preliminary work performed to administer the study survey contributed to the success
ofthe study. The researcher was not an expert in professionalism in social media by training
and remained neutral to administer the study (224). The researcher modified statements
from an existing studies and guidelines to develop the competencies for the study which
was time efficient. Additionally, there was a working group comprising the researcher and
professor with subject matter expertise in medical education who drafted the items for the
competency study. The working group carefully reviewed the developed items for content

119



and comprehensibility. This approach was similar to Schmalz et al. who indicated a well-
planned Delphi study can be conducted in two rounds (226).

The study ensured the credibility, validity, and reliability of the findings, by employing
multiple evaluation methods—including the CVR, degree of convergence, and degree of
consensus (224). The findings of this study were robust, with low attrition rates and were
from experts across various field at Hue UMP. The attrition rate at each stage of the Delphi
survey is a hindrance (227). In this study, a high response rate was achieved, with an
attrition rate of <20% in the two rounds. In addition, the experts recruited for this study
were active in various field in medical education and training and were able to ensure that
the competency framework constructed was comprehensive and specific to medical
students. The diversity of the participant background helps to strengthen the study (226).
Moreover, Delphi studies are successful when participants are well-informed and have a
personal or professional stake in the topic (224). The researcher prepared the participants
of the study by clearly communicating the study's objectives, expected time commitment,
number of rounds, and the intended use of the results. The number of respondents who
participated, 29 and 24 in the first and second rounds, respectively, was acceptable for a
Delphi study (228).

The domain ‘“Patient confidentiality, privacy and dignity” was most frequently
mentioned in the literature review on PSM (89, 94-96, 103-105). This indicates that it is an
important domain of competencies in PSM. Accordingly, students must follow ethical and
legal standards when handling patient information online. Identifiable information should
only be shared with explicit consent and must always be anonymized for academic use. In
addition, confidentiality extends beyond a patient’s death, and students should recognize
that content shared online—even in private groups—can spread unintentionally. This aligns
with the core principles of medical professionalism education, which emphasize patient
confidentiality and respect for patient’s privacy and dignity (2, 8, 9). This foundational
value remains essential in the online environment, highlighting the need to extend
traditional professionalism into online contexts where the risks of breaching confidentiality
are amplified. Notably, the competency “I understand that even non-identifiable
information, when combined, can lead to breaches of confidentiality” was excluded during
the Delphi survey. This may reflect the Vietnamese context where the understanding of
data privacy is evolving, and the distinction between identifiable and non-identifiable
information is not always clearly emphasized. Panelists may assume that removing a
patient’s name or direct identifiers is sufficient, without recognizing that combinations of
data, such as age, condition, location, and time, can lead to re-identification, particularly in
local or community settings. Although the disclosure of such information is prohibited
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under Vietnamese laws on medical confidentiality (229), it may not be widely recognized
or understood by health professionals in Vietnam.

In the “Professional boundary, doctor-patient relationship, and public trust” domain,
maintaining clear boundaries and separating personal from professional content is essential.
Communication with patients and colleagues must be respectful and professional.
Unprofessional behavior, including abusive or discriminatory conduct, undermines public
trust and must be avoided. In addition, students should know how to manage inappropriate
contact professionally. This content has been emphasized in both traditional
professionalism paradigm and in guidelines on professional use of social media by various
governing bodies (88, 94). In this domain, the competency “I redirect patients seeking
medical advice on social media to appropriate in-person care” was excluded. Although this
statement reflects international standards in PSM, its exclusion may reveal important social
and cultural nuances in the Vietnamese context. In Vietnam, it is usually socially acceptable
for health professionals to provide informal advice via SM platforms such as Facebook or
Zalo. This reflects a communal culture in which helping other people within social network
is highly valued (230). Consequently, health professionals may feel a moral obligation to
respond when someone approaches them for health-related concerns and redirecting to
formal care may be perceived as impolite, uncaring, or dismissive.

The domain “Practitioner’s privacy” comprised competencies related to protecting
physician identity and managing the visibility of personal information on social media.
These competencies reflect the growing recognition that safeguarding a healthcare
physician’s online presence in social media is essential to preserving professionalism and
minimizing risks in digital spaces (86). This content has been included in multiple global
guidelines. For example, the AMA and WMA emphasize that physicians should use
privacy settings to safeguard personal information on social media platforms (88, 94).
Collectively, these insights affirm that safeguarding a physician's online presence is not
merely about personal privacy, but is integral to preserving the professionalism and
integrity of the medical field in social media. However, during the Delphi process, the
competency “I understand that content I share online can be permanent even if I delete it
from my account” was excluded from the final consensus. Panelists acknowledged the
item’s relevance in principle, however, believed it may not reflect a priority competency
for Vietnamese medical students at this stage.

The "Health Advocacy" domain underscores the significant role which medical students
play in promoting public health and well-being through social media platforms. Social
media can be a powerful tool for healthcare professionals to engage with the public,
however, it also carries the responsibility to act ethically (88). This is consistent with the
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expanding understanding of how health professionals can properly use social media to
shape public health discourse (231). Notably, two competencies “I understand that the use
of social media may cause the conflict of interest” and “I manage the sites based on
understanding about conflict of interest caused by social media use” were excluded. This
exclusion may reflect a limited awareness or perceived relevance of conflicts of interest
issues among panelists. In addition, panelists supposed that medical students are not
influencers or public figures whose endorsements carry professional weight, therefore
perceived them as not important competencies.

The domain “Information appropriateness” emphasizes that it is important for medical
students to ensure that any information they share online is accurate, evidence-based, and
contextually appropriate. Healthcare professionals are expected to provide accurate,
scientifically supported medical information to the public. The dissemination of unverified
or misleading information can have harmful consequences, particularly in areas such as
public health, disease prevention, and treatment options. The World Health Organization
(WHO) emphasizes that healthcare professionals must rely on credible, evidence-based
sources when communicating medical information to the public to prevent the spread of
misinformation (232). This can be applied not only to face-to-face interaction, but also to
online context of social media. During the Delphi process, the item “I actively monitor
medical information on social media” was excluded from the list. This exclusion may
reflect concerns about feasibility. Panelists may view this task as beyond the expected role
or capacity of medical students, particularly in Vietnam, where students face heavy
academic loads and may lack the authority or confidence to correct misinformation publicly.
Furthermore, hierarchical norms within the Vietnamese healthcare system may discourage
students from engaging in public correction or critique information shared by senior
practitioners or popular health influencers.

This Delphi study has several limitations. First, this study used purposive sampling
rather than randomized sampling because they rely on the expertise and working position
of its participants. All the panelists belonged to a single medical school (Hue UMP).
Although the number of the participants was within the accepted number for the Delphi
technique, increasing the number to include participants from other medical institutions
and organizations could further diversify the findings. Therefore, these findings are
applicable only to this particular institute. However, owing to the rigorous study design and
comprehensive review process, the identified competencies have relevance for broader
application in basic medical education on professionalism in social media beyond Hue
UMP. Second, although the analysis accounted for adequate levels of CVR, degree of
convergence, and degree of consensus, the additional comments from the panelists were
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reflected, which may have introduced unintentional subjectivity. Consequently, ongoing
research is required to further validate and refine the proposed competency framework.
Finally, PSM competencies identified in this Delphi study are confined to the
undergraduate medical education level, highlighting the need to develop corresponding
frameworks for postgraduate training. Additionally, future studies could broaden the
application of these competencies by outlining detailed guidance on how to achieve them,
including appropriate educational content, teaching methods, and assessment strategies.
Despite these limitations, the competency list identified from Delphi survey can be a
valuable contribution to the emerging field of professionalism in medical education and
could be used as reference for medical educators and policy makers when developing such
frameworks or educational interventions.

123



5.2. The Class on Professionalism in Social Media for Medical
Students

5.2.1. The ADDIE Model in Developing the Class on PSM

The ADDIE instructional design model was employed in this study to guide the
development of the class on PSM for medical students. It provided a structured and
cohesive approach, ensuring that each phase of class development was purposeful, aligned
with learning objectives, and responsive to student and contextual needs (193).

A major strength of using the ADDIE model was its emphasis on learner-centered
approach, beginning from the analysis phase (209). This allowed for a thorough review of
existing literature, relevant social media guidelines, and competency framework, as well as
the current situation of medical education in Vietnam and Hue UMP. The clear
identification of learning needs, learner characteristics, and learning environment in the
analysis phase helped inform precise competency-based learning outcomes for class. This
is particularly helpful in the context that there is no existing educational intervention for
PSM in Vietnamese medical schools in these days. Moreover, this ensures alignment of the
class with educational context at Hue UMP when considering the current curriculum for
medical students and factors affecting the implementation of the class.

Another strength is to facilitate the design and development of structured content and the
careful selection of instructional methods, such as case-based discussion, and role-playing.
These active learning strategies were purposefully selected to match the nature of the class
topic on PSM, which involves complex ethical reasoning, personal judgment, and real-
world decision-making. Using ADDIE model together with Gagne’s theory of nine
instructional events helped to develop the class structure which includes details for class
activities and role of instructors and students. The well-structured and detailed class design
is associated with increased effectiveness in facilitating student engagement and achieving
desired learning outcomes (233). Furthermore, a high-structure approach that incorporates
pre-class assignments, active in-class participation, and pre and post-tested design,
improves student performance across diverse demographics and increases their confidence
in achieving course objectives (233).

Additionally, this model will allow flexibility and adaptability during the pilot class on
PSM at Hue UMP. Its flexibility allows the class to be modified in real time in response to
feedback, keeping it current with the changing landscape of SM platforms and the unique
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requirements of medical students, particularly in the context of the current reforming
medical education in Vietnam to meet the new demands of digital era. Moreover, the
structured framework helped streamline coordination among instructors and optimize the
use of limited classroom time (100 minutes), while maintaining educational effectiveness.

5.2.2. Goal and Learning Objectives

A class on professionalism in social media was developed and tailored to meet student’s
need and educational context at Hue UMP, using the information from literature review,
examining the current situation at Hue UMP, and employing the competency list on
professionalism in social media developed through modified Delphi survey. The learning
objectives of the class were derived from the competencies in three key domains that are
most at risk in social media, including patient confidentiality, professional boundaries, and
information appropriateness (89, 94-96, 103-105). The class aims to equip medical students
with knowledge, skills and attitudes to behave professionally and appropriately on social
media, by focusing on specific competencies within the cognitive, psychomotor, and
affective learning domains. Numerous studies have revealed that the most common concern
arising from use of social media by health professionals and medical students, involve
blurred professional boundaries—such as between patients and physicians or students and
faculty—as well as breaches of patient privacy and confidentiality, and the appropriateness
of content shared in social media (28-35). Studies conducted in Croatia, India, and the U.S.
among medical students have all reported cases of sharing unprofessional content online,
including sharing sexually explicit content and posts related to alcohol consumption while
using SM (43, 44). A study in Korea that uncovers unprofessional behaviors of medical
students from YouTube videos revealed that 20% videos uploaded by medical students
contained at least one concerning behavior, including those related to delivering
inappropriate information beyond one's competence or negative comments on school's
curriculum in an inappropriate way (234). In Vietnam, although there is no study on
professionalism in SM among medical students, one study revealed that use of SM among
medical students is growing rapidly as 99.3% of medical students often use SM (27). This
poses a significant challenge for medical educators in Vietnam to develop guidelines and
educational interventions that promote responsible and professional use of SM.

In medical institutions worldwide, many previous educational initiatives have been
designed and implemented, focusing on the dangers of using social media and the potential
pitfalls that an inappropriate post may have on medical careers (56, 235-239). Some
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curricular interventions for professional use of social media for medical students and
residents have focused largely on the potential harm that can result from inappropriate use
of social media platforms (237, 238). Although it is important to emphasize the potential
issues related to ethical and legal regulation, a new emerging trend focuses on increasing
awareness of the positive professional uses of social media in medical careers (240-242).
Reflecting this trend, this class was structured not only to raise awareness of possible social
media risks, but also to promote reflection, and highlight positive ways to leverage social
media professionally. This is embedded in the learning objectives of maintaining
professional boundaries and public trust, and sharing medical information to public in
appropriate and ethical manner.

5.2.3. Learning Theories and Educational Strategies

The design of the class on professionalism in social media for medical students was
guided by four key educational theories: behavioral, cognitive, experiential, and
constructivism learning theories. These theories shaped not only the selection of learning
objectives, but also the instructional strategies used to deliver the content effectively and
meaningfully. Multiple educational strategies were applied in this class and aligned with
learning theories, including interactive lectures, case-based learning, group discussions,
flipped classrooms, team-based learning, and role-playing. According to Mezirow, the
process of transformative learning occurs when students are exposed to alternate
interpretations, discussion, and then reflection (243). This class was deliberately structured
to encourage active discussion through case scenarios that assemble real-life situation so
that students can reflect on various perspectives from their peers and facilitators. The
debriefing section that includes providing feedback and reflection allows students to
critically analyze their reasoning, recognize potential biases, and consolidate their
understanding of professional standards. Instead of simply reviewing a list of inappropriate
and unprofessional behaviors that medical students should avoid when using social media,
this class aims to encourage students to become proactive and accountable for the online
presence and identity. It is recommended from the successful course on social media and
professionalism that medical schools should incorporate examples of both positive use of
social media and negative ramifications, as well as opportunities for active discussion and
debate in the class (49). More importantly, to ensure the effectiveness of the class in
transforming knowledge and behaviors, role-playing and reflection section should be
included as part of the course (49).
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Behavioral learning theory emphasizes the development of observable behaviors through
reinforcement and practice (107). Strategies such as role-playing and team-based learning
were used to allow students to practice professional communication and boundary-setting
in simulated social media situations. These educational strategies create stimuli as stated in
behavioral learning theory by placing students in realistic, and ethically charged situations
where they must act and respond (107). Specifically, case scenarios were carefully
developed based on the learning objectives and real-life examples for the role-playing.
Moreover, during the debriefing section, students will have an opportunity to receive
positive feedback and reflect on their actions which will help reinforce desired behaviors
aligned with professionalism in social media. Repeated exposure to professional standards
and positive feedback during debriefing sessions will help reinforce desired behaviors
aligned with medical professionalism including those in social media (244).

In this class, cognitive learning theory was reflected in interactive lectures and flipped
classroom components that provided foundational content on ethical guidelines, online
identity, and professional standards on social media. Cognitive learning theory emphasizes
internal mental processes of understanding, analyzing, and applying knowledge (118).
Students are expected to process this information before class by reviewing learning
materials in LMS and apply it during in-class activities, aligning with cognitive objectives.
This process aligns with the principles of cognitive learning theory, which posits that
effective learning occurs when individuals actively construct their knowledge rather than
passively receive information (143). This component is used in many curricular designed
for medical students, including those about professionalism in social media (49, 92). In
addition, according to Ausubel, meaningful learning results from linking new knowledge
to existing knowledge in memory (122). In the beginning of the class, the case-based
discussion session was developed to allow students to discuss and connect previous
knowledge about medical professionalism they have learnt in the second year with new
concept of professionalism in social media. By engaging in discussions about real-life
scenarios where medical professionalism intersects with social media, students can recall
their earlier understanding of traditional professionalism and apply it to online environment.

Experiential learning theory was also referred to when developing this class, considering
its effectiveness in development of competencies and the practical application of skills
within specific contexts in medical education (127). In the class, activities such as case-
based learning and role-play allowed students to engage in real, life-like scenarios
involving social media use. Through post-activity reflection and feedback, students were
encouraged to evaluate their decisions and learn from the outcomes, supporting
psychomotor objectives such as performing ethical decision-making and engaging in
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professional communication online. Experiential learning emphasizes the importance of
reflection as an essential component of the learning process (127). By reflecting on their
experiences during role-play and case discussions, students were able to connect theory
with practice, evaluate the effectiveness of their actions, and identify areas for improvement.
This reflective process aligns with Kolb's experiential learning cycle, which involves
concrete experiences, reflective observation, abstract conceptualization, and active
experimentation (126). In the context of the class, students could reflect on their responses
to ethical dilemmas in social media scenarios, conceptualize how they could improve their
professional conduct online, and experiment with different strategies for better engagement
in future situations.

Constructivist learning theory emphasizes the use of group discussions and team-based
learning to foster peer-to-peer interaction and knowledge construction in the class. Students
brought their personal experiences with social media into group dialogues, allowing them
to compare, contrast, and co-create new understandings of what constitutes professional
behavior in the digital space. This supported both cognitive and affective objectives, such
as evaluating appropriateness of online content and demonstrating mutual respect during
group discussions. The class was designed to foster active and supportive learning
environment. Students do not passively take in information but actively participate in
building knowledge and understanding based on their prior experiences and interactions
with the external environment (107). They can contribute to the knowledge and
understanding through participating in group discussion and team-based learning.

5.3. Implications for Vietnamese Medical Education and Medical
Education at Hue UMP

The development of a class on PSM represents a timely and necessary addition to the
existing education curriculum on professionalism at Hue UMP and has broader
implications for other Vietnamese medical schools. Despite the growing presence of SM
platforms in students’ academic and personal lives, Vietnamese medical institutions—
including Hue UMP—currently lack formal training that addresses professional behavior
and ethical standards in online environments. This class bridges a clear educational gap by
equipping future physicians with the knowledge, skills, and attitudes necessary to navigate
SM responsibly and professionally. Studies have revealed that in addition to the guidelines
for professional use of social media, offering medical students educational opportunities to
learn about PSM is essential (48). Currently, this class is particularly relevant in the context
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of Vietnam, as the Vietnamese government has published the digital competency
framework for learners, which emphasizes not only the use of digital tools for learning and
collaboration, but also the ethical, legal, and safe engagement in digital spaces. The
development of educational intervention that touch on SM-part of digital media would be
a significant contribution in implementing this framework. The class supports Vietnam’s
broader vision of creating digitally competent and socially responsible professionals, by
embedding these competencies within a medical education context.

The urgency of this training is further underscored by the pervasive role that SM plays
in the lives of Vietnamese medical students. Social media platforms such as Facebook,
TikTok, and Instagram are integral to their daily communication, information sharing, and
even clinical learning (27). However, the lack of formal guidance has led to frequent
incidents of boundary violations, breaches of patient confidentiality, and unprofessional
online conduct—issues that may undermine public trust and damage future physicians’
reputations. The development of a structured class on PSM not only mitigates these risks,
but also promotes reflective practice, critical thinking, and responsible digital citizenship.

In summary, the class responds directly to the evolving needs of contemporary medical
students in Vietnam, supports national digital policy goals, and fosters a more ethically
grounded, socially aware generation of medical students. As a pioneering initiative at Hue
UMP, it may serve as a model for other medical schools seeking to integrate education on
PSM into their curricula in a meaningful and contextually relevant way. Moreover, as the
class aims to address several competencies in the list of PSM competency, more classes
should be developed in the future to teach other competencies in the list and develop the
comprehensive curriculum at Hue UMP, as well as other medical schools in Vietnam.
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5.4. Potential Challenges and Barriers

Although the integration of PSM education into medical curricula is increasingly
recognized as important, several challenges and barriers may hinder its effective
implementation at Hue UMP.

One major implementation barrier is faculty readiness. Although the faculty who have
expertise and teaching experience in professionalism education is available at Hue UMP,
PSM is a new topic in medical curricula. Faculty members may be unprepared to facilitate
discussions around online behaviors or may lack the confidence to address complex
professionalism issues in SM media contexts. Unlike traditional topics in medical
professionalism, PSM often involves gray areas, such as personal boundaries, online
identity, and context-specific judgment, which can be challenging to interpret and teach
without sufficient training or guidance. Therefore, equipping faculty with the necessary
knowledge, skills, and pedagogical strategies to confidently teach PSM is essential. Faculty
development workshops, peer-sharing sessions, and access to practical teaching resources
(e.g., case scenarios, institutional guidelines) could serve as effective strategies to enhance
faculty readiness and foster a supportive teaching environment for this class (245). Prior to
the implementation of the class, a faculty development workshop will be held as part of the
action plan. This workshop aims to provide the lecturers at Hue UMP experiences in
teaching PSM for medical students. It will be conducted by three professors at the
Department of Medical Education, Yonsei University, Wonju College of Medicine.

In addition, curriculum time constraints remain a persistent challenge, as medical
programs in Vietnam, particularly at Hue UMP, are already densely packed with required
content in both basic science and clinical science (4). The national curriculum framework
emphasizes the mastery of biomedical knowledge and clinical competencies, often leaving
limited room for the integration of emerging or cross-cutting topics such as PSM. Therefore,
educators may find it difficult to allocate dedicated time to PSM education without
compromising existing academic requirements or clinical training hours.

Student engagement is another concern as learners may not immediately perceive the
relevance of PSM or may be reluctant to participate in discussions that touch on their
personal online behavior during the class. Many studies indicate that healthcare students
and clinicians have varied perceptions of PSM, while some exhibit relaxed attitudes and
demonstrate interest in this topic, others are more conservative (36, 45-47). Furthermore,
at Hue UMP and in similar Southeast Asian contexts, cultural values such as respect for
hierarchy, avoidance of confrontation, and face-saving behaviors may further inhibit open
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discussions, particularly on sensitive topics such as PSM which involves real-life SM
misconducts. Students may worry about being judged by peers or instructors, or they may
feel uncertain about what is wrong and right in relation to PSM. This can result in passive
participation or superficial engagement, limiting the effectiveness of the learning
experience. To address this problem and enhance student engagement, instructors should
employ learner-centered approaches, such as case-based discussion and small-group
reflection, which create a psychologically safe space for communication and discussion
(161).
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6. Conclusion

This thesis explored the importance of integrating PSM into the medical education
curriculum focusing on Hue UMP and provided the competency framework to develop a
class on this topic. Medical schools can cultivate future doctors who are not only clinically
competent, but also ethically aware and socially responsible in the online environment, by
embedding PSM education into medical training. Future studies should continue to explore
the potential of integrating this education intervention into the educational course on
medical professionalism and develop standardized social media guidelines tailored to
Vietnamese healthcare context.
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10.

Appendices

Appendix 1: Statement on the Professional and Ethical Use of Social
Media by the World Medical Association

To maintain appropriate boundaries of the patient-physician relationship in accordance
with professional ethical guidelines just as they would in any other context.

To ensure that no identifiable patient information is posted in any social media by their
physician, by increasing the understanding of privacy provisions of social networking sites
and their limitations while considering intended audience and the technical feasibility to
restrict access to the content to predefined individuals or groups.

To exercise care when using applications that might compromise the security of the data,
including when consulting with colleagues.

To promote and apply the principles in the WMA Guidelines on Promotional Mass Media
Appearances by Physicians to all social media activities by physicians.

To encourage physicians to routinely monitor their own Internet presence to ensure that the
personal and professional information on their own sites and, to the extent possible, content
posted about them by others is accurate and appropriate.

To prevent the use of technological devices from diverting our attention during direct
consultation with the patient.

To provide factual, concise, understandable information, declare any conflicts of interest
and adopt a sober tone when discussing professional matters.

To avoid inappropriate use of the networks, frivolous, insensitive attitudes or light-hearted
opinions on medical matters.

To draw the attention of physicians to the fact that social media content posted by health
professionals may contribute to the public perception of the profession and should be done
in accordance with the principles in the WMA Declaration of Geneva and the International
Code of Medical Ethics.

To include education on the use of social media in medical curricula and continuing
medical education.
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11.

12.

13.

14.

15.

16.

To behave in the media and on social networks with the same scientific rigor and the same
approach as in a consultation and show the same respect to patients and colleagues.

To create mechanisms for accountability in professional settings when inappropriate
behavior on social media is observed and reported.

To promote health literacy and knowledge among populations and with individual patients
by using objective and evidence-based messages in accordance with the principles in
the WMA Declaration of Geneva, the WMA International Code of Medical Ethics, and the
WMA Statement on Healthcare Information for All.

To combat misinformation, disinformation, and the promotion of pseudoscience and
pseudo therapy on social media, all of which can result in negative health outcomes for
patients and communities.

To counsel fellow physicians who engage in misinformation, disinformation, or violation
of patient trust on social media and/or report to relevant authorities for ongoing deliberate
acts of the same.

To raise awareness among physicians and medical students about the possibility that
information shared on social media could be used in misleading ways by individuals or
companies.
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Appendix 2: The Guidelines on “Professionalism in the Use of Social
Media” by American Medical Association Council on Ethical and
Judicial Affairs

(a) Physicians should be cognizant of standards of patient privacy and confidentiality
that must be maintained in all environments, including online, and must refrain from
posting identifiable patient information online.

(b) When using social media for educational purposes or to exchange information
professionally with other physicians, follow ethics guidance regarding confidentiality,
privacy and informed consent.

(c) When using the Internet for social networking, physicians should use privacy settings
to safeguard personal information and content to the extent possible, but should realize that
privacy settings are not absolute and that once on the Internet, content is likely there
permanently. Thus, physicians should routinely monitor their own Internet presence to
ensure that the personal and professional information on their own sites and, to the extent
possible, content posted about them by others, is accurate and appropriate.

(d) If they interact with patients on the Internet, physicians must maintain appropriate
boundaries of the patient-physician relationship in accordance with professional ethics
guidance just as they would in any other context.

(e) To maintain appropriate professional boundaries physicians should consider
separating personal and professional content online.

(f) When physicians see content posted by colleagues that appears unprofessional, they
have a responsibility to bring that content to the attention of the individual, so that he or
she can remove it and/or take other appropriate actions. If the behavior significantly
violates professional norms and the individual does not take appropriate action to resolve
the situation, the physician should report the matter to appropriate authorities.

(g) Physicians must recognize that actions online and content posted may negatively
affect their reputations among patients and colleagues, may have consequences for their
medical careers (particularly for physicians-in-training and medical students), and can
undermine public trust in the medical profession.
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Appendix 3: The Guide to Medical Professionalism: Recommendations
for Social Media by Canada Federation of Medical Students

Part 1: Professional Boundaries for Medical Students Online

Medicine’s privileged position is said to result from a ‘bargain’ between medicine and
society, the basis of which is professionalism

Social media can be defined as internet-based media and interfaces designed to connect
people to each other and facilitate interaction with user generated content. Examples of
existing social media include, but are not limited to, YouTube, Facebook, Twitter, LinkedIn,
and Google+. Social media enhance and improve the lives of medical students in
innumerable ways. They help students keep up to date on current events and the latest
health trends, as well as help them to formally and informally learn material. They
contribute to class cohesiveness and fight student isolation, both within their faculties and
from family, friends and the world at large. Social media also help students destress and
relax from their intensive curricula and afford them the opportunity to take pride in their
achievements and hard work. Student professionalism, however, can be strained by the use
of social media due to its familiarity, ubiquity and impersonal nature. As such, the use of
social media brings about new responsibilities. At the same time, no new foundational
professional axioms are needed for student guidance. Central to this discussion is the notion
that medical students are nascent self-regulating professionals whose statements and
actions reflect not just on themselves but also on larger organizations, institutions and ideals.
Medical students have a fiduciary responsibility to help maintain public trust and
confidence in our future profession. This should always be borne in mind. Many obligations
incumbent on medical students is present at all times, whether at school or at home and
whether working or not. Moreover, medical students are responsible for all content
published in their name or in pseudonym on social media. It is crucial to note that there is
no such thing as a private social media network. By the connected definition of social media,
all medical students who use it have ‘friends’ or direct links to non-clinicians, members of
the lay public and healthcare professionals outside of any given circle of care. The
publication of private patient information in social media online is therefore a breach of
confidentiality. Social media should be treated as a public forum akin to an op-ed in a
newspaper or a lecture. Anything that would be inappropriate to share in these more
traditional outlets should be considered inappropriate to share online. Students should
refrain from posts that use institutional intellectual property, copyrights or trademarks (e.g.
a university crest or hospital logo) without explicit written permission. Such care should
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extend to the unauthorized dissemination of copyrighted material, such as lecture
recordings. Similarly, students should be careful to not present themselves as official
representatives of said institutions in public forums. Personal and professional opinions
must be carefully differentiated. CFMS 2013 Ian Brasg, VP Education 10 It is permissible
to post or publish media online that address the clinical setting and training. Above all else
— including freedom of expression — patient confidentiality must be upheld online. This
applies to writing, pictures, audio recordings and video. The obligation to prevent breaches
of confidentiality extends to all medical students, even to those who have witnessed but are
not directly involved in the incident. By consensus definition, confidential patient
information is identifying information. Identifying information is any information that can
be reasonably foreseen to be used, alone or in part, to identify specific patients. This
definition holds even if the information is only identifying for the patient himself. This
definition also holds if the information is only identifying for individuals with access to
additional confidential information. As a general rule, all photographs, audio recordings
and videos of patients are inappropriate for online posting. Consent obtained for
educational purposes does not extend to consent for public dissemination and such
publication would cross a clear red line. However, even when appropriate consent is
obtained for public posting and the media-containing posts are sufficiently anonymized,
public perception remains an important consideration. An individual viewing a sensitive
picture posted online by a medical student will not assume consent has been obtained and
may therefore come to think less of the profession. The same rules apply for harassment,
slander, libel and discrimination online as do in person and in traditional media.
Harassment, slander, libel and CFMS 2013 [an Brasg, VP Education 11 discrimination
remain unwelcome and unacceptable in professional and educational communities.
Moreover, there is no place for sexual harassment anywhere, including social media. Care
must be taken to distinguish acceptable satire and jocular remarks with one’s peer group
from hurtful and offensive interactions, given the lack of context often inherent to online
interactions. Acceptable satire must tread especially carefully in portraying anyone outside
of the professional medical framework, including patients, vulnerable socioeconomic
groups, allied health staff and non-medical professionals. These concerns are especially
acute in the context of end-of-year variety shows that traditionally satirize the medical
student experience. Furthermore, it is unprofessional and inadvisable to form or accept a
social media connection with patients or individuals with whom there is an active
therapeutic, supervisory or evaluative relationship. As nascent health professionals,
students should refrain from criticizing specific colleagues or health professionals online,
but rather address concerns in a private forum. Similarly, trainees must be careful about
offering medical advice in any noneducational setting, including on social media. Students
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must not present themselves as licensed physicians in these interactions. Finally, the rules
of academic integrity continue to apply online. Social media and the internet should not be
used for plagiarism or gaining unfair advantages with respect to evaluation, such as by
sharing or receiving examination content. CFMS 2013 lan Brasg, VP Education 12.

Part 2: Recommendations for Optimizing the Medical Student Online Presence

Mutual respect should be the guiding principle of social media interactions, as in real
life. Students should generally behave online with the belief that there will be a permanent
record of their actions. An important corollary of this is that students lose control of online
posts the moment they are placed on the Internet. Prior to posting anything online students
should reflect on whether it would be embarrassing or detrimental to have on the record for
their future public selves. In particular, students are encouraged to think twice about posting
media that portrays them or their peers participating in what could be perceived as
unprofessional behavior such as inappropriate sexualized behavior, binge drinking, drug
use and illegal activity. Consider setting up social media profiles with high security and
privacy settings that are balanced with one’s desire to be ‘searchable’ online. Students
should be familiar with these settings and the relevant terms of reference and should follow
any changes closely. Various name changes and pseudonyms may add to this security, as
may regular review and purging of one’s non-extant social connections. The use of high
security, privacy and pseudonyms should not be construed as license to act
unprofessionally or CFMS 2013 lan Brasg, VP Education 13 without ownership over
published content. Rather, these suggestions are made in part to make unanticipated social
medial interaction with patients less likely. Strong passwords should be employed for social
media, and different passwords should be used for every account and service. It is
especially important to use different passwords for clinical and social applications.
However, while these collective changes may make one more difficult to find online, they
do not change the public nature of any material posted and are insufficient for the protection
of patient information. If desired, students can create a wholly separate, professional online
presence and connect with professional colleagues through this avenue. The separation
between personal and professional online profiles should be made explicit. Students should
employ automated services (such as Google Alerts) that generate email updates whenever
a student’s name appears online. Similarly, students should actively curate their online
presence to optimize their professional appearance. Medical students are encouraged to not
publish their private email addresses online (e.g. in order to reduce ‘spam’ and ‘phishing’
risks). If necessary, a tertiary dummy account should be used that is easily expendable if
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compromised. Care should be taken when using cloud computing. Confidential information
should only be shared within the circle of care over secure and encrypted connections.
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Appendix 4: The Guide “Using Social Media as a Medical
Professional” by the General Medical Council in the United Kingdom

Maintaining public trust

How you behave when using social media matters. Medical professionals, like everyone
else, have rights to freedom of belief, privacy, and expression. But exercising these rights
when using social media as a medical professional has to be balanced with the possible
impact on other people’s rights and interests.

It is important that your content includes appropriate context, so that people who access
what you say about health and healthcare have information that supports their
understanding and helps them to verify your claims and expertise. If you’re commenting
on health or healthcare issues you should usually say who you are.

Bear in mind that content uploaded anonymously can, in many cases, be traced back to
its point of origin. When communicating privately, including using instant messaging
services, messages or other communications in private groups may also become public. We
have a legal duty to investigate any concerns raised to us that reach our fitness to practice
threshold.

Being honest and trustworthy in your communications

As amedical professional, patients and the public are likely to take what you say on trust,
and they may adapt their attitudes or behavior towards their health, other medical
professionals, or healthcare services as a result.

You must take reasonable steps to make sure that the information you communicate on
social media as a medical professional is not false or misleading and does not exploit
people’s vulnerability or lack of medical knowledge. You must not misrepresent your
experience and qualifications.

If you use social media to advertise your services, or use your professional position to
promote or endorse any other services or products, you must be open and honest about any
interests you have that may influence (or could be seen to influence) the recommendations
you make. You must also comply with relevant law, guidance and regulatory codes
including those from the Committee of Advertising Practice, the Advertising Standards
Authority and the Competition and Markets Authority.
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Where relevant you must also follow the more detailed guidance we publish. In particular:
a. Identifying and managing conflicts of interest b. Cosmetic interventions c. Good practice
in proposing, prescribing, providing and managing medicines and devices.

Behaving professionally and maintaining boundaries.

You must not use social media to abuse, discriminate against, bully, harass or
deliberately target any individual or group.

When interacting with or commenting about individuals or organizations on or using
social gmc-uk.org 5 media, be aware that communications are subject to the same laws of
copyright, defamation, discrimination, and harassment as written or verbal
communications — whether they are made in a personal or professional capacity.

Using social media creates risks where social and professional boundaries become
unclear. You must follow the guidance in Maintaining personal and professional
boundaries.

If a patient contacts you about their care through your private profile, you should direct
them to an appropriate healthcare setting for further support with their query.

Respecting patient confidentiality, privacy and dignity

When using social media of any kind, you must maintain patient confidentiality and
recognize and respect patients’ dignity and their right to privacy.

Although individual pieces of information may not breach confidentiality on their own,
the sum of information shared could be enough for a patient or someone close to them to
recognize and identify their case.

You must not disclose identifiable information about patients, when using social media,
unless you have explicit consent to do so — for example, for educational purposes. In which
case, you must follow our guidance: Confidentiality: disclosing for education and training
purposes and making and using visual and audio recordings of patients.
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Appendix 5: The Guide to Social Media and Medical Professionalism
by the Australia Medical Association

You are always a doctor

Think carefully about publishing something on social media if you would not be
comfortable having your patients/colleagues/ employers see it.

Take care not to post images or comments that might be endorsing activities or behavior
that could damage your professional reputation or be in breach of your professional
obligations.

Remember the content you post may be discoverable.
Never assume that you will be able to delete something that you have posted online.

Think about not using your full name and ensuring photos that can easily identify you
are not visible to the public.

Where possible, try to control what and when photos of you are posted online.

Be aware of your professional and employer’s social media policies.

Confidentiality matters, and identifiers are everywhere

Obtain written and specific patient consent before you post patient information or images
online.

Protect patient information by deidentifying the information and/or image you post.
Remember it may still be possible to identify a patient, staff member, or your employer
from the information you post; for example, from the timing of the post, from
information that remains in the background of an image or in the metadata of an image.

Check your employer’s policies about posting on social media. Even with patient consent,
you may be prohibited from posting content by hospital policies.

Be wary about the secondary use of data. For example, granting permission for an online
social platform to access your profile or other information on your device e.g. address book,
may allow access to confidential patient details. Check the terms and conditions before
signing up.

As a precaution, turn off auto-upload of pictures to social media or back up sites.
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Consider who you friend or share information with on social media
Consider separating your online professional and personal profile and content.
It is advisable not to extend friend requests to patients.

Respond to friend requests from a patient by directing them to a professional social
networking page.

If you pay a company to manage your social networking profile/s, make sure the
company understands the professional standards and guidelines you are bound by.
Remember you are still responsible for any material they post on your behalf.

Maintaining your professional reputation online

Did you know: the information you post on your personal profile can be linked back to
you professionally; any information you post anonymously can be linked back to you;
anything you post in a closed group can be copied and shared.

Think carefully about whether becoming a member or fan of a group might be considered
racist, sexist, or otherwise defamatory.

Consider whether “liking” or “following” groups that contain potentially controversial
topics or images could reflect poorly on you as a doctor and the profession. Browse
through all the groups that you have joined and consider whether these are an accurate
reflection of the person you are, and the values that you hold. Report inappropriate content
to site administrators and request that it be removed.

Safeguard your online reputation. If you have not created an online profile, search
engines like Google may do it for you and it may not be a profile you like! Google your
name on a regular basis to see what comes up.

You are responsible for your advertising

Whether you are using traditional or social media, you are responsible for your
advertising.

Consider whether you want your website and other social media platform settings to
allow users to leave comments. If you don’t, then you can disable the comment section.

You must not use a testimonial, solicited or unsolicited, that refers to a clinical aspect of
care in your advertising, including on your website and social media account.
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Be careful about posting comments or images about your skills and services online as
they may inadvertently contravene advertising guidelines.

You must not edit an online review that is negative to make it positive or no longer
accurately reflects all the reviewer’s feedback.

If you do find comments that could be considered as testimonials on your website or
social media platforms, you should remove them to avoid potentially being found to be in
breach of your professional obligations under regulatory guidelines.

Managing negative patient comments online

If you receive a negative comment from a patient or a close relative of a patient online,
resist the temptation to immediately reply angrily or defensively.

Seek advice from a colleague and/or AMA or medical defense organization about the
most appropriate way to respond.

If you can identify the person who posted the comment, consider whether it is
appropriate to contact the person to discuss and address their concerns.

If you find messages from someone upsetting or distracting, consider blocking or muting
them. Persistent harassers can be blocked from contacting you or be reported to the site.

Using social media for advocacy

Comment within your scope of practice.

Post content that is well informed.

Abide by your professional code of conduct.

Be aware of your employer’s policies about posting on social media.

If speaking on behalf of an organization, be aware of their policies regarding acting as a
spokesperson
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Appendix 6: The Proposed Guideline on the Use of Social Media for the
Doctors by the Korean Medical Association

Personal information (confidential) protection

1. The doctors shall know that the applicable laws and practices for protecting patient
privacy also apply to the cases of the social media use and they should not post identifiable
patient information on the social media.

2. When using social media for education, academic exchange, or exchange of
information with fellow doctors, physicians shall adhere to the ethical guidelines for
keeping the privacy and confidentiality.

Appropriateness of Information

1. The doctors shall post accurate and appropriate medical information on the social
media.

2. The doctors shall endeavor to monitor, modify and supplement medical information
posted on social media.

3. The doctors shall endeavor to point out and correct medical information posted on
social media by fellow doctors or the others if they are inaccurate or inappropriate.

Relationship between patients and doctors

1. When communicating with the patients through social media, the doctors shall
maintain appropriate distances with the patients in accordance with the ethical guidelines.

2. The doctors shall be considerate about the level of disclosure of their personal
information and about setting the extent of disclosing their postings on the social media.

3. The doctors shall consider separating the private and public purposes when using the
social media.

Decency as a professional

1. The doctors shall know that the use of inappropriate social media not only impairs the
authority and decency of the doctors as an individual, but can also degrade public

166



confidence in the entire medical community including the fellow doctors, and may create
negative perceptions.

2. If it is determined that the doctors' decency is damaged by the other doctors’ improper
use of the social media, the doctors shall endeavor to correct it through the expertise advices.
Nevertheless, if appropriate measures are not taken, it should be informed to the Korean
Medical Association.

Communications between the doctors (colleagues)

1. Communication with the fellow doctors through the social media shall be done with
the principle of mutual respect based on professionalism and trust.

Physician Education on the use of social media

1. Doctors' organizations and medical education institutions shall endeavor to provide
examples, guidelines for use, and educational programs that can help the doctors properly
use the social media.

Conflict of Interest

1. The doctors shall understand that the use of social media may cause the conflict of
interest, and proactively manage the sites based on such understandings.
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Appendix 7: The Ethical guidelines on social media by the Health
Professions Council of South Africa

Obligations in relation to social media

Must as with all aspects of professional behavior, health practitioners should be aware
of their obligations under the HPCSA Ethical and Professional Rules, the Professional
Board’s scope of practice and other relevant legislation, such as the Promotion of Access
to Justice Act 3 of 2000, the Protection of Personal Information Act 4 of 2013, and the
common law.

There are ethical obligations and responsibilities imposed on health practitioners
regarding their relationships with their patients and each other, such as those set out in
Booklet 1 General Ethical Guidelines for Health Car e Professionals and Booklet 5
Confidentiality: Protecting an d Providing Information.

Obligations relating to the electronic storage and transmission of patient and client data
for professional purposes are found in Booklet 10 General Ethical Guidelines for Good
Practice in Telemedicine.

Patient confidentiality and privacy

All patients are entitled to privacy and confidentiality, which is enshrined under the
human right to privacy in the South African Constitution and the National Health Act.

Disclosure of a patient’s information may only be in accordance with a court order,
patients consent and in terms of the law. Health practitioners can share confidential
information with other members of the health care team involved in the patient’s care and
with individuals who have the patient’s consent. Health practitioners can also share
information if it is justified in the public interest, or if failure to do so will result in harm to
the patient.

Health practitioners must obtain the written consent of the patient before publishing
information (e.g. case histories and photographs) about them in media to which the public
has access, whether or not the health care practitioner believes the patient can be identified
by the data.

If the patient is a minor under the age of 12 years old, the health care practitioner will
require the written consent of the patient’s parent or guardian and assent of the minor.
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Health practitioners sharing information or data for the sake of diagnosis, treatment or
education and training through social media must ensure that the recipient of the
information is not able to identify the patient from the data disclosed. Health practitioners
must ensure that the recipient of patient information via social media understands that such
information is given to them in confidence, which they must respect.

Disclosure of information on social media must be kept to the minimum necessary in
order to protect the rights of patients.

Health practitioners must be aware that there is always a risk that the information can be
disseminated, even in so-called “invisible” groups, (i.e. people you do not know are reading
the information or who you did not know could read the information).

The obligation to keep patient information confidential remains even after the patient
dies.

The practitioner patient relationship

Interaction between health practitioners and their patients on social media can blur the
boundaries of the professional practitioner-patient relationship.

Health practitioners are advised not to interact with patients via social media platforms
as a failure to maintain strictly professional relationships with patients could result in other
ethical dilemmas.

The Protection of Personal Information Act outlaws the acquisition of data about an
individual’s health or sex life outside the healthcare setting, and by having access to
patients’ social media profiles, health care practitioners may find themselves privy to
personal patient information that has not been shared in the healthcare setting.

Health practitioners may choose to share personal information about themselves with
their patients during face-to-face consultations, but social media does not offer a similar
level of control over the extent and type of content shared.

If the health practitioner performs a non-medical role in their community, maintaining
appropriate professional boundaries may be difficult as they may receive requests on social
media from patient’s they know in a nonprofessional capacity. In these instances, health
practitioners should consider the circumstances and implications before accepting these
requests.
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Should the health practitioner receive an inappropriate message from a patient via social
media, they should politely re-establish professional boundaries and explain their reasons
for doing so.

Except in an emergency or life-threatening situation, if a patient is seeking health care
advice over social media, the health care practitioner should politely request them to set up
an appointment in-person.

If a patient persists in contacting the health practitioner, the practitioner should keep a
log of all contacts and seek advice from the HPCSA.

Providing health advice over social media to individuals with whom the health
practitioner does not have a practitioner-patient relationship is discouraged and should be
done with the outmost discretion.

If health advice is shared online, it must be evidence based, scientifically sound and
generic and the recipient must be directed to consult with a health practitioner in person
before following through.

Health practitioners should separate their professional and personal social media
accounts to help maintain the appropriate professional boundaries.

The health profession image

If the health care practitioner uses social media in their personal capacity, their online
activity may nevertheless bring the profession into disrepute.

The media routinely monitor online activity to research stories or potential stories.
Information posted online may be disseminated, whether intended or not, to a larger
audience, and may be taken out of context.

Content posted on social media may also harm the health practitioner’s employability
and recruitment, limiting professional development and advancement. Employers often
monitor the social media profiles of prospective employees, and are known to turn away
applicants based on questionable digital behavior.

Social media activities health practitioners should avoid for example include: Taking
photographs during surgery and other forms of care or treatment; Making unsubstantiated
negative comments about individuals or organizations; Making informal and derogatory
comments about patients; Making comments that can be perceived as racist, sexist,
homophobic or otherwise prejudiced, even if meant in jest or as satire.
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Health practitioners may engage fully in debates on health matters; however they must
be aware that the laws regarding defamation, hate speech and copyright also extend to
content shared via social media.

Health practitioners must not post their opinions on the probity, skill or professional
reputation of their colleagues on social media, lest the public lose faith in the health care
profession.

Online relationships between practitioners of varying levels of training should only be
initiated upon consideration of the purpose of the relationship. In the case of senior staff
receiving social media requests from students (or vice versa), the purpose might be
mentorship, research or career advice. Regardless of intent, the traditional boundaries of
the trainee-teacher relationship apply even in interactions via social media. These
boundaries also extend to staff and other health practitioners.

If a colleague makes derogatory or inappropriate comments on social media, health
practitioners are advised to bring it to their attention discreetly, and not to engage or
respond publicly on the social media platform.

Health practitioners are advised to include disclaimers in their social media profiles,
indicating that the views expressed therein are their own and not those of the health
profession or the health establishment they represent. However, this does not absolve the
health care practitioner from the above rules.

Conflicts of interest

Social media is also a popular tool for the advertisement and promotion of goods and
services, with the growing online market being one of the most emphasized in business
practice.

When using social media, even if via personal or anonymous blogs, health care
practitioners must comply with the HPCSA rules on advertising practice, (including not
engaging in active or passive touting and canvassing or allowing others to do so on their
behalf), and must make sure that they declaring their financial interests in hospitals (see
Booklet 2 Ethical and Professional Rules of the Health Professions Council of South Africa
and Booklet 11 Guidelines on Overservicing, Perverse Incentives and Related Matters).

Touting involves drawing attention to one’s professional goods or services by offering
guarantees or benefits that fall outside one’s scope of practice. An example is advertising
free WiFi services to patients while waiting for their consultations.
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Canvassing involves the promotion of one’s professional goods and services by drawing
attention to one’s personal qualities, superior knowledge, quality of service, professional
guarantees, or best practice. An example of canvassing is a health care practitioner
declaring on social media or posting patient reviews that state he or she is ‘the best health
care practitioner in the country’.

Health practitioners may not advertise, endorse or encourage the use of any hospital,
medicine or health-related product on social media in a manner that unfairly promotes the
practice of a particular health practitioner or establishment for the purposes of financial
gain or other valuable consideration.

A failure to follow these guidelines when using social media will undermine public trust
in the health profession.

Precautionary measures when using social media

Health practitioners must be aware that, even with a pseudonym, anonymity on social
media platforms is never guaranteed. The identity and location of the user can be traced
through their linked accounts or IP address.

If health practitioners use social media in their personal capacity, they are advised to
adjust their privacy settings to restrict public access. However, even with advanced security
measures and end-to-end encryption, complete privacy on social media cannot be
guaranteed. There is always the risk that the content can be shared beyond the scope of the
health practitioner’s personal network.

Once content is shared online, it is difficult to remove, and health practitioners must use
social media on the understanding that the information they post will remain on the internet
permanently.

Even if a health practitioner deletes a post on a social media site, this does not necessarily
mean the content has been removed. Content may be copied or reproduced by other users
before it has been deleted, and many websites and internet browsers use cache and cookie
systems that inconspicuously store data.

Health practitioners should avoid using social media when stressed, tired, upset or under
the influence of alcohol.

Health practitioners are advised to err on the side of caution when using social media. If
uncertain about whether it is ethically and legally permissible to share particular content
via social media, it is best not to do so until advice has been obtained.
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Appendix 8: The Guidelines for Doctors on Social Media Usage by the
Indian National Medical Council

Sharing Information

Register Medical Practitioner (RMP) can use social media to provide factual and
verifiable information.

The content must not be misleading, deceptive, or exploitative of patients’ vulnerabilities.

Avoid Public Discussions on Treatment

RMPs should refrain from discussing patient treatment or prescribing medication on
public social media platforms.

If approached by a patient on social media, doctors should guide them
towards telemedicine consultations or in-person appointments, depending on the situation.

Patient Privacy

Posting photographs, scans (e.g., PET/CT scans), or any patient-related imagery on social
media is prohibited.

Such images, once uploaded, become public data and can be misused.

Professional Conduct

RMPs should adhere to medical ethics when engaging with colleagues on social media.
Avoid Paid Promotions

RMPs must not engage in practices such as purchasing:

Likes

Followers

Higher search rankings

Avoid registering on apps or platforms that solicit fees for higher ratings or patient leads.
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No Testimonials or Endorsements

Sharing or requesting patient testimonials, recommendations, or reviews is strictly
prohibited.

No Showcase of Results

Posting images or videos of healed patients, surgeries, or impressive procedural outcomes
is not allowed.

Educative Material
RMPs can share educational content aimed at informing the public.

The content must remain within the scope of the RMP’s expertise.

Guidelines for Webpages

The same ethical rules for social media apply to RMP-managed webpages.

Professional Decorum

RMPs must maintain dignity, avoid boundary violations, and uphold decorum in all social
media interactions.

No Patient Solicitation

Soliciting patients directly or indirectly through social media is deemed unethical.
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Appendix 9: The Digital Health Competencies in Medical Education
Framework: Digital Medical Professionalism Domain

Domain 1: Professionalism in Digital Health
1.1: Professionalism, ethical, legal, and regulatory considerations in digital health

Competency description: The medical school graduate demonstrates adherence to digital
health professional, ethical, legal, and regulatory standards when handling health
information.

Mandatory learning outcome(s) in this competency:
1. Describe protected health information. (K)

2. Apply prevailing privacy and security rules when handling protected health information.
)
3. Apply best practices for managing digital patient data. (S)

4. Demonstrate compliance with ethical conduct and codes of practice when processing
digital patient data. (B)

5. Explain how professional, clinical, and research ethics are applied and practiced within
digital health space. (K)

Discretionary learning outcome(s) in this competency:
1. Explain reporting mechanisms in case of data security breaches. (K)

2. Demonstrate awareness of data recovery, asset protection, and disaster planning
techniques. (K)

3. Explain data loss prevention techniques and maintenance of data integrity. (K)

4. Describe different models to prevent unauthorized access to, theft of, or manipulation of
electronic health information (e.g., role-based access, break the glass function, sealed
envelopes, and consent-based approaches). (K)

1.2: Digital identity, safety, and security

Competency description: The medical school graduate can maintain appropriate
professional digital identity, apply concepts of digital intelligence to healthcare, and
recognize their own critical role in cyber-risks and -threats.

Mandatory learning outcome(s) in this competency:
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1. Explain the concepts of medical professional digital identity and digital intelligence. (K)
2. Describe common behaviors of doctors that may compromise data security. (K)

3. Demonstrate awareness of prevailing rules or regulations on sharing protected health
information via cross-platform instant messaging services (e.g., WhatsApp, Telegram). (K)

Discretionary learning outcome(s) in this competency:

1. Separate personal and professional identity when utilizing social media and online
platforms. (B)

2. Differentiate amongst different types of behavioral cyber-risks such as cyber-bullying,
harassment, and stalking, and identify their impact on individual wellbeing. (S)

3. Recognize different types of cyber threats such as hacking, scams, and malware and
identify ways to avoid them. (S)

4. Develop professional digital identity for use in social media. (S)

5. Describe the concepts of network security using examples such as firewalls and virtual
private networks (VPNs). (K)

K: Knowledge

S: Skill
B: Behavior
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Appendix 10: Ethical Approval from the Institutional Review Board of
Yonsei University, Wonju Severance Christian Hospital

E85 IRE 21-005

Yonsei Unversity Wonju Severance Christian Hospital,
Institutional Review Board

Certificate of Approval

Investigator DANG THI KIM CHI

Sponsor NA
Approval No CR325003

Developing Digital Professionalism class for Medical students: Focusing on
Protocol . .
Tl Social Media
e Protocol No 1.0 Version No (1.0
Date of Review 2025 / 04 /10 7

B Approval/Favourable opinion

O Modification reguired prior to approvalffavourable opinion

Review Result . . . .
O Disapproval /Negative opinion

O Termination/ suspension of any prior Approval / favourable opinion

Please append details or summarize reason(s) for determination below

YONSEI UNIVERSITY WONJU SEVERANCE CHRISTIAN HOSPITAL:

IRB Information
Institution : Yonsei Unversity Wonju Severance Christian Hospital
Address : 20 llsan—Ro, Wonju, Gangwon State, 26426, Korea
Chairperson : Prof. Byoung—Geun Han .M.D..Ph.D.

WSCH IREB and the Institution are registered at Office for Human Research Protections (OQHRP),U.S. Dept. of
Health & Human Services, U.8 A

We certify that WCH IRB is in full compliance with Good Clinical Practice as defined under the Korea Food and

Drug Administration(KFDA) regulations and the International Conference on Harmonisation (ICH) guidelines.
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Appendix 11: Ethical Approval from Ethics Committee in Biomedical
Research of Hue UMP

TRUUNG DATHQC Y - DUGC, DPATHOC HUE  CONG HOA XA HOI CHU NGHIA VIET NAM
HQI PONG PAO DUC Déc lip - Tu do - Hanh phiic
TRONG NGHIEN CUU Y SINH HQC

S6: H2025/053 Thanh pho Hué, ngdy 18 thing 4 ndam 2025

GIAY CHAP THUAN

Cin cir Quyét dinh sb 1138/QP-BHYD ngay 10 thang 5 ndm 2021 cua Hiéu truong Truong Bai
hoc Y - Dugc, Dai hoc Hué vé viée thanh lip Hoi dong dao dic trong nghién ciru y sinh hoc (sau diy
goi la Hoi ﬂéng dao dirc) va Quyét dinh s6 3712/QD-DHYD ngay 09 thang 8 ndm 2024 cua Hiéu truong
Truémg Pai hoe Y - Duge, Dai hoc Hué vé viée diéu chinh thanh vién Héi ddng dao dirc trong nghién
ciru vy sinh hoc nhim xét duyét cac vén dé dao dirc trong nghién ctru vy sinh hoc cia cac dé tai/dy an:

Ciin cir Bién bian hop ddnh gia dao ditc trong nghién ciru y sinh hoe déi vai cac dé tai dé tai xin phé
duyét Y dirc ngay 18 thang 4 nam 2025, Hai déng dao dirc chép thuin vé cdc khia canh dao dirc trong
nghién ctru déi voi dé tai:

- Tén dé tai: Xay dyng 1ép hoe vé chuyén nghiép sb trén mang xa héi cho sinh vién Y khea.

- Chi nhigm dé tai: PANG THI KIM CHI

- Bon vi: Phong Pao tao Pai hoe, Truing Pai hoe Y - Duge, Pai hoe Hué

- Thanh vién tham gia: Park Kyung Hye

- Thei gian thue hign nghién ciru: Tir thang 04 dén thang 06 nim 2025

- Yéu cu: Nghién ctru vién tuin thi ndi dung nghién ciru trong dé crong da duge phé duyét. Bit
ky sur thay dbi nao vé néi dung nghién ciru hay viéc nay sinh van dé lién quan dén dao dirc trong qua
trinh thure hién nghién ctru cin dge bao cao vai hai d éng dao dire.

- Quy trinh xét duyét: Pé tai dugc thong qua quy trinh rat gon.

- Ngay ch:fip thudn: ngay 18 thang 4 nim 2025./.

CHU TICH HOI DPONG THU KY HOI PONG
o
_,_,_-———'—__-_ v
=
TS. Lé Vin Chi PGS.TS. Nguyén Thanh Thio
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Appendix 12: Online Survey Form for Delphi Survey

Delphi survey on Digital Professionalism
Competencies on Social media for
medical students at Hue UMP

Hello

My name is DANG THI KIM

CHI, staff member at Hue University of Medicine and Pharmacy and is currently
pursuing a master's degree in Medical education at Yonsei University, Wonju
College of Medicine in South Korea. | would like to ask you to participate in

the survey to conduct a research called; [Delphi survey on Digital Professionalism
Competencies on Social media for medical students at Hue UMP] as part of my
master’s thesis.

Due to the increasing use

of Social Media among health professionals at all levels, Digital

professionalism has emerged as a crucial aspect of Medical professionalism. Digital
professionalism is described as attitudes and actions that resemble traditional
professionalism paradigms but are expressed through digital media.

Currently, there is no course or class for digital professionalism on social media use for
medical

students at Hue UMP. Therefore, we conduct a study to develop a Digital
Professionalism class focusing on social media to provide medical students with
knowledge, skills, and

attitudes to behave appropriately on social media as health professionals. This Delphi
survev is part of this studv.
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Professionalism class focusing on social media to provide medical students with
knowledge, skills, and

attitudes to behave appropriately on social media as health professionals. This Delphi
survey is part of this study,

aiming to find out what competencies the panelist think important to be
encompassed into Digital professionalism on social media class for medical students.

The subjects of this

survey are professors, lecturers, doctors, nurses, residents, and administrators

at Hue UMP and Teaching hospital of Hue UMP. We collect personal information of
survey participants, but we do not collect personal information that can be

used to identify participants such as contact information or name. In addition,

it is not possible to identify individuals in thesis and conference

presentations. Your answers will never be used for any purpose other than

thesis and conference presentations.

*Personal information:
gender, department, current position, year of experiences at current role at Hue
UMP

*Purpose of personal
information collection and use: analysis of research results

*Period of retention and

use of personal information: Documents and files containing personal
information are stored for 3 years from the time the research is finished, and
then discarded according to the procedure.

180



You have the right to
refuse to provide personal information, and you can participate in the survey
even if you refuse. Please write ‘0’ for questions to be refused.

There is no penalty for

not agreeing to participate in the research or refusing to provide personal
information. If you do not wish to participate in the study, please do not

start filling out the survey. Even if you have started a survey, you can stop

the survey if you wish. Participation and answers 1o surveys have no impact on
your college or hospital life. We promise that your valuable answers will be

used only for research purposes. Even if it takes some time, we ask that you
respond to the end. The estimated time to answer the questionnaire is
approximately 15 minutes. This study was approved by the Institutional Review
Board of Yonsei University Wonju Severance Christian Hospital. If you have anys questions
about the research, please contact researcher Kyung-Hye Park

(Department of Medical Education, Wonju College of Medicine, Yonsei

University, email: erdoc74@gmail.com). If you have any questions about your rights,
please contact the Institutional Review Board of Yonsei University Wonju

Severance Christian Hospital (Tel: 82-033-741-1703). If you agree to this study,
please read the information below and click ‘'l agree’ to start the survey.

Thanks again for participating in the survey.

It is preferable to complete this survey with the use of laptop or computer. If you want to do
it on your mabile phone, please kindly use the horizontal frame to see all of the options in
each question.

Thank you for you cooperation!

dtkchi@huemed-univ.edu.vn Chuyén dai tai khoan &
£3 Khong dugc chia sé

Tiép Xoéa hét cau tra I5i
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Delphi survey on Digital Professionalism
Competencies on Social media for
medical students at Hue UMP

dtkchi@huemed-univ.edu.vn Chuyén dai tai khoén &
£% Khéng dugc chia sé

* Biéu thj céu héi bat budc

Consent for Participation in Research and Use of Personal Information

Written Informed Consent for Research Subjects
*| have read the above-mentioned participant information for the [Delphi survey on Digital
Professionalism Competencies for medical students at Hue UMP].

*| have been fully informed of the purpose, plan, process, and risks of this study. |
understand that the researcher is responsible for providing any additional information about
the study, including any research-related harms, at any time during or after my participation
in this study.

*| understand that all assessments and data submitted by participating in the study will be
analyzed without personally identifiable data and may be presented at academic
conferences or published in papers.

*In accordance with the requirements of this study, | agree that the data collected during the
study may be processed in a computer system.
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*] understand that no data that can identify me as a research participant will be disclosed
without my written permission, except as required by relevant regulations.

*| declare that | have answered all questions honestly and will comply with all rules and
regulations imposed on me by the researcher and listed in the research subject description.

*| agree that this study is conducted through an internet survey service, so the process of
signing my name is omitted.

*Even if | am an employee of a research institution, research director, sponsor, etc., | declare
that my participation in this study is voluntary and there is no compulsion.

*| understand that the personal information collected in the questionnaire will be used for

research data analysis. If | do not agree, | understand that | can select the ‘Refuse to
respond’ option or not start the survey.

Consent to participate in research and use of personal information *
* |f you consent to the survey and use of personal information, please check both
Tand2.

* |f you refuse to use personal information or refuse to respond to the survey, you
can end the survey.

|:| 1. I have read all of the above and agree to participate in the survey

|:| 2. | agree to the use of personal information.

Quay lai Tiép Xo6a hét cau tra |ai
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How do you identify your gender?

O Male
O Female

O Prefer not to say

What is your current professional role?

(O Professor
Lecturer
Lecturer-doctor
Nurse

Administrator

O O O OO

Resident

How many years of experience do you have in your current role?

O Less than 2 years

O 2-5years
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How many years of experience do you have in your current role?

O Less than 2 years
(O 2-5years
O 5-10years

O More than 10 years

In which Department are you working for?

CAu tra 1&i cla ban

I. To what extent do you agree that the following items represent necessary
competencies in digital professionalism on social media relating to Patient
confidentiality, privacy and dignity for medical students?

Strongl . Strongl
. gy Disagree Neutral Agree gy
disagree agree

| understand
that ethical
guidelines and
laws related to

patient privacy
and O O O O O
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|. To what extent do you agree that the following items represent necessary
competencies in digital professionalism on social media relating to Patient

confidentiality, privacy and dignity for medical students?

| understand
that ethical
guidelines and
laws related to
patient privacy
and
confidentiality
must be
maintained
online

I maintain
patient
confidentiality
and refrain from
sharing
identifiable
patient
information on
social media
without explicit
consent

| understand
that even non-
identifiable
information,

Strongly
disagree

Disagree

186

Neutral

Agree

Strongly
agree



I understand
that even non-
identifiable
information,
when combined,
can lead to
breaches of
confidentiality.

| obtain explicit
written consent
before sharing
patient
information
online

| disclosure
patient’s
information only
when it aligns
with court order,
patients
consent and in
terms of the law

| use social
media
responsibly for
academic
exchange or
education,
ensuring patient
information is
anonymized and
shared ethicallv
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| keep patient
information

confidential

remains even O O O O O
after the patient
dies.

| am aware that
there is always
a risk that the

information
online can be O O O O O
disseminated

even in
“invisible group”

| limit the
disclosure of
patient

information to
the minimum O O O O O
necessary to

keep patient’s
privacy

Do you have any suggestions for modifying or adding competencies relating
to Patient confidentiality, privacy and dignity? Please provide your comments
below
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Il. To what extent do you agree that the following items represent necessary
competencies in digital professionalism on social media relating to Professional

boundary, doctor-patient relationship, Public trust for medical students?

Strongly
disagree

I maintain

appropriate

boundaries of

the patient-

physician O
relationship in

accordance with
professional

ethics guidance

| am aware of the

risk where social

and professional
boundaries O
become unclear

when using

social media

I can distinguish

between

personal and

professional

content online O
and take steps to

separate them

when necessary

Disagree

189

Neutral

Agree

Strongly
agree

*



I can
communicate
with patients and
colleagues on
social media
with mutual
respect,
professionalism,
and trust

| would avoid
abusive,
discriminatory, or
harmful behavior
online

| can redirect
patients seeking
medical advice
on social media
to appropriate in-
person care

I can handle
inappropriate
contact
professionally

Do you have any suggestions for modifying or adding competencies relating to
Professional boundary, doctor-patient relationship, Public trust? Please provide
your comments below
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I1l. To what extent do you agree that the following items represent necessary *
competencies in digital professionalism on social media relating to Practitioner’s
privacy for medical students?

St I . St I
rongy Disagree Neutral Agree rong’y

: Cot 3
disagree agree

| can use

privacy

settings to

safeguard O O O O O O
personal

information

and content

I understand
that privacy
settings on
social media
are not
absolute and O O O O O O
content
shared online
can be
permanent
and public.

| can separate
personal and
professional

social media

accounts to O O O O O O
maintain

appropriate
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dre not

absolute and O O O O O
content

shared online

can be

permanent

and public.

| can separate

personal and

professional

social media

accounts to O O O O O
maintain

appropriate

boundaries

I know how to
limit the
disclosure of
personal

information O O O O O

and control
the extent of
my social
media post

Do you have any suggestions for modifying or adding competencies relating
to Practitioner’s privacy? Please provide your comments below

MAntrd & ~fhia han
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IV. To what extent do you agree that the following items represent necessary
competencies in digital professionalism on social media relating to Health

advocacy for medical students?

Strongly
disagree

| understand that

the use of social

media may

cause the O
conflict of

interest

I can manage

the sites based

on

understanding

about conflict of O
interest caused

by social media

use

I would disclose
any personal or
financial
interests when
promoting or
endorsing O
products,
services, or
healthcare
practices on
social media

Disagree

O
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Neutral

O

Agree

O

Strongly
agree

O

*



| avoid unfair

promotion of

medical

services,

practitioners, or O O O O O
products for

financial or

personal gain on

social media

| can use social
media
responsibly for

public health
advocacy while O O O O O
maintaining

professionalism
and trust.

Do you have any suggestions for modifying or adding competencies relating to the
Practitioner’s privacy? Please provide your comments below

CAu trd 16i ctia ban
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V. To what extent do you agree that the following items represent necessary
competencies in digital professionalism on social media relating to Information

appropriateness for medical students?

Strongly
disagree

I ensure that all

medical

information |

post on social

media is

accurate,

evidence-based, O O
and contextually

appropriate to

support public

understanding
and trust.

linclude
sufficient
context in my
content to help
the audience
verify claims O O
and understand
the implications
of the
information
shared

195
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Neutral

Agree

Strongly
agree

*



| accurately
represent my

qualifications, O O O O O

experience, or
expertise

I actively

monitor medical

information on O O O O O
social media

| endeavor to
correct or
supplement

inaccurate or
inappropriate O O O O O
content posted

by myself or my
colleagues

Do you have any suggestions for modifying or adding competencies relating to
Information appropriateness? Please provide your comments below.

CAu tra 1&i clia ban
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Appendix 13. Initial List of Competencies on Digital Professionalism on
Social Media Extracted from Literature Review

List of literature used
1. Vietnamese regulations on digital competency framework for learners

2. Statement on the professional and ethical use of social media by the World Medical
Association

3. The guidelines on “Professionalism in the use of social media” by American Medical
Association Council on Ethical and Judicial Affairs

4. The Guide to Medical Professionalism: Recommendations for social media by Canada
Federation of Medical Students

5. The guide “Using social media as a medical professional” by the General Medical
Council in the United Kingdom

6. The guide to social media and medical professionalism by the Australia Medical
Association

7. The proposed guideline on the use of social media for the doctors by the Korean Medical
Association

8. The Ethical guidelines on social media by the Health Professions Council of South Africa
9. The guidelines for doctors on social media usage by the Indian National Medical Council

10. The Digital Health Competencies in Medical Education Framework: Digital medical
professionalism domain
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Competency Reference
. Item
domain number
1. I understand that ethical guidelines and laws related to 3,5,6,7,
patient privacy and confidentiality must be maintained online 8, 9, 10
2. I maintain patient confidentiality and privacy online 3,4,5,6,
7,8,9,10
3. I refrain from sharing identifiable patient information on 58,9
social media without explicit consent.
4. I understand that even non-identifiable information, when 5,8,9
combined, can lead to breaches of confidentiality.
5. I obtain explicit written consent before sharing patient 5,8,9
L Patient information online
confidentiality,
privacy and 6. I disclosure patient’s information only when it aligns with 57,8
dignity court order, patients consent and in terms of the law
7. I use social media responsibly for academic exchange or 3,5,7,8
education, ensuring patient information is anonymized and
shared ethically
8. I keep patient information confidential remains even after 8
the patient dies.
9. I am aware that there is always a risk that the information 58
online can be disseminated even in “invisible group”
10. I limit the disclosure of patient information to the 3,5,7,8
minimum necessary to keep patient’s privacy
11. I maintain appropriate boundaries of the patient- 4,7,8
IL Professional physician relationship in accordance with professional ethics
boundary, guidance
doctor-patient  12. I am aware of the risk where social and professional 4,5,8
relationship,  boundaries become unclear when using social media
public trust 13. I distinguish between personal and professional content 4,5,6,8,
online 9,10
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14. 1 take steps to separate personal and professional content 5, 8,9, 10
when necessary
15. I communicate with patients on social media with mutual 7,8,9
respect, professionalism, and trust
16. I can communicate with colleagues on social media with 7,8,9
mutual respect, professionalism, and trust
17. T avoid abusive, discriminatory, or harmful behavior 8,9
online
18. I redirect patients seeking medical advice on social 58,9
media to appropriate in-person care
19. I handle inappropriate contact professionally 8
20. I use privacy settings to safeguard personal information 3,4,9,10
and content
21. I understand that privacy settings on social media are not 3
absolute
22. I understand that content I share online can be published 3
1L without my intention
Practitioner’s  23. I understand that content I share online can be permanent 3
privacy even I delete it from my account
24. 1 separate personal and professional social media 7,8,9
accounts to maintain appropriate boundaries
25. I know how to limit the disclosure of my personal 8,9
information
26. I know how to control the extent of my social media post 8
27. I understand that the use of social media may cause the 7,8,9
IV. Health conflict of interest
advocacy 28. I manage the sites based on understanding about conflict 7,8,9

of interest caused by social media use
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29. I disclose any personal or financial interests when
promoting or endorsing products, services, or healthcare
practices on social media

30. I avoid unfair promotion of medical services,
practitioners, or products for financial or personal gain on
social media

31. I use social media responsibly for public health advocacy
while maintaining professionalism and trust.

58,9

58,9

6,9

V. Information
appropriateness

32. I ensure that all medical information I post on social media
is appropriate, accurate and evidence-based

33. I ensure that all medical information I post on social media
is contextually appropriate to support public understanding
and trust.

34. T include sufficient context in my content to help the
audience verify claims

35. I include sufficient context in my content to help the
audience understand the implications of the information
shared

36. 1 do not misrepresent my qualifications, experience, or
expertise

37. I actively monitor medical information on social media

38. 1 endeavor to correct or supplement inaccurate or
inappropriate content posted by myself

39. 1 endeavor to correct or supplement inaccurate or
inappropriate content posted by my colleagues

5,7

5,7

5,7

7,8,9
7,10
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Appendix 14: Case Scenario 1: Posting that Breach Patient’s
Confidentiality and Privacy

1. Learning objectives

- Analyze ethical implications related to patient confidentiality, privacy and dignity in the
context of social media

- Explore how social media use can affect public trust in the medical profession.

2. Case scenario

A fourth-year medical student takes a selfie in the hospital’s
emergency room wearing scrubs and a stethoscope. In the
background, there's a patient lying on a stretcher (face visible).
Scenario The student posts the photo on Instagram in the private post with
description the caption: “First night shift in my life! Feeling like a real doctor
#ERlife #futureMD” The post goes viral among classmates, but
soon reaches hospital administrators and the patient’s family.
The student is called in for a disciplinary meeting

- What exactly went wrong here?

Discussion .
. - If you are the student’s friend, what would you say?
questions

- Could this happen to you?

- What do you think the hospital administrators were most
worried about?
Lecturer prompts
(to facilitate group
discussion)

- If the patient’s face is only partially visible or not visible, is it
still a privacy issue? Why or why not?

- Have you ever seen a post like this from another student? What
did you think at that time?
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3. Activity structure

Time Step Instruction
. . . Lecturer shows case scenario on a slide and
2 mins Case introduction . . .
deliver discussion cards to students
. . . Students discuss the questions together in small
5 mins Group discussion
groups
. . Each group presents their key opinions to the
5 mins Group presentation group b y op
class
Lecturer summarizes key learning points (respect,
confidentiality and dignity and public trust)
3 mins Summary Lecturer links understanding about
professionalism in previous course and PSM
concepts

4. Student orientation
- The lecturer presents the case scenario to the class.
- Students discuss in small groups within 5 minutes.

- Each group is asked to prepare and present a brief summary of their group’s discussion
and opinion to the class.

5. Role of lecturer
Pre-discussion briefing:

- Introduce the case scenario, highlighting key issues such as patient’s confidentiality and
privacy, professionalism, and patient trust

- Explain the objective of the activity: to practice identifying professionalism issues and
developing responsible social media behaviors as future medical professionals.

During discussion:

- After presenting the scenario, let students discuss in small groups.
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- Visit each group briefly to guide if needed and remind them to consider professionalism
principles.

- Invite each group to present their key points.

- Encourage respectful discussion and different perspectives.
Post-discussion debriefing:

- Summarize the main ideas raised.

- Highlight the importance of maintaining patient’s confidentiality and the potential
consequences of breaches of patient privacy.
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Appendix 15: Case Scenario 2: Medical Student Mispresents their Role
on Social Media

1. Learning objectives

- Explain the potential consequences of misrepresentation for public trust and professional
accountability

- Apply ethical principles when creating online health-related content in social media

2. Case scenario

A fifth-year medical student runs a popular social media account

sharing health and lifestyle tips. In a viral video, she says, “As a

Scenario doctor, I highly recommend this skincare product for acne—I’ve
description seen great results in my patients.” Many viewers believe she’s a
licensed doctor and buy the product. She is actually not yet

licensed and didn’t mention that the video was a paid promotion.

- What was problematic about how she presented herself in the
video?
- How could this affect public trust in medical professionals?

Discussion
- What are ethical ways for medical students to share health

information online?

questions

- How would you respond if someone mistook you for a licensed
doctor on social media?

3. Activity structure

Time Step Instruction

. . ) Lecturer show the scenario on a slide with discussion
2 mins Case introduction ;
questions

4mins  Individual thinking  Students think about the discussion questions
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Lecturer invites volunteers to share their opinions

5 mins Open discussion . .
P aloud in front of the class. Lecturer prompts if needed
Lecturer briefly summarizes key learning points from
4 mins Summary the discussion (importance of accurately represent

role in social media, appropriateness of information)

4. Role of lecturer
Pre-discussion briefing:

- Introduce the case scenario, highlighting key issues of misrepresentation of role, public
trust and information appropriateness

During discussion:

- After presenting the scenario, let students think individually
- Invite volunteer student to share the opinions

- Encourage respectful discussion and different perspectives.
Post-discussion debriefing:

- Summarize the main ideas raised.

- Highlight the importance of accurate role’s representation when sharing health-related
information in social media.
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Appendix 16: Case Scenario 3: Student See their Friend Posting
Unprofessional Images

1. Learning objectives

- Perform constructive conversations with peers to address unprofessional behavior on
social media

- Perform self-reflection and verbally describe ways to improve their own online presence
to align with professional standards

2. Case scenario

A third-year medical student posts photos on Instagram from a weekend party. In
one picture, the student is visibly intoxicated, holding a drink while wearing a club's T-
shirt featuring the official logo of Hue UMP. You, a fellow medical student, see this post
the next day. The post is public, meaning the public, hospital staff or faculty could
potentially see it.

3. Student orientation
- Each group is assigned specific roles as follows:
+ Student 1: Plays the role of the student who saw the unprofessional Instagram post.
+ Student 2: Plays the role of a mentor figure (senior student or academic advisor).
+ Student 3 and 4: Observers
- Operator plays the role of the friend who posted the unprofessional photo.

- Each group has 15 minutes to perform their roles, followed by a 10 minutes debriefing
session.

4. Role of lecturer
Pre-simulation briefing:

- Introduce the scenario and explain the context: maintaining professionalism not only in
the hospital but also online and in private life when representing the medical institution.
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- Highlight learning points like public trust, personal responsibility, and managing peer
relationships.

- Remind students that the focus is on addressing issues supportively, not in a punitive way.
Post-simulation debriefing:

- Lead a discussion based on reflection questions.

- Encourage self-assessment and peer feedback.

- Emphasize strategies for preventing similar issues and protecting professional reputation.

5. Debriefing questions using GAS model
Gather:
- What was your intention when you approached your friend?
- What approach did you take and why?
- What did you notice about how the conversation went?
Analyze:
- What were the professional concerns raised by this post?
- How might the public or university perceive the image with the Hue UMP logo?
- Did the conversation reflect mutual respect and professionalism?
- What strategies were used to give feedback constructively?
Summarize

- What did you learn from this scenario about managing personal images and institutional
identity?

- What would you do if you encountered a similar situation in real life?
- How can you apply these insights to your own social media use?

- What are one or two actions you can take to support professionalism among your peers
online?

6. Preparation
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- Printed version of the Instagram post.

Equipment
- Script or guideline cards for students.
- Posting student: operator
Roles - Student seeing the post: student 1
- Mentor: student 2
- Observers: student 3 and 4
7. Process

Process stage

Role of students and operator

Recognition

(1 min)

Narration: student 1 sees the unprofessional Instagram post and feels
concerned

Peer
conversation

(7 minutes)

Narration: student 1 meets operator to talk about the post

Student 1: "Hi, I saw your post from the party. I'm a bit worried about
how it looks since you’re wearing our university's shirt."

Posting student (operator): “Oh really? I didn’t think it was a big
deal—it was just a party with friends. Everyone posts stuff like that”

Student 1: “I get that. But since we’re medical students, people often
see us as representatives of the university and the hospital. A public
post like that might give the wrong impression—to patients, faculty,
or even future employers”

Posting student (operator): “I guess I didn’t think it through... but it
was just one night. Can’t we have a life outside of school?”

Student 1: “I’m not saying don’t enjoy yourself. It’s just about being
mindful of what we post publicly—especially when we’re linked to
the school. Maybe we can talk to our mentor about how to handle
situations like this?

Mentorship
support

(7 minutes)

Narration: Student 1 and operator then go to see the student 2
(mentor)
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Mentor (student 2): “How did you feel when your friend brought this
up? Do you think this is harmful to school’s reputation and
professional image?”

Operator: “I did not think too much when posting it, as I think it’s a
normal post”

Mentor (student 2): “As medical students, even our personal conduct
online can affect how the public sees us and our institution”

Operator: “I’ll be more careful about what I post publicly”
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Appendix 17: Case Scenario 4: Student Receives the Friend Request on
Facebook

1. Learning objectives

- Explore the importance of maintaining professional boundaries between healthcare
providers and patients online.

- Perform appropriate and professional communication with patients to maintain
boundaries on social media

2. Case scenario

A third-year medical student receives a Facebook friend request from a young, female
patient they cared for during their internal medicine rotation. The student feels conflicted—
on one hand, he wants to maintain boundaries; on the other, the patient was very kind and
they had built rapport. Several days later, the patient approaches the medical student and
ask him why he did not accept his friend request.

3. Student orientation
- Each group will be assigned specific roles as follows:
+ Student 1: Plays the role of the medical student who received the friend request.
+ Student 2: Plays the patient who asks about the unaccepted request
+ Student 3 and 4: Observers

- Each group will have 15 minutes to perform their roles, followed by a 10 minutes
debriefing session.

4. Role of lecturer
Pre-simulation briefing:

- Introduce the scenario and the concept of maintaining professional boundaries in social
media. Clarify that the goal is to practice respectful, professional communication while
preserving rapport and trust.
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- Emphasize that students should avoid blaming the patient and instead focus on affirming
the patient’s value while upholding boundaries.

Post-simulation debriefing:
- Lead a discussion based on reflection questions.
- Encourage self-assessment and peer feedback.

- Emphasize strategies for preventing similar issues and protecting professional boundaries

5. Debriefing questions using GAS model
Gather
- What were your initial feelings when the patient asked you about the friend request?
- How did you choose your words in the moment?
Analyze

- What professional concerns are raised when accepting or rejecting friend requests from
patients?

- How did your response balance empathy with boundary-setting?

- Were there alternative communication options you could offer the patient?
Summarize

- What did you learn about managing professional boundaries in social media?
- How might you respond differently in a real-life situation?

- What message does your action send to the patient about trust and professionalism?

6. Preparation

- Electronic devices (phone, tablet, ...) to show the friend request in

social media
Equipment . . . . . .
quip - Printed version of the friend request in social media.

- Script or guideline cards for students.
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Roles

- Student receiving the friend request: student 1
- Patient; student 2
- Observers: student 3 and 4

7. Process

Process Stage

Role of Students and Actions

Recognition
(1 minute)

Narration: Student 1 receives a Facebook friend request from a
patient they cared for during their internal medicine rotation.

Patient interaction
(8 minutes)

Narration: A few days later, the patient meets student (medical
student) in the hospital hallway

Student 2 (patient): “Hi, I noticed you haven’t accepted my
friend request on Facebook. I thought we got along well
during my time here. Did I do something wrong?”’

Student 1: Responds with empathy and professionalism:
“I have to follow professional boundaries and avoid
connecting with patients on personal social media”
Narration: Student 2 may respond emotionally or with
curiosity

Student 2: “I didn’t realize that. I thought we were friends.
Can I message you if I have questions about my condition?”
Student 1 should handle it carefully, suggesting alternatives:
“If you have medical concerns, it's best to contact your doctor
through the hospital channels. That way, you get proper advice
and your information stays secure.”
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10.

11.

Appendix 18: Learning Material for Class on Professionalism in Social
Media

1. Statement on the professional and ethical use of social media by the World
Medical Association

To maintain appropriate boundaries of the patient-physician relationship in accordance
with professional ethical guidelines just as they would in any other context.

To ensure that no identifiable patient information is posted in any social media by their
physician, by increasing the understanding of privacy provisions of social networking sites
and their limitations while considering intended audience and the technical feasibility to
restrict access to the content to predefined individuals or groups.

To exercise care when using applications that might compromise the security of the data,
including when consulting with colleagues.

To promote and apply the principles in the WMA Guidelines on Promotional Mass Media
Appearances by Physicians to all social media activities by physicians.

To encourage physicians to routinely monitor their own Internet presence to ensure that the
personal and professional information on their own sites and, to the extent possible, content
posted about them by others is accurate and appropriate.

To prevent the use of technological devices from diverting our attention during direct
consultation with the patient.

To provide factual, concise, understandable information, declare any conflicts of interest
and adopt a sober tone when discussing professional matters.

To avoid inappropriate use of the networks, frivolous, insensitive attitudes or light-hearted
opinions on medical matters.

To draw the attention of physicians to the fact that social media content posted by health
professionals may contribute to the public perception of the profession and should be done
in accordance with the principles in the WMA Declaration of Geneva and the International
Code of Medical Ethics.

To include education on the use of social media in medical curricula and continuing
medical education.

To behave in the media and on social networks with the same scientific rigor and the same
approach as in a consultation and show the same respect to patients and colleagues.
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12.

13.

14.

15.

16.

To create mechanisms for accountability in professional settings when inappropriate
behavior on social media is observed and reported.

To promote health literacy and knowledge among populations and with individual patients
by using objective and evidence-based messages in accordance with the principles in
the WMA Declaration of Geneva, the WMA International Code of Medical Ethics, and the
WMA Statement on Healthcare Information for All.

To combat misinformation, disinformation, and the promotion of pseudoscience and
pseudo therapy on social media, all of which can result in negative health outcomes for
patients and communities.

To counsel fellow physicians who engage in misinformation, disinformation, or violation
of patient trust on social media and/or report to relevant authorities for ongoing deliberate
acts of the same.

To raise awareness among physicians and medical students about the possibility that
information shared on social media could be used in misleading ways by individuals or
companies.
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2. Competency list on professionalism in social media

Domain Competency
1. I maintain ethical guidelines and laws related to patient privacy
and confidentiality online.
2. I share identifiable patient information on social media only
when I obtain explicit written consent from patient
3. I disclosure patient's information to the minimum necessary like

L. Patient when it aligns with court order or when patients consent

confidentiality, privacy 4 [ yse social media responsibly for academic exchange or
and dignity education, ensuring patient information is anonymized and shared

ethically

5. I keep patient information confidential remains even after the
patient dies.

6. I am aware that there is always a risk that the information
online can be disseminated even in “invisible group”

I1. Professional
boundary, doctor-
patient relationship,
public trust

7. I maintain appropriate boundaries of the patient-physician
relationship in accordance with professional ethics guidance

8. I take steps to separate personal and professional content when
necessary

9. I communicate with patients on social media with mutual
respect, professionalism, and trust

10. I can communicate with colleagues on social media with
mutual respect, professionalism, and trust

11. I avoid abusive, discriminatory, or harmful behavior online

12. I handle inappropriate contact professionally

ITI. Practitioner’s
privacy

13. T use privacy settings to protect my personal information,
while recognizing their limitations and the risk of unintended
content disclosure

14. 1 separate personal and professional social media accounts to
maintain appropriate boundaries
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15. I know how to manage visibility and disclosure of my personal
information and social media contents

IV. Health advocacy

16. I disclose any personal or financial interests when promoting
or endorsing products, services, or healthcare practices on social
media

17. I avoid unfair promotion of medical services, practitioners, or
products for financial or personal gain on social media

18. T use social media responsibly for public health advocacy
while maintaining professionalism and trust.

V. Information
appropriateness

19. I ensure that all medical information I post on social media is
accurate, evidence-based and contextually appropriate to support
public understanding and trust.

20. I include sufficient context in my content to help the audience
verify claims and understand the implications

21. I accurately represent my qualifications, experience, and
expertise

22. I endeavor to correct or supplement inaccurate or
inappropriate content posted by myself

23. I endeavor to correct or supplement inaccurate or
inappropriate content posted by my colleagues

3. Example Scenarios of Professionalism and Social Media Use

A. A medical student creates a social media website to share and discuss both pre-clinical

and clinical medical knowledge (e.g., "Cardiology Interest Group" on Facebook).

B. A medical student has a blog on which she posts reflections about both personal and

professional issues. She has just finished her clinical skills course. A patient, whom she

met during the course, comments on the student’s blog and discloses protected health

information with the expectation that the student will continue the discussion.

C. A medical student is shadowing an Obstetric physician. She posts (on her Facebook

page) a picture of a baby whose delivery she observed, expressing joy, best wishes to the

family, and congratulating everyone involved in this excellent patient outcome.
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4. Relevant Guidelines for Example Scenarios

A. This is a learning community environment, in which medical knowledge is exchanged,
shared and discussed. While the goal is laudable, there are still risks. A disclaimer is
necessary, since postings may be incorrect, taken out of context, or improperly referenced.
The moderator should take precautions to prevent the posting of information or
photographs that are potentially identifiable to a particular patient. Best practices: Protect
patient privacy; identify yourself; use a disclaimer.

B. Social media discussion with a patient should not directly address health concerns of
individual patients. Best practices: Protect patient privacy.

C. Without written patient/representative consent, this is a clear violation of patient
confidentiality, even if the patient is not named. Best practices: Protect patient privacy.
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Appendix 19: The individual readiness assurance test and group
readiness assurance test questions

1. A patient you met during your clinical skills course sends you a Facebook friend
request. What is the most appropriate action?
A. Accept and limit the interactions to polite comments
B. Accept but avoid discussing medical issues
C. Ignore the request and avoid mentioning it
D. Decline and politely explain why through appropriate channels

2. Which statement best reflects a professional mindset in social media?
A. My account is private, so I can post anything I want
B. If it’s funny and doesn’t name a patient, it’s probably fine
C. Even if my account is personal, I represent my future profession

D. I delete posts after 2 hours, so no harm done

3. Why is it risky to post a patient-related photo even if no names are mentioned?
A. It may be copied by other users without consent
B. It may be associated with your institution's official account
C. The context might still make the patient identifiable

D. It may result in a temporary social media ban

4. You see a viral health tip on TikTok shared by an influencer with no medical
background. As a medical student, you want to correct it. What is the most professional
approach?

A. Post a funny video mocking the misinformation
B. Ignore it—it’s not your responsibility
C. Share a respectful, evidence-based comment or post with citations

D. Report the video and ask others to do the same
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5. A medical student frequently posts Instagram stories about their daily life, including
their apartment location, gym routine, and weekend activities. Their account is
public and followed by patients from previous rotations. What is the main
professionalism concern here?

A. Oversharing could damage their personal brand
B. Public content might lead to unwanted attention or boundary violations
C. It may make them appear too casual for the medical profession

D. Patients might think they are not dedicated enough

Answers:
1.D

2.C

3.C

4.C
5.B
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Appendix 20: Satisfaction survey (Level 1 of Kirkpatrick Model)

Section 1: Please indicate your level of agreement with the following statements

Statement

Strongly
disagree

Disagree

Neutral

Agree

Strongly
agree

1. The objectives of the class
were clearly stated.

2. The content was relevant to
my professional development.

3. I gained new insights about
professionalism in social media.

4. The class was engaging and
interactive.

5. The learning activities (e.g.,
case discussions, team-based
tasks) helped me understand the
topic.

6. The class encouraged active
participation.

7. The lecturer communicated
clearly and effectively.

8. The lecturer fostered an open
and respectful learning
environment.

9. Overall, I am satisfied with
the quality of the class.

10. I would recommend this
class to other students.
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Section 2: Please answer these following questions briefly

1. What aspects of the session did you find most useful or meaningful?
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Appendix 21: Pre-test and post-test (Level 2 of Kirkpatrick Model)

Select the response that best represents how you would act in these following situations,
and briefly explain your reasoning.

1. You’re considering creating a TikTok video about “Five foods to boost immunity”.
You gathered tips from health blogs and summarize them using fun visuals and voiceover.
You’ve seen other medical students and influencers doing similar videos. You're not
licensed yet. What would you most likely do?

A. Post the video without mentioning that you are a medical student
B. Post the video with a note that you’re a medical student, not a licensed doctor yet
C. Avoid posting any health-related content in social media

D. Copy similar content from other creators without citing or checking the sources

2. A friend tags you on Facebook in a casual party photo. You're holding a drink and
wearing your white coat after coming straight from school. What would you most likely
do?

A. Leave the photo up because it’s your personal life
B. Remove your name tag but don’t mention it to anyone
C. Ask your friend to remove the photo and explain your concern

D. Report the post to the Facebook

3. You took a group selfie during your clinical rotation and are about to upload it to
Instagram. The hospital name and a whiteboard listing patients’ first names are visible in
the background. What would you most likely do?

A. Post the photo immediately — it’s harmless and only shows first names
B. Crop or blur out the background before posting
C. Ask others if they think it’s appropriate to post

D. Decide not to post the photo at all
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4. You recently assisted with wound care for a young adult patient during your surgical
rotation. A week after discharge, you receive a direct message (DM) on Instagram from the
patient: “Hi! Just wanted to say thanks again for helping me. The wound is healing well.
Hope to stay in touch!” You haven’t shared your account with this patient, but your profile
is public, and it includes some casual photos from school and your personal life. What
would you most likely do?

A. Reply with a friendly thank you and keep chatting if the patient initiates further
conversation

B. Thank the patient briefly, then block the account to prevent future interaction
C. Ignore the message entirely—responding could lead to boundary issues

D. Politely respond once and then adjust your account to private to prevent further contact

Answers
1.B
2.C
3.D
4.D
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Appendix 22: Survey and reflective essay (Level 3 of Kirkpatrick
Model)

1. Have you changed how you engage with social media since completing the class?
A. Significant negative change
B. Slight negative change
C. No significant change
D. Moderate positive change

E. Significant positive change

2. To what extent do you now feel more confident in maintaining appropriate
professional boundaries on social media?

A. Much less confident
B. Less confident

C. No change

D. More confident

E. Much more confident

3. Have you made any changes to your privacy settings or professional online
presence?

Please describe any changes you have made:

4. Since completing the class, how have you applied the principles of professionalism
in your day-to-day social media interactions, both personally and professionally?
Please describe specific examples of how you have changed your behavior on social
media as a result of what you learned in the class.
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5. Since completing the class, have you proactively shared or discussed the concepts of
professionalism in social media with others (e.g., peers, junior students, or colleagues)?
Please describe any instances where you took the initiative to inform or guide others
about professionalism in social media regarding online professional boundaries based on
what you learned in the class.

225



Appendix 23: Rubric for peer evaluation

Name: Date:
1=Weak 2=Below 3=Average 4=Above Average 5=Superior
Attribute 1 2 3 4
Diligent
Proactive

Constructive opinion to team

Constructive feedback to team
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