creative
comimons

C O M O N S
& X EAlI-HI el Xl 2.0 Gigel=
Ol OtcHe =2 E 2= FR0l 86tH AFSA
o Ol MHE=E= SN, HE, 8E, A, SH & &5 = AsLIC

XS Mok ELICH

MNETEAl Fots BHEHNE HEAIGHHOF SLICH

Higel. M5t= 0 &

o Fot=, 0l MEZ2 THOIZE0ILE B2 H, 0l HAS0 B2 0|8
£ 2ok LIEFLH O OF 8 LICEH
o HEZXNZREH EX2 oItE O 0lelet xAdE=2 HEX EsLIT

AEAH OHE oISt Aele 212 WS0ll 26t g&
71 2f(Legal Code)E OloiotI| &H

olx2 0 Ed=t

Disclaimer =1

ction

Colle


http://creativecommons.org/licenses/by-nc-nd/2.0/kr/legalcode
http://creativecommons.org/licenses/by-nc-nd/2.0/kr/

O 57]7] AZE o9 Alo|HHE HIE
23k SBOM A8 U] #5249 A2t



o 8717] LT ES0]e] AlolvEt HIIE
2% SBOM A& =l 559 Aot

20241 64

AA Y et
&% o3

o] A

rpx



Eede] A Aoz AFH

SREE) %ﬁ%%

aana A% A%
ansa M NU Al

A et e

20244 69



i
o)

N2

A)3ko]

T
T

] oj=gl 2o}

oA

HE of71A

oj

i)
b}
o
o

o=
e
oR

ol

oo
il

il
—_

<R
e
<A
w
1)

0
e

HAbe]l Trg =PYTh whmal opFol i = 24 o

o
Ea
—_

N

.
1

!
al
ﬂ
B
o

O

pu—

N

o

o
HH
fuy

_EO
o

hoa)
=

T 2o, oo

o

Np

—=
"o

o

"
al7
Tor

al7
H

)

b

o)
!

)

)

o

6

20243

™
of

o/

4



TIR FFE] e iii
B 1 - T v
T @ O ettt v
T PP 1
11, AFEI7 T QAL e 1
12. 4 BB e 3
1.3, M T O HFH] ce 4
1.3.1. Od:rLHﬁ]‘.H ......................................................................... 4
130, St E et 4
1A, OFO] Hl QO] BT E] «vnentnetn ettt 6
A2AF O] B 7] 7] AFO B ELOF BEF «evevnrnrneneinait ettt ]
21. E7]7] AFO]H HOF Z]E QIE] it 8
22, 91 B7]7] AFOIBIHLOF Z OFF worrtit i 11
2.3, O] 7] AFOIH HOF TFA TEBE evereneneneneiett 14
231, U] TFA] TBE cvcerre 14
232, T TFA] TEBE cveerneee 15
A3 o) 87]7] Eoell e Az ES o] AP A (SBOM) A8 cooeeeeeeeeeeeee 20
3.1. SBOM 7HQ L SEF Q)T covrrvrerneeetit ittt 20
3.1.1. SBOM A Q] H Q. veennett 20
312 SBOM Z83A @ SEF Q) QI «evrvrvnrnnnniiaiit i 24



3.2, SBOM B8 HEOE «entrnentnet et ettt 25
33, 9 SBOM A& W A Z2Z] TEFE covvrneneinaiiaieaaea 27
34, 9877 AZ2 SBOM ZHA 2 Zha]HFH o oeeneen e 29
341, SBOM SLEIZ Z2F] ceeenentnenenttete et 29
342 SBOM ZFE AL L ZFA] «oeenenennentiain et 31
34,3, SBOM HI L +ereeeeerenmeetnet ettt ettt ettt 35
3.4.4. SBOM %X]H_},‘_(zﬂ /K(]}}xé) ...................................................... 36
3.5. SBOM ZFA] Al FLBJAFBE «eeeverremrnenntntnatei ettt 37
3.6. SBOM H O] E] B A1 «rerenentnninttait ettt 38

I I 41
A1, SBOM HIOJE] HFO] QA% «rrrmtnntninattt ittt 41
42, Ag 2T EY o] SBOM ZHA o Al AQF «rerrrerneernenaieiiaaas 41

AISAF FLE D ZLE ettt 47

T 49

O FL @ OF +e it tntt et 51



1>

2>

3>

4>

5>

6>

>

8>

9>

Fo U5HE FAE 97 A FE LD AR e 1
OB 7] 7] HOF B QA cererrieie

SBOM Z8S 93F Q] QI +evrrrrrerrmmenenenietatiiieiiananes Z
SBOM SPDX B & Gl A] cerereeerenenammneianiiatiee 42
SBOM SWID B A S Al +ereeerremrnaeeneiaeieaeteaeeaenn 49
SBOM CycloneDX B A @l Al «eerenrmmmmi 43
A ZA N A A TPEEEE SBOM c-vvvevrrreemrmrmeeenenenenns

AE AT E QO] SBOM ccrvvrrrrrerrereeeet . i:
QT AT EY O] SBONM crrrrrrrrrrrremnenteaeetateaaas 46



#* A4

VAN
=5

A
=2

A
B

A
K

1>

2>

3>

it 4>

AN
=5

AN
2

VAN
=5

A
=5

A\
K

5>

6>

>

8>

i3 9>

O] T 7] 7] AFO B HL O Q@ TFEAFB e enenenenteti e S
AFO] B HOF 2 0FA] Bl AFAL AFE]vverrerrreeee e 11
)27 7] AFOlH B Ot FQ BT A H AP eeeeieei 17
CE MDR MDGC ApolH BQlE @AM bl F @A ceeereeeeeeeeeeee 19
SBOM 7]2 A0 «overterternontntiuiiiiiiiuiiiiiiieiuiiiiieiieiiiieieeiies 29
AT EY o] BAAL SBOM A& Al THA] wovverrreeeeieii 24
SBOM &A1 HFHI O] ZFTEFF] ceeneeneeneenannaeteieiia et e 29
NTIA, FDA, IMDRF'2 SBOM 33F F A QAR -oeveerereeeeees 33

71E G4l 71wk SBOM 71 784 AR o) visg W (NTIA) -+ 40

_iv_



2 ¢

Sl

=

9777 AZEYo AlojHH HIIE ¢t
SBOM A& U 229 A<t

of

2 AFE T A4 A3 AZEY S A E M A (Software Bill Of Materials,
SBOM) Wt Fdko] w30 i) o5 7]7] AZEY o] FH T Alolw Kol Zof A

axegol AAYAA 440 Bad An A AAsnA Bk

[
ot

A dxAefe] o] wE HetgYo]l Fketa o] vV AZES ]

Hoge sl FadiAm vk 2 EAAE &89 5|7 AZEY ] sfwo] WA

— =1

877] ok fele =l AE At A efon AR el Aozt glrel
57]7] 22 ES S SBOM Aol el A §& At 877 KZES

54% mestel 48 WAS 2

AzA D Fae] 44 B 2 KARF RS olun Bk

_|0l
jubal
i)
rir
=S
Lo

57]7] AZE9|o], Alo]v Rt AZEY o] AAHA A, SBOM



87]7] EofellMe] AZE 0] &8 Wek, AFERE oy} o] o] 27]7A]

a5 AA ARAA e EAE Vs 7N AZEY = 20200 oF 19 EE oA

20261 oo} oF 4500 del g, AW 45%° AT Aow dAWEthD 2)

’

i 2020 ®2026
=
[t
-
o .
o &
2
=
b -~
N @
- -
1
S0rH 2| 7} 73 OF A OF (ER 2 ) 71 Ef

Z . MarketsandMarkets, Atificial Intelligence in Healthcare Market, 2020

a9 L 78 U5E deAs om A e 3 A



LZE S FaAol Aol wel Alo]W B FAE A
= Ak MARS] Qlad F2 Afolmr el A, ol 4y A% A wet FHeA A

5ol S18717] ApolHmel o) AbdlZl AL Ao WAST gk A H9 FAlwe

e elel A AlolMF AL ol WAdlol Aoz WY Axwe] nhHoe] B4 dm
9 A ws} Bran olw Qe WA Hzel AGALI} AT

AQL o= dHolH & 5o Atelw A9 tiddeol & 4 gtk

it o) 857)7] AZEd 0] RS 9 SEAAE TS ARSI o 1FA T
B¢ B AZES|O T LR o] A5 oR &8 9 sk AFe] glo] Azt
O] & AbHESF P w=Fd 5 UTh

FaTME o AZE O TFEe] FHAS FHsE LZE ] AP
(Software Bill Of Materials)®] H Qo] F&ERFIL Qlth, wlw nlo]& PAF= &ehel=
A7 Alm 9 22U selzetel dadle} A Sow 20219 79 SBOME EF
=7Fo] Alolu|etr 7F3tol] ¥k FAHH(EO 14028)S L x It i F A& AlolH
Hete] dAuigts g Ve wd 2 FEy 9z 19 AR wF AsE 5HoR A A

E

ARe WART AZEGY FHY Wot S Fi 4z

ut



ul-9] o= 7]7] AtolWeF 4 @ IMDRF Ay ¢ F2
ate = S15717] Zokel A8 7Fed SBOM 8.4 3 A S

Aqaste] Bl Axk R S Y A R FANF B8 wolug Aok

ol-mJ'U

SBOM= o|57]7]0ll A& Az ES ] A a4k Aol Rl Ry oF8 7}
Aetal s dsty] Rt Egh= ARolHESE A4St s 2ok Abdolth

u| =+ A1 3EZ o) okit(Food and Drug Administration, FDA)& AZE Y o] 1A E3o|

ofr

3

o

gro] 20239 3¥€ 9E7]7] Atelw K SPH(Ensuring Cybersecurity of Devices,
Section 524B(a) of the FD&C Act)E i, oo A= U F&5 = <AE o
Ad 7bsd BE o =7]7]E SBOMS FFA o2 AZEdof gt

A o &7 7] 9t A F= A2 (IMDRF, International Medical Device Regulators
Forum) %3k “o]57]7] ApolMEQES 913 AZESJo] AaAgAl 42 5l b
(Principles and Practices for Software Bill of Materials for Medical Device
Cybersecurity)” & ¥7+8} 1t}

olel gk mAA S vlu B wkgste] I w77 AZE O] AxPA ] FH

] Abe]HERE S oA AZES|o] AAEAA Aol Fagh Aal AEkS Ao RM,
A, st 2 FART ol E=ws AlEske] AlolH

uek o)A ghe] obal sl ebgael f49 S AEE sk o HHo] itk

A ES 7} 28

r
Lo
b
~

S
I



1.3.1. A9

T AEIFEFAANA AT stolEekelst BARA AZE T e

Au771(dslel B ZRa he =] ArIE x¥ete guTY)) Bu AZES
o8717] T A BAUSB, Wi-Fi 5)& AHgstAu B4l A=7F 9l o m7]7]d
A 8-3eto)

m

8717l AxzECIS AAZAQ AolMEt #AElE 97 AZE S AP AIA

44 0 BAYEE 9% 4

o,

e AA T,

)
X
o
ol
o
1
i
ot
i

oJ&87]7] ok el =l SBOM A& a7k @ o, AF o] A7t
gl7lel Az Eg o] SBOM Ao Ae] AA S AA st 57]7] LAZE e
545 st A8 HeE AT

IMDRF, "= =3 %5 33 (ANSI, American National Standards Institute), =5 A
%3} 7] (SO, International Organization for Standardization) & =A 7F3<
EAstaL, F2 =7ke SBOM ## fAlef & 4-AHgES Hlalsto], Alo]H HEQE 913
T =4 988 ystaa v 9577 Alx4e SBOM A 2 #E

e
=



1.4, oFo] @ go]- 2D B 9 10) 11)

1)

(2)

3)

(4)

o)

(6)

(7)

o
jd

(KS X ISO/IEC 27000:2019)

7}-&-73 (Availability): & 8 Al " 7hsst AbE s AR

712 (Confidentiality): X5 w17} 7, 7|&#, Z2A2=7F AFEE 5 §lA
StAY ol 5ol Al A LA st A

(KS ISO/IEC 27000:2019)

T4 (Intergrity): A4, A& T AE o|F=2 vd7|d WA o=z oyt
WAL A & AA(KS X ISO/IEC 27000:2019)

AT EY o] o 87]7](SaMD, Software as a Medical Device): dt=¢]ojo] 4
HA ki oz 7]7]e] AFgEA HIeE VeS JHAT SHAA FH 9
LEZEgojRro R o] Fojzl o5 7]V

Abol ¥ B9k (Cybersecurity): A A A F7] & 7124, ¥4, 718440 A4t
TFoE FAEESE HE AN, T, 894 =E gy 59 vivtd dF5e2
FH AR Alado]l BT AE(ISO 81001-1:2021)

F kA (Vulnerability): 3t} o]/de] f1del <ol&] fFdd & e AL ==

Al FFe] Bt A AR(KS ISO/IEC 27000:2019)

ol Z g Aol =2z <le s o] ~(API, Application Programming Interface):

fEel Aol TRl MEN Aulx, A w29 A Aazshed
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(9) 74 &4 (Component): A ="l =84 H= =4
gz Holw, 7lsa QEHe] A7 WAHo] flem AA = ALY

upel Al "] v AR sy or EXsks A

(10) Al sl Al gk(hash): elolEl el Ae dojo] o] gha A=l AH&5=
AR Rl S Al FHarol o8l ANtE gk
(ISO 17090-4:2020)

(1) %77 (Life cycle): AF E Azge] 27 F4¥E A% A7 2 7]
oEt dde BE £9 ©A

(ISO 81001-1:2021)

(12) 8= % Yddo]E(Release and Update): & &7]7] 2ZEQ o] FA oH
e e 93 A= 2]

(13) 472 (Repository): dlolE] HAo] 7538 AAAola 240 dHole AFAi

(ISO/IEC/IEEE 26511:2018)

(14) A2 =9 ol A HAA(SBOM, Software Bills of Materials): sty o] 9]
H A8 A HA 2 Ve #H FHY B5

1>
e

(15) A2ZE9 o] T4 84 (Software component): AZE o] A|A®E = RE
G, HolH e A9 22 245 XA =d AMEEHE dubEel 899

(IEEE 1061)
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(20)
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AT EY O] FA B (Software component analysis): st} o]Ae] =45 AR
o] FE o] 22 AMEle] oWl FEr) ¥ o] i=x AWEtE mato)H,

A 2 2ZEJO], 85 2 0Z4LA AZEY S, ol % 7]X

5ol A=

AT E Y o] EHA(Software transparency): AZE¢|ole] RE g d=a A=
T2 2 FAHALAE AESIE AZE 9 A Fx

Al 2=®l(System): 3t o449 7l 5& Fds7] Hdl Y FE FEete 84
= 2] Z23HISO/IEC/IEEE 12207:2017)

EFAl AZ E 9] o](3rd-party software): ##H FAlatel Sl Aow <AL=

Q) = AR} AFEE AZE oo]m [SO/IEC 7tolE 2014 +A 49

A FALAR st party (5 2F), 2nd party(FFel b)) o) sl B A AS e

# ok (vulnerability): atvt ool 1o & ofgE 4 A A =E
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2R} (2.8) Creator: (tagCreator), meta?ata{lauthors
@name author
o] ~EN T . metadata
2t g (2.9) Created: <Meta> imestamp
el <Entity> @role Supplier
s AT PackageSupplier: /D(ngitg]glﬁcgigﬁ o publisher
T84T (3.1) PackageName <SOfthrrlZIriintltY> name
<softwareldentity > .
2]
o = PackageVersion: @version version
PackageChecksum: <Payload>/../<File> Hash
TALA FA @[hash-algorithm]: “ ?S n
PackageVerification hash alg
(2,5) SPDX
15 ANz} <softwareldentity>  bom/serialNumber
o Namespace @taglID component/bom-ref

(3.2) SPDXID:

(7.1) Relationship:
DESCRIBES
CONTAINS

<Link> @rel,
@href

(Inherent in nested
assembly/
subassembly
and/or
dependency
graphs)
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SPDXVersion: SPDX-2.2

Datalicense: CC0-1.0

SPDXID: SPDXRef-DOCUMENT

DocumentName: SYlnnovate

DocumentNamespace: http://spdx.org/spdxdocs/SYInnovate-1.0
Creator: Tool: (F)SYI

Created: 2023-04-05700:00:00Z

PackageName: SYlnnovate

PackageVersion: 1.0

PackageSupplier: Organization: (5)SYI

PackageDownloadLocation: http://SYl.com/SYlnnovate

FilesAnalyzed: false

PackageChecksum: SHA256: 6dcd4ce23d88e2ee95838f7b014b628e2e7e58b8b%e4b2fb1fdd3518aaf3f8e6
PackageVerificationCode:

6dcd4ce23dBBe2ee95838f7h014b628e2e7e58b8be4b2fb1fdd3518aaf9f8e6 (excludes: SPDXRef-DOCUMENT)

1% 4. SBOM SPDX WA oA

<?xml version="1.0" encoding="UTF-8"7>
<bom xmins="http://cyclonedx.org/schema/bom/1.3" version="1">
<components>
<component type="library” bom-ref="pkg:maven/org.example/SYInnovate@1.0">
<name:=>SYIlnnovate </name:>
<version>1.0</version>
<publisher>(5)SYl</publisher>
<hashes>
<hash alg="SHA-
256">6dcd4ce23d88e2ee95838f7b014b628e2e7e58b8b%e4b2fb1fdd3518aafof8e6</hash>
</hashes>
</component>
</components>
</bom>

18 6. SBOM CycloneDX HH A

_42_




=<?xml version="1.0" encoding="UTF-8"7>
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patch="false"
media="false">
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name="(5)SYI"
regid="com.SYI"
role="softwareCreator tagCreator”/>
=Link
href="http://SYl.com/SYInnovate"
rel="product”/>
<Payload >
<File
name="/opt/SYl/SYInnovate/bin/example”
size="182736"

hash="sha256:6dcd4ce23d88e2ee95838f7b014b628e2e7e58bBb%e4b2fb1fdd351Baafof8eb"/>
</Payload>
=/Softwareldentity >
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ABSTRACT

Proposing a Standard Model for the Application of SBOM

in Cybersecurity Evaluation of Medical Device Software

Through this research, in alignment with international trends in Software Bill of
Materials (SBOM), recommendations will be made for the establishment of SBOM
in terms of software quality management and cybersecurity for domestic medical

devices.

The proliferation of digital healthcare has led to an escalation in security threats,
rendering the management of security in medical device software imperative. With
the expanding utilization of open-source platforms in the development of medical
device software, manufacturers are increasingly susceptible to inadvertent
cybersecurity vulnerabilities. In response to this challenge, the necessity for SBOM
(Software Bill Of Materials) has been advocated to ensure transparency within the
software supply chain. SBOM furnishes essential information required to manage
and counter security threats within the software supply chain, encompassing a

comprehensive enumeration of all components integrated into a software product.
International trends indicate that integrating SBOM can enhance effective risk

management, serving as a foundational asset to augment cybersecurity risk

management protocols across the lifecycle of a medical device product.
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Given the scarcity of domestic precedents beyond the medical device realm and
the absence of a government-defined framework, this study will present policy
trends at the medical device software SBOM level. It will explore the applicability

scope by accounting for the idiosyncrasies of medical device software.

Drawing upon domestic and foreign medical device cybersecurity regulations,
IMDRF guidelines, and an analysis of SBOM policies in major foreign nations, this
study has identified SBOM elements and recommendations adaptable to the
domestic medical device sector. These recommendations aim to streamline the
creation process for manufacturers and implementers, thereby enhancing operational

efficiency and maintenance efficacy.

Keywords: Medical Software, SBOM, Software Cybersecurity
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