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Abstract: According to the COVID-19, development of various medical software based on IoT(Internet of Things)
was accelerated. Especially, interest in a central software system that can remotely monitor and control ventilators
is increasing to solve problems related to the continuous increase in severe COVID-19 patients. Since medical device
software is closely related to human life, this study aims to develop central monitoring system that can remotely
monitor and control multiple ventilators in compliance with medical device software development standards and to
verify performance of system. In addition, to ensure the safety and reliability of this central monitoring system, this
study also specifies risk management requirements that can identify hazardous situations and evaluate potential haz-
ards and confirms the implementation of cybersecurity to protect against potential cyber threats, which can have seri-
ous consequences for patient safety. As a result, we obtained medical device software manufacturing certificates from
MFDS(Ministry of Food and Drug Safety) through technical documents about performance verification, risk man-
agement and cybersecurity application.

Key words: Medical device software, Central remote monitoring, Risk management, Cybersecurity, Software
validation

LM = ameglolgo] ZAH3 QIrHi]. oleld #4)E COVID-
19 o Qe AR dimeEol vl wAlow
2ol AFEIEU(I0T, Internet of Things) 7|RFO2  slajw A o< 7143} COVID-19 $j%= 3t

al
Z

i)
32
=
LS
A
ol

AR B ABRA 7e S AmT7]o] AMEE 2o 2712 AT TEY] AFEY FoAo] HzFET} o Eo
S B &t RS $EL HE) St
*Corresponding Author : Wonseuk Jang o] QAT EVE AL3 IRES FooA] YA R HY
B1, 20, Eonju-ro 63-gil, Gangnam-gu, Seoul, Republic of Korea, Elelsl 2 olh AmEo A Tolo] ThAlo] ol
Yonsei University College of Medicine Medical Device Design & -]‘o % e £RE o] AlLE E8de] el okl
Usability Lab EE BYE Y= AZE Y] AAHE sl om

Tel: +82-2-2019-5442 7171017] wiEo] Aol Mwyl wlAElA o3k Qo=
E mail: WS JANG@yuhs.ac 1710171 wiZofl Algre] gt WA AykEe] qlen

B ol7 90201 WELX O] G ] (202011B26)2 ZaE e WA/dk A= o] wlp- Fasiet. wEbA dAl @] =
u] olof A= 3

99



100

0]l
1o

mloiv

) 2 9l

4o

7] 94 S BUEF g Alo] Al 7HY

f

ATEQo] ST W AolulHel - HXG - LR - AU

7] 22 E0]Y] 5 HAsfof gk B3t 7] EA o 9
&2717] 2ZEfols AxAA NN 2ZES S
sl S 2L Lot FAYLN e A
4e AFAT Aess Aaset APt 2ok

ol WA A B SAE AL Holof Tk, 9]
Slgiekelo} Bisto] 1 Ime) ol ket Welgol e
AFE 9 2 ot ebc). 18] el 4
sEslof Welgold 5ol 24 92717 AxESo
ol AR AFOR AgANA HF 5 G 9l
(Harm)] 93] whe} Class AGAToIL 4142 )37}
e 7540l 912), Class BAIZISH ghe 4ol
3 7Bs4o] 9L2), Class C(HZRRE b i Abgo] uky
g 7HsA0] )R ERSt ¢HA 55& AASoF
t}4,5,6].

lz7|7)o] AmEY ol Al B
AR 4% 5 AolHEal §Fe] =T 4
g F84 G AU AHEYR el A 4
ol G B9 B el Yo 5 oA A
o] HEEAL SAURHL 5 Hhat st WAT 5 9
THT.81. AR 201749 ko] b A s A7k ¢ e}
Ol(WannaCry) W] T4 wol IAE A5}t o=
Fo] AA=AL, 2020d0l= =Y FAEEL fehE e A
H 30ch7t A flofell e ol 1agasol Bagh A7t
FaEs WA F8 APshe ARL7E ASITH9,10].
2 RAHAIAEE HEo] #he] glo] 2447 4 H7] o
ol QIEHlo] AAE devte s ol Aol ue
FoFE Zlolth[11]. whebA oS ApaL7E HHE &R oFo
84‘11 Afo|HEQHS Ao Zgsto] HolE 2l 7|HA,

24, 7HAS Adsfof TtH12]. 71EAEE AEE= 4
117} 571 *Pﬁx}oﬂﬂl“ *7HEIL A& ofnlsin, FAE
glelE 7k 44
o= %] O‘OPOF OP‘: 7;12 —4‘310}1 718742 dlolE ol th
ok A ARgo] HAJof o] ROAE Sh= Ae ou]git
%, Hlolel ] FAl I olA HlolE7t eEEHE R s
317 o]FE = otsslsof sl B/ ARSRF H sk
4= %Ei oHo]: o}tq =Sl Ul HA o]EﬂO A—ﬂ?ﬂ- 2~ 01
=5 dfjof qIH13].

O|77]7] zEg o] Wejdoldn} AfojuEetof ek 3
ol Tasidol et st vi=, F98 5 72 F7elA
AZEGo] ATAGI P T ATATE F71 =Y
F IEC 60601-1 9]&7]|7] 7|Eekd W H4 AJ=0] dut
Hol APl te B2 3UL 71RO 275 o
Ach[14]. ESF uj= FDAOJA = 201493} 2016 o= 7]

7] Aol EQE Zhol=rielS WS, A E o=
Hetgd g 9 g HokS 93t AvtERY Flo|leS W

=

A 2

r
O

r°“ rlr o|

351tk 2 AlEZQoFE oA 7oA = 20199 ol
717] ApolH L )7k A} TtolEetele Wiste] GRA
B0 M5 2717] B S7- A A Aol meto]
27 9=7)719) A8 e Holshn AF Sl
of ek ARy 9 AZEoloF She A% WIS A4S
Gdl, 0 F RTAGS AR ALY Sste] He
SHe A9 olR717] AbelHnel Rk} A AES A
Fafo} ATHI5,16]. A2 AEL iy |R7]7] 2ZEY]
Azgo] o2717] Aboluisel aARgel T Aaae
BIESHEAE T ol RS B 4 Yk ARE =7
4mEol9] St AL Aol AR71719] Bell WA %
Ko} Az Elofof Bt

FYYHOR YR7]7] 2ZEYole] ehY B Helol
FAHE FAl] atet £ Q7oA Fol dHo= o
S0l AFEE/NE BY WUHY @ Aold 5 U A2
W ek, 2xEge] Weldol e e A B7iet
@B LR, 12T AvkEelR Hof Afojuuet 2
TARo] AR A2Ele] BAE gtk HFsh) e
sl ohggat Aleae RAsHaA Skelstact.

Il Q17 whe

0

SE ZLE A Mo A2 JHE

ANEES T 5 QAL R o2 ABEEAE A
8% o] BAES FYIA ASHoR wEYs
Sfoh A WA A AFTEE/NE PACR AT > U

]

) (Hazard) % q%ﬂ}saur.

3.9|2717| A=ES 0] Ye|H0|M 12 ALK Wa|Hokd &Y
AEejeREol A 1], 24| 7]7]149)2 8] (nternational
Electrotechnical Commission, IEC), =ZA|3%&3}7]|+t
(International Organization for Standardization) 5
Az EQof Wigtlol Ayt HHE = - & 452 =AY
Zrarsto] 217 7]7] "EE%HOH Ases AAT = e =
8 FEES =0k BT B3 O77]7] F5ol thet
et el acle e fsi(Harm)E =

oSS S5 4




Journal of Biomedical Engineering Research 44: 99-108 (2023)

.ﬁ
0?
;“".:
_>|;
1o
)
:Ol:l"‘
10

]I

=

oZ
‘T_‘
>

/‘\‘ﬂo}cﬁq A]—X—]H H
S Y FEOE FAAY = YRS AT JIEA

5L Astol Mgt

o gw

o

4. 92717 MO0t QPAKE ZAL & lgvr
B AoAlE Atolulusto] AH AFEE] AZ
g BUEY 2L Ao} A2l @%El%i%ll—% CELHIE
S ZmhEolR Abo]HES Fho]=, ARRQIEYl Hek A
QAF71% A 52 Haste] Aoluuol aTARS &
AFBtI Afo]HERE B7kAIAL Fhol SetelofA] AlBSHE A
o[BS AT AR Al AES At Aol Bl 2
A AT AEY 7| ZARE A 2nkES|R Apo]H]
Ho} Flo] St AntEYR Au|A0] THRAE YEYD
7158 2He ol2717], Ael=glel, YEga, olrgnAs
W FOR AT WAT 4 Gl Hok 9 olo] o
oL AR WA 4 Gl HelSldel dlold
9%, OPIIIE 49, 717] 0%, Hlel7h [ Fel glom,
ool et thgHroBE ALgA W FA L AF, W
9= 9 ormst 7] wel, YEYS Bek, Biel, PARD
715 9 pe) Fo| itk 7IZARE W AR ARSI
Yl Hot A3 - 91Z7]& A= AFERIE YIS 7Hlo 2 3t
VI 48l ATHE AL NWIEA O AN
ok AR AFY, FEY, dold HE §
CEuE 05 89, Bed BE SHOR TRACHLT.
A ETE AL L e e EEPN P
o RSE AL AnhEC|R Afoluluel Zlo] oA A
At gk Axstel AgatAn, NBIES AR
QUYL B AF - AF7IE HUANA AN Ha A
7158 astel Agstirh. A=A Lhebd Apoly
wob AR FEEE A7)zl wet BoksIeic,

0= ol

ooz

Ventilator 36

Monitoring System Server

Data Agent [ s d S G
. Broker

¢ Data
Backend

. et Znt

E& DLEHY % Ho] AlAH
B3 BUEY 2 Ao] AAFR Th9
001-01]/\1 EHE‘]Q‘S}}; 7]}_94 ﬂxl_%_o]_%]_
NI A= =l e A A OME} oy

BUEY AAge) qEE 9 1] el AR B8
(Moduley50] HojE| $:Alake 722 FA5e] Stk
Data Agent= 13557]9F AdHo] AAte s HUH
o Hlo|ElE $AlSkaL, 52418t Hlo]E]E Message Broker
=2 XixPO}ﬁ HEo]H Message Broker:= T2 R EIT}9]
FAE AP BER dolg $40] YES 140] B4
< E%{PE}. Data Aggregator~= Message Brokeroj A
—G‘V—iﬂi glo]gl& %3|s}o] Databased] A&sl= HE
2 AN Helet sk BeYx o2 £43hu] Database
= AFTE7I7F Atk ZUHY HolE, d¥ag7] 4

HA skx AR =2 #Asta B3l Service
Serveri= AA|F Blo|HE 23]5}o] AJAE] ARGALS] Hep
Backend®} Hep9-zjo] AMEAL Q1E H|o]

e RE Ol dlolEE 5‘4&%‘25’%1 U AlLE
AREARE O9 29 Vs Ee AREE o ik I8 2(a)=
AR EBHE(Sp02), F714(PD), WH) =(PR), AbhEoi=

0 YAk HIE(S/F ratio), FY 1w =(Fi02), #3F

Service

Server

J2 1. 2UET A28 Ay AL

Fig. 1. Server Structure of Monitoring System

101



r o
oK
mloiv
r*°
OPm
)
(o
>

3 mUE 8 Ao} A28 ke glat AxEgo] 9iEe] W AfoluRel - HAG - AAY -

‘Trend Review

[001-Vent] Patient ID: 0000000000 / Mode:

Pressure

A W\JL/‘WL gz

Flow VITIDAL VETIDAL

g 18

Volume

202209141444

SEND(CMS—>Bedside)
Do you Apply the CMS Alarm Settings to the Bedside Device?

oK Cancel

Event Review

SYNC(Bedside—CMS)

Time  ~ EventType  — ‘Summary
2022/09/1415:02:09  Ventilator Parameter Changed VI TIDAL - 600mL
2022/09/1415:01:17  Ventilator Parameter Changed VI TIDAL - 450mL Do you Apply the Bedside Device Alarm Settings to the CMS?

A BE
oK Cancel

(@] (d)

7 2. A2 7% (a) 38 wHealE BUEY (b) diofE B 2R (o) o[HIE gt 2R (d) aheba|e g9 ghe 47 Ao
Fig. 2. System Function (a) Respiratory Parameter Monitoring (b) Data Trend Review (c¢) Event Alarm Review (d) Parameter
Alarm Limit Remote Control

2 Bow 59 94 55 B T ES BURYY ¢ Az BRE ofd el BHAAE sl BAshe
S 7%, 9 20 7 Tl sl Ao 79 ke o] A9RA S Aol A7 ER 3
o8 EWE, I% 20t Ho 4Y F WA oME WAL X2 Pk Aokx ohus
U0 IS AP AT S Ak Tlsolth EFF S gl BAFGRARA oAkl e E 10 me
a9 2t RUEY A2deld HF EF sheblee] W AN R RO A3 PR ol BA|, 4
VY PES WUHY 39U AFEEI|) YHOE AGT  Hlols 0F, WATI|F AL doly £ B},
[e)

A= 7Ise HERd AEE B 5O AlEAdE Sl 4 AATH18]. ol g

o)

A A2EEY) 24 B2 wUEY @ Ao

2. 3 E5EF H o[l 2 SEH AR M MY AIAHY AHE Sk BREESY F4 AXEJ o] P
UFEE7) LA B LUEY 9 Aol Asge o] Sty Aok, 1 IR0 U Ause 4

gl Z e Slto) TS A Q3 55 YA 3H(Hazardous situation) A]Hof HFE]Qit}. Ventilation

7% AARE 7)7)0] £35hH A26100 252 3A=ol7iA)A Main, Vital Main, Window Main, Ventilation value and

B 1. 40P S 2] QHidl A
Table 1. MFDS Central Monitoring System[2] Safety Information

Classification Name Central Monitoring System|[2]

It is an instrument that intensively monitors multiple patient monitoring devices, which

Summary generates alarms in hazardous situations
Abnormal case
Information displayed strangely due to defective internal elements of the switching hub
Interface error
Product Defect

Data is not compatible with Electronic Health Records system

Central monitor suddenly shuts down and does not operate
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IEC 60601-1 (2020) performance

Medical electrical equipment — General requirements for basic safety and essential

IEC 62304 (2015)

Medical device software — Software life cycle process

ISO 14971 (2019)

Medical devices — Application of risk management to medical devices

ISO 13485 (2016)

Medical devices — Quality management systems — Requirements for regulatory purposes
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Guidelines for Software Validation of Medical devices
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Table 3. Result of Performance Evaluation

Software Item Test Result
. Alarm is activated when out of setting value
VE Tidal Alarm High : 5 ~ 2500 ml, Low : 0 ~ 2500 ml PASS
Alarm is activated when out of setting value
VE MIN Alarm High : 0.1 ~ 50 lpm, Low : 0.0 ~ 49.9 lpm PASS
Alarm is activated when out of setting value
Resp. R Alarm High : 3 ~ 180 bpm, Low : 2 ~ 179 bpm PASS
Alarm is activated when out of setting value
Ppeak Alarm High : 1 ~ 120 cmH;0, Low : 0 ~ 119 cmH,0 PASS
Alarm is activated when out of setting value
02 Alarm High : 19 ~ 100 %, Low : 18 ~ 100 % PASS
. Alarm is activated when out of setting value
Air Leak Alarm High : 50 ~ 500 ml PASS
Alarm is activated when out of setting value
Apnea Alarm High : 2 ~ 60 seconds PASS
Alarm is activated when out of setting value
Sp0O2 Alarm High : 52 ~ 100 %, Low : 51 ~ 99 % PASS
Alarm is activated when out of setting value
PR Alarm High : 30 ~ 250 bpm, Low : 25 ~ 245 bpm PASS
Alarm is activated when out of setting value
EtCOZ Alarm High : 0.0 ~ 15.0 %, Low : 0.0 ~ 14.9 % PASS
. Alarm is activated when out of setting value
FiCO2 Alarm High : 0.0 ~ 15.0 %, Low : 0.0 ~ 14.9 % PASS
.. Alarm is activated when out of setting value
Respiration Alarm High : 2 ~ 180 bpm, Low : 1 ~ 179 bpm PASS
Allowance System Access Working system in the PC environment where the firewall is not working PASS
Network Problems Operating system under the condition that the MAC address and IP of the PASS
ventilator are different
System Error Operating the device continuously for at least 30 days PASS
mEgo] 37} 44} TlolEelole] W AFEEY) 94 A Aedd AAES BAstel AT A RIS 4%
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Table 4. Results of risk assessment
Frequent (5)
Probable (4)
Occasional (3)
Remote (2)
Rare (1)
gg?lblizlhty of Negligible Minor Marginal Critical Catastrophic
Severity 1) 2) 3) “) 5)
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Table 5. The Severity and Probability of Failure of each Hazardous Situation by Software Items.

Measures of Probability

Software Item Hazardous Situation Risk Control Severity of Failure

Graph distortion and displaying invalid waveforms and

Ventilation Main f CRC Check 4 2->1
igures.
Vital Main g;ifilsdistortion and displaying invalid waveforms and CRC Check 4 951

Respiratory signal figures abnormality
- Graph distortion CRC Check 3 2->1
- Alarm false

Ventilation value
and wave Gen.

Vital Sign value Biological signal figures abnormality

- Graph distortion CRC Check 3 2->1
and wave Gen. - Alarm false
CRC Check
Comm Main Communication failure Transmission 3 2->1
Invalidity
TIMER Main Program error Watch Dog Timer 3 2->1
. .. . . . Comparing Flash
Invoke CMD Displaying invalid user information Memory and RAM 3 2->1
. - Invalid command Comparing Flash
Menu Main - Flash memory storage and loading error Memory and RAM 3 2->1
- Invalid information
Window Main - (graph distortion and displaying invalid waveforms and ~ Comparing Flash 4 951
igures Memory and RAM
- Alarm false
Screen Main Program error Watch Dog Timer 3 2->1 105
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Table 6. Result of the Reviewing Medical Device Cybersecurity Requirements Checklist

Cybersecurity Requirements

Test

Result

Access control and
authentication

e Verify it does not switch to the setup screen when the administrator password

does not match

¢ Verify that the administrator password appears masked when entered
¢ Verify that English, numbers, or special characters are not displayed when

inputting password

o Verify that at least two types of English, numbers, and special characters are
combined to enter at least 10 digits when inputting password

PASS

Recognizing users access

Verify it does not switch to the setup screen when the administrator password

does not match

Verify that you can set up a user account when you enter the correct

administrator password

PASS

Limiting the access of
unauthorized users

Verify it does not switch to the setup screen when the administrator password

does not match

Verify that you can set up a user account when you enter the correct

administrator password

PASS

Blocking unauthorized
network communication

Verify that the general purpose ventilator and the patient monitoring device
are connected when connecting to the IP and port allowed by the central

monitoring system

Verify that the general purpose ventilator and the patient monitoring device
are not connected when connecting to the IP and port not allowed by the central

monitoring system

PASS

Blocking remote access

Verify that the central monitoring system is connected to a registered account
Verify that the central monitoring system is connected to a not registered

account

PASS

Authentication management

of users

¢ Verify that a valid user account is connected to the central monitoring system
e Verify that an expired user account is not connected to the central monitoring

system

PASS

Auto session close

Connect the general purpose ventilator and the patient monitoring device to the

central monitoring system

After the general purpose ventilator and the patient monitoring device
operating, verify that status of operation is displayed on central monitoring

system

After the general purpose ventilator and the patient monitoring device stoped,
verify that session connection close on central monitoring system after 30

minutes

PASS

Strengthening rules on
creating passwords

Verify that at least two types of English, numbers, and special characters are
combined to enter at least 10 digits when inputting password

Verify that changing display into software update screen when inputting
administrator password at least two types of English, numbers, and special
characters are combined to enter less than 10 digits

PASS

Prohibiting password
hardcoding

Verify that at least two types of English, numbers, and special characters are
combined to enter at least 10 digits when inputting password

Verify that changing display into software update screen when inputting
administrator password at least two types of English, numbers, and special
characters are combined to enter less than 10 digits

PASS

Prohibiting password
exposure

Verify that password are displayed as

*khkk

when input administrator password

Verify that English, numbers, or special characters are not displayed when

inputting password

PASS

Approval for firmware or
software update

Verify that switch to the software update screen after inputting the certification

number

¢ Verify that not switch to the software update screen when inputting
certification number at least two types of English, numbers, and special
characters are combined to enter less than 10 digits

PASS

Ensuring the integrity of

o Verify that the software to update has the correct identification code
¢ Verify that the device is operating normally after updating the software
firmware or software update e Verify that software updates do not proceed when the identification code is

incorrect

PASS




Journal of Biomedical Engineering Research 44: 99-108 (2023)

# 6. Continued
Table 6. Continued

Cybersecurity Requirements

Test Result

Using authentication method e Verify that the software to update has checked correct CRC check

upon firmware or software e Verify that device is operating normally after updating the software PASS
update o Verify that software updates do not proceed when the CRC check is incorrect
Ensuring the confidentiality . ngri}i’tﬁﬁt the receive data cannot be viewed without the TLS decryption
and Integrity for transferring o Verify that the transmitted data cannot be viewed without the TLS decryption PASS
medical device control algorithm
information on network ¢ Verify that users are being provided for use only in the hospital network
Ensuring the confidentiality . ngri};tgﬁt the receive data cannot be viewed without the TLS decryption
and integrity for transferring o Verify that the transmitted data cannot be viewed without the TLS decryption PASS
personal health records on algorithm
network ¢ Verify that users are being provided for use only in the hospital network
e Verify that the receive data cannot be viewed without the TLS decryption

Using safe encryption algorithm PASS
algorithm o Verify that the transmitted data cannot be viewed without the TLS decryption

algorithm
Minimizing physical
infringement on ¢ Verify that users are being provided for use only in the hospital network PASS
communication port

o Verify that the general purpose ventilator and the patient monitoring device

are connected when connecting to the IP and port allowed by the central

Removing or inactivating monitoring system PASS

unnecessary services

e Verify that the general purpose ventilator and the patient monitoring device

are not connected when connecting to the IP and port not allowed by the central

monitoring system

Recording system log for data
audit

¢ Verify that external access log information
¢ Verify that there are recorded user accounts, connection times, data generation, PASS
changes, and deletion record

Verifying integrity of major correct CRC chock

¢ Verify that the software related to key executable and setup files has checked

zizcggﬁ aggtissgzmg files e Verify that device is operating normally after checking digital signature for the PASS
g software

Providing information on

gf}igﬁigﬁsj:gfis; tbherzle‘zei);l e Verify that information about cybersecurity is provided for users PASS
detected

Eg:g}zmon against DDoS o Verify that users are being provided for use only in the hospital network PASS
Prohibiting multiple access . Excludgd because Central Monitoring System allows only one-to-one client EXCL

connections by default
Managing personal health e Excluded because personal medical information is sent directly through the EXCL

records storage

device without using a gateway used outside the medical institution
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