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44) ¥4, 2000, W AT (A ), A&, g AL 354 o8 HE,
45) Michael J. Sandel, 1982, leerahsm and the Limits of Justice, Cambridge, Cambridge
University Press: pp. 170-179.
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31 Auss TEARY o T&

FAMH 2] By 82 IS olFo] Wed TeARE FEstaAt s

A 309 v vt e ARG FEolA v|dgtar gzt

X2 UN AxAF A 42(e-Government Development Index)46)o| 4 $-2] 1} 2}
19370 = ol A 20109 o]o] 201213 = 1] (World e-government development
ranking)®ll @A F o] JYTHE 2).

T2 MA HAE S UEX

E-government
development Index

Country

2012 2010
Republic of Korea 0.9283 0.8785
Netherlands 0.9125 0.8097
United Kingdom 0.8960 0.8147
Denmark 0.8889 0.7872
United States 0.8687 0.8510
France 0.8635 0.7510
Sweden 0.8599 0.7474
Norway 0.8593 0.8020
Finland 0.8505 0.6967
Singapore 0.8474 0.7476
BREN7IES Ao Mujagt FA[JT s DA HEA iR =

Q3] 2L Algol ofste] vl 1 g sl B Bol o]FoiA|aL gt

46)UN, E-Government Surveys, 2010 : p. 60; UN, E-Government Surveys, 2012: p. 25.
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AM2lel wel #EjE e ARE0]V] wEolth 1Eal e TAE AT &
AEo2A P(World Wide Web)= AH&stal viA| Y (Mashup)® = 4835+
H =49l o] AfEET o]ld SAES oY ARdoEREH AT

ANE PG BHo BAE o F&ol o §olahl oFold F
=
L

— WAPE=SE — -  TTI HAFEXME] ) ¢ HAPE O|X} HF
BEFEA <|—> X3 £% =% 9l 0§
L[ am . | X 3%t X
i == _|_) 1. eeza
0 |
HE aueE % 25 11 018 3. B M=ot XX
184 Ml
252 018

a2 3 ™ol oA BRI ¥ =

1D Aol oW fsold ol L4 du, 3 ok GE Lask A FEE AU S
wibeh, dolel Mol ikl dlolElo] 7144 JAL Rolste] skt BHow Ry
% 3] SAstel el EASE A volE R4 AMsu, 1 PN Ry I o

Aol golgt dloJefeltt. 7] W},
http://ko. wikipedia.org/w/index. php?search=06FA%dBE6ACO6RC26A1 2%6B0%EC6A0%68] +06RBY68DYEB0%RC6IDYEBA%E
D2e8A426B0&itle=26ED263A%BIYERC638%608263A YR A %6B226809 R 2633%680&z0=06EBY6B3YBAYEA%BRYEB0
48) o= AlFeti = AHE AW Faste] MR DZELOY AH|, wlo B H| o] X
S 2 JEMOA Agshs e oF APIE &3k, MEE ofolr
oo} Mujag MEte AL Tk 97] W
httpi//ko.wikipedia.org/wiki/%EB26AT%6A4%RCO6BYICOECIIT9685_(96BCOIBYEBI_%EABO%ICIGEBYB0%9C)

= o = =
s W=E A
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Azt A AR QeAE te wEd 277 AL FuFAdi
Folg WL HjAs 218 sof gt
ARFAE FE7|Te] FEAN2E AT Astel F31-ve wiate
Auo] WerE deletx etk A AT AbE Aol Fajen e
Rtk F AA B Aol A AT mEFRGT P2 onz AV 4N

ATk of7]x] et) oleld WMee] Aueli Ay

-
e

e ol 282 dof s AYAL TN B A5, oleld A

dre] BAL U9 ZaAH19 A% guFAe] 471497 @absh 2ol

FYL oA 2 + YAt PH Pl ek ol de Al
CRgE 8% AAe £ FaAS WAL 3 el $U@ AN
A RelE P FaAelsla, Axs

S} majo] e} Wbk WA,
N A} AT Qe H4 AR EFsA BAL BARAE Rk
oW =xe 95 FuALE A4

EEves B Oz % FHee® i 2t & 5 qluh ol d

49) Richard E. Flathman, 1966, The public interest: An essay concerning the normative
discourse of politics. New Jersey, Wiley: pp. 1-2.

50) Dwight Waldo, 2006, The administrative state: A study of the political theory of
American public administration. New Jersey, Transaction Publishers: pp. 13-89, 100-129.
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WA B Gl Eap=rtolrt. F ZtolwAlo] e WA RIS
oAY7tA g & = d=u sk WY ZA7F Aotk

AA Az o]l o goo] digh WA o7} o] Fofxl AL 1878
n]=r9] F2](Thomas Cooley) #HALZE TIARGS] Eaful/d(Tort)oll ¥k A 4 o A]
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58) Al 113] /MIAR BT 93], 2013. 6. 24, AT A AAAGR A 775 AF
£ 2 AP, mExd-gde] Jhy-gE, AAA A, 14,

| Ed
of B8 An 5 AuFAe AR A8 AT $elvt
Kol

/\}QH —L&ri 32‘?3.

60) Hyman Gross, 1967, "The Concept of Privacy”, 42 N.Y.UL. Rev. 34: p. 36; “To make
good the claim that privacy is indeed noticed and protected, preliminary indication of the
range of legal protection is in order.”

61) Thomas MclIntyre Cooley, 1878, A Treatise on the Law of Torts or the Wrongs Which
Arise Independently of Contract, 1st ed., Chicago, Callaghan and Company: p. 29
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(the right to be let alone)E 5:@t}62) 189010l o]E Mt}
FATHA A8 =l dlFy Balthol~(Warren, S. D., & Brandeis, L. D)=

HAACNA A = JARlelA Bl A oA

r
s

% 1965 M Adimide] w6 EZtolHAIAE Soto] KoY

Hole T 7hx Suo] Atk AL WHFAT F AFHQ ALl FrhH A

1980 o] % ZrE o] o] wat AMRJIABRE A FEHRE ks 4
JA HA Bl ol A AR e ARFA ] FAHS HERNT
$38l ‘A B Zgto] ¥ Al (information or informational privacy) 2H= /NdS AF-&-3H7]
A Zat ATt 53] A7l A (Jerry Kang)> ARz HAE /RIAEE F5,

BN, olg3he 24 BAT & Q= e PTHon Gelshrksd o) ofshd

rr

=

e

62) Louis Dembitz Brandeis, 1928, case of Olmstead v. United States, “the right to be let
alone. the most comprehensive of rights and the right most valued by civilized men.”
Although the Constitution does not mention a right to privacy, the Supreme Court has
inferred it from the language of the First, Third, Fourth, Fifth, and Ninth Amendments.

63) Samuel D. Warren & Louis D. Brandeis, 1890, “The Right to Privacy”, 4 Harv. L. Rev: pp. 193-1%.

64) Griswold v. Connecticut, 1965, 381 U. S. 479.

65) Colin J Bennett, 1992, Regulating Privacy: Data Protection and Public Policy in Europe
and the United States, Ithaca, NY, Cornell University Press: p. 25.

66) Joel L. Rosenbaum, 1993, “Privacy on the Internet: Whose Information Is It Anyway?”.
Jurimetrics Vol. 38 No. 4: pp. 565-573.

67) Ibid, pp. 1202-1203.
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/W1 H(personal information)+= 7199S ¥ 4 d+= A H(information
identifiable to the individual)©|th. & AFA3E Zlo]& HIZsE Zlol& QS 2l¥sh =
N AozA 1 iAol tigk 743 Al(authorship relation to the individual),

1 7i Qo thdk BEAF#A (descriptive relation to the individual), =2 7§¢lol] w3k

71A1A =2} #A (instrumental mapping relation to the individual) =55 ¥3F3it}

‘ANEAA'= Ashes), ojuldy 22 Aola, ‘BANA'= A, A, AL,
DNA, &2 A28 53 22 A BASHE A+ & i, 44 A3,
HH 7153 2ol Qe AN A FRE #A As 7 Uvh & Fu, B
7o el ol AR A #AE AWElFrIE ok VA =ARAE TR
Hos d& 5 F Ak ol Al 7HA HFEes A5 et ol#] &, ofd

Auzk AARD £ Qe 5T £ dE AGS ATHALS)

oX,
r o
n
oX
lo
r d)
o
=
2
jur}
=
S
s
rlr

Zeto|m Aol ARsle} Arlel A F4T 5 A AAEF 9 ATt ok,

Q.38 AMSle] Folst=d Has AE A o

oRAe EJI 7HxE ddstal AR

AEIE AY7HA o] §EE=7ME AREA AT 7 A Aol A AW

o] AgE ARALI| A 7EAo R AR ZalolH @ olgka FelE = gl
ogye MAARREH A23F2E MAARRE L&A e EAS

Trgskal vk WM WA RY fEo] ARFAY AMEES dAC] A

68) Jerry Kang, 1998, “Information Privacy in Cyberspace Transactions”. Stanford Law
Review no. 50: pp. 1202-1203.

69) Ibid pp. 1193 - 1294; Information Privacy in terms of shielding one’s own physical
space(spatial privacy); preserving one’s own ability to make choices(decisional privacy); and

controlling the processing of information about oneself(informational privacy).
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71) #A 2007531, A3 2005 #|RF 1139 #H Al7TRE “EE HY2 A Ee] wE ) A
& A ORI A Sl o714 ek gl une bk g
FAE Eovrne o g BRI E, ARG AfHe 7 AMEEY] ARFERE A4S
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72) ?ﬂ%‘d A7z B IS AMAZe] a3 AFE5 A ofy gk

73) Colin J. Bennett and Charles D. Raab, 2006, The Governance of Privacy-Policy
Instrument in Global Perspective, Cambridge MA, MIT Press: p. 147.
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74) WA}, 2008, AlAE A elth, Mg, vTbak 100-152W FE; AR5 9 %0}7‘4 R Edy
= Algr Wi (Jeremy Bentham)o] # ‘¥5-¥] 2 (Panopticon) ol & Arg o] v =
Az A= EA 7hed v To shupoln, 2R Absel Al ARalo] & L:rL7}°ﬂ7ﬂ
ol gt oAS Aol Fx #wgge Fo FNES A9y Aege aye

g Fotol vt AE AuEztE Betsistar efolu Al zE e H vk
A48 Hok= Zﬂol"/}

75) o] Y=o #e YHHEARE OECD ‘Zelo]lHA] Boel iAol =A% fEo &3t
Zhol =gkl A9Zx, UNO “Aitste MAGE 3] qf&ol #g 7loj=akl” A3A=, EU
1995 ‘AAdelelE o] Aok Aldole e AfRE Fool #HAd MAFR AL A 6%,
G HolHR TR Al 297 So]
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149) Francesca Bignami, 2007. "European Versus American Liberty: A Comparative Privacy
Analysis of Antiterrorism Data Mining.” BCL Rev. No. 48: p. 609.

150) Daniel Solove, 2008. Understanding privacy, Cambridge MA, Harvard University
Press: pp. 186-194.

151) FHol A= 19509 el 2 JEA 27 BEE 93 f-33d ek, (European Convention
for the Protection of Human Rights and Fundamental Freedoms: ECHR)Z} 1981\ d 9] £ &3] 9]
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A 7148 2 7] 7(Organization for Economic Cooperation and Development, ©]3}
OECD)Y #H 3 2] 3](Council of Europe, ©l3l EC) & = AZ2A2 MA Zt=9
Aol S vAE= AAPREEE fg 72dF oy AFE v g
A 7o) AARE S ek WAE AP wob shn vk ey

vetrter ARSA Zled AR GAZE dolste] QAP RE T #d He

gk AR AEAE e #HAHE MY REE A% FHI e ¥, (Council of Europe
Convention for the Protection of Individuals with regard to the Automatic Processing of
Personal Data Euro, T.S. No.108: CoE 108)°] °]o] & &5 A7F 19953 "7l w o] ¢
of #g Jile HE AAAFEY Afoles AT FF i (Directive 95/46/EC on the
protection of individuals with regard to the processing of personal data and on the free
movement of such data)& | €lsl7]el] o=t}

152) Robert Rocco Cottone, 2001, "A social constructivism model of ethical decision making
in counseling.” Journal of Counseling & Development no. 79 (1): pp. 39-45.

153) Richard Tutton, 2010, Biobanking, "Social, Political and Ethical Aspects, Encyclopedia
of Life Sciences”, Chichester, John Wiley & Sons: pp. 1-7.
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155) £autE =, 1997, “f-4
A 38¢ 3-4%: 31-439.
156) OECD, 2006, A Workshop on Access to Public Sector Information and Content.

http://www.oecd.org/sti/44384673.pdf.
157) OECD, 2008, A workshop on public sector information held to prepare the OECD Recommendation.
158) OECD 1980, Guidelines on the Protection of Privacy and Transborder Flows of Personal
Data.
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BAH =S delHola Add £AE Fsteiof IThI0 A4, Fdi=7t7t o]

2 FehA #AY SlRe 3y A Ade-=
Aefetare= AR 9] 3t o] S AlFstel A= < ®ThIED AA), Zefo]u Ao}
Mele] zHfo RaghE o]2oz JAAR Fe 7F oA wEsE HE,
43, RS dsof 162

Hol=elele] Ao AAFE 4 WA FHHe] gl AnozA

PR, FHALE] L5 Ui Aolgk @Al Ve s 48sto]

Aol UM W w, 1 EdPh S 35 95024 BU 23 285} glehe

159) 95/46/EC, 1995. Directive of the European Parliament and the Council on the protection
of individuals with regards to the processing of personal data and the free movement of
such data: = A2l Y= (Collection limitation principle), &2l Y2 (Data quality principle),
TRE2 #Esle] YUX(Purpose specification principle), ©]-& Ade] U= (Use limitation
principle), ¢t 81 o] A2(Security Safeguards Principle), 3702 92(Openness Principle), 7l
ol #oje] $1#(Individual Participation Principle), <4< €12 (Accountability Principle).

160) OECD Guideline 16; Member countries should take all reasonable and appropriate steps
to ensure that transborder flows of personal data, including transit through a Member
country, are uninterrupted and secure.

161) OECD Guideline 17, A Member country should refrain from restricting transborder
flows of personal data between itself and another Member country except where the
latter does not yet substantially observe these Guidelines or where the re-export of such
data would circumvent its domestic privacy legislation. A Member country may also
impose restrictions in respect of certain categories of personal data for which its
domestic privacy legislation includes specific regulations in view of the nature of those
data and for which the other Member country provides no equivalent protection.

162) OECD Guideline 18; Member countries should avoid developing laws, policies and
practices in the name of the protection of privacy and individual liberties, which would
create obstacles to transborder flows of personal data that would exceed requirements

for such protection.
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B Weks FAlos BASIATE 20049 ofAlof BlH < A
kel i A B el <kAFE o] dS 93 Ty dHAE A

ERE I
o] 217) 9%
T} 164) o]= 3]

I7F Al e QIR ZPA QL ofEel] A% TR E S| VEs Al

2006 o= ARA oz ool dE 9%t ASAE(Cross Border Privacy
Rules, ©|3lCBPR)E Al€5}91t}h1660 CBPRO] -2 7AAH A=) 2ol
gk Bebd, A3Afe] tigk & PekA, AR Aelo Hed, AR
Ael A e Weg, AR A gl e ARFA Ao dig Wedow

20K 5 UTHE 6).167

1=

163) 95/46/EC, 1995. Directive of the European Parliament and the Council on the protection
of individuals with regards to the processing of personal data and the free movement of
such data.

164) wl=, =, & ?ﬂ% Hrlol, S ~Ef Aol FHAANE, 3
xe, Hw, e

165) APEC, Privacy Framework, Nov. 2004, a meeting in Santiago, Chile.;: (i) preventing

“

15, =y Aok, WA, 47}

harm; (ii) notice; (iii) collection limitation; (iv) use of personal information; (v) choice; (vi)
integrity; (vii) security safeguards; (viii) access and correction; and (ix) accountability.
166)APEC CROSS-BORDER PRIVACY RULES SYSTEM: pp. 3-19
http://www.apec.org/Groups/Committee-on-Trade-and-Investment/”/media/Files/Groups/ECS
G/CBPR/CBPR-PoliciesRulesGuidelines.ashx;
167) APEC Cross-border Privacy Enforcement Arrangement, 2004.
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A1 A (controller) & Th9] o= 3} o]4Fe] 2.7l o3}

AARB R EZ A9 of YR AR BE 2 STz AR A A
APl oid B A P 3 =G iF AAAR BT rEI Bsk
&S Aadely) A9 AT wEolof ¢
Andeabs e g 9 B9d 23 5 88 1Y
A 37kl o & @ 5 i BEslw AsAda e Aus s 44
758 FEA ok 3. 53], Audeiat= 1A 2 A processor) & A =3}k

-
H
NAAFHE A9 = ‘%‘3%@ E"_l'“ 2 HE gye] AX H Ad Fol 93 AH]|
w34 2 e AEY AT 28 A oE 53 vt e
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BEA GA s YAl teke] ARFA A x| sk o

CBPR2 U] HEZAS a8 §l7] vl J5S veva X8 1y
STAS 258t Aom FEHAE @t AZAAE oy BEA 2]

BAFEE QFS W /RS AT AF WA 8T AFS AL

CBPRe] Wgdl&= 7IAAR A AHFAZEEH 55 WAL 52 #3277}
AF7IEe] HE iR BE 2S dTFHA F5T AJIE ALA AAL
(due diligence)dt”] 913+ A A|AF8H(instructions)©] E3two] Qlt} o] A AJAEFS

Sl olfoldel ozt EAGY rAHE Amsfof Pk A A el
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Al Bol EFH o] Yrhie 53] WgARE A9,

o
=
dolele] W% A4 Wge] Jhead 9 Azl vl E(proportional) sk

8 A (European Union)ell= + 7F< F38 9 ®MEe] v}t w=e HEH
22 Al (Regulation)9F Zb 3| d=50] A=olA mlHom AT F+ Q=
AvkA el F3 (Directive)o] SAth o] FA L IJARENA TEor FE5ES
38k, sHolu SllarAlZE gEe] 2= MR UE qfAlEe] AR X3tE
o] FLEE gt}

19959 29 Q1R e Aol #ek e BEet AR AfFolES

#1382 (Directive 95/46/EC on the protection of individuals with regard to
the processing of personal data and on the free movement of such data; ©]3}
EU AA)'S AAQGstArhe. o] 9] 7|2 HAA+= AR AFEE fres

Aefets Ao acls flefar sl Yol iiRS MABREST S 95t

168) APEC, 2004, ZElolHA] Z Y= #3% A493: pp. 16-17, =22 AL A pp.
8-10.

http://www.apec.org/Groups/Committee-on—Trade-and-Investment/”/media/Files/Groups/ECS
G/CBPR/CBPR-PoliciesRulesGuidelines.ashx

169) On February 20, 1995: the Council of Ministers adopted a Common Position with a
View to Adopting Directive of the European Parliament and of the Council on the
Protection of Individuals with Regard to the Processing of Personal Data and on the

Free Movement of Such Data.
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HAE Aol WA H A dFolgta & 4 Ikl
"1 dolE A #3 -1 FHCouncil of Europe Convention on

145 Azlol #ek Pemews

==
0,
2

Personal Data Processing) |, & A53}% 7
02 AP v A 2 3] ool WA FFEH o] QITEIT2) o] 3 okof= QAF,

AAA oA, B, A%, 44D, A3 5o BUNFE PRl 4G R
(3]

.

o= ok HAW 4BA niel
A

_L4

L ag@ g ZRAEs gEEe

H

%
BHoz AYHE A9t tadt 2 2UNM QARG ol §se] =

170) EU ;(]721 zﬂ 8% : “o %x%.x%i]x% 9,]7q J_JLXJ /\]_)\1-7(4 Al Z _IT_%JZ_%]—Q,] 7]_?:}’ 6701-
;DiL

AAE S e WSk s <l H o] El(sensitive personal data) HE] = AR AH o7
[e]

171) The Council of Europe’s Data Protection Convention opened for signature on 28th of
January 1981; Under this convention, the parties are required to take the necessary steps
in their domestic legislation to apply the principles it lays down in order to ensure
respect in their territory for the fundamental human rights of all individuals with regard
to the processing of personal data.
http://conventions.coe.int/Treaty/en/Treaties/Html/108.htm

172) Council of Europe, 1981, Convention for the Protection of Individuals with regard to
Automatic Processing of Personal Data. http://epic.org/privacy/intl/coeconvention/

173) Dudgeon v. United Kingdom, In a 1981 case 52: the European Court of Human Rights
(ECHR) ruled that Northern Ireland’s sodomy law violated Article 8 of the European
Convention on Human Rights; Nov. 4, 1950. Convention for the Protection of Human Rights
and Fundamental Freedoms, Article 8 213 U. N. T. S. 221, 230.

174) Council of Europe Committee of ministers, Recommendation No. R(97)5. on The

protection of Medical data.
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A E 0]t} 178)
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175) Christopher Kuner, February 2005, “Using Binding Corporate Rules for International
Data Transfers: The ICC Report”, Electronic Banking Law and Commerce Report,
Glasser Legal Works, Vol 9, No. 8 p. 3

176) Working Party document WP 108, “Working Document establishing a model checklist
application for approval of Binding Corporate Rules”, adopted on 14 April 2005.
http://ec.europa.eu/justice_home/fsj/privacy/docs/wpdocs/2005/wpl08_en.pdf

177) The Treaty on European Union §5.

178) Commission Decision (2002/16/EC) of 27 December 2001 on standard contractual
clauses for the transfer of personal data to processors established in third countries,
under Directive 95/46/EC (Text with EEA relevance)

http://europa.eu.int/comm/justice_home/fsj/privacy/modelcontracts/index_en.htm
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179) EC Treaty 3B #x: 'FF A9 wield Agko] ofd oA, sldxEol o F&e A
W7 et &ge A, Ad 1o A TEAe At

180) Akos G. Toth, 1992, “The principle of subsidiarity in the Maastricht Treaty”, Common
Market Law Review no. 29: pp. 1079-1079.; The European Community law reflects this
continued commitment to territorial and sectoral boundaries. Under ‘subsidiarity, the
European Community may only act on matters that are not more properly within the
boundaries of member-state competence.

181) Oreste Pollicino, 2008, :European Arrest Warrant and Constitutional Principles of the
Member States: a Case Law-Based Outline in the Attempt to Strike the Right Balance
between Interacting Legal Systems”, German Law Journal Vol. 9 No. 10: pp. 1313-1355.

182) EU-US Workshop on Safe Harbor Framework Bridging Differences in Approaches to
Data Protection, Washington, DC, December 7, 2005.
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X “=412}H(data importer)©] t}.
Ak W& JJAARRES AS TFstal, AEFAZE AlekAdd BAdE A32H<]
Fodd FYsh= AS AR ghrhisd) Al 39 422 2K(third party beneficiary)©]

dele] B WA Aol = wHeAdsrt 243 vz o] o] BCRe]

2005 EUY 9193 BCRE &% ®7kstal 235 F7tsto] AlofdAatatzA
AR A} o 82 #2] A controller to controller),185) AR 2|2} of A KA 2|2}
(controller to processor)186)E Q13 ATE AR A E A= HE o] Hd& 93 72l
AR gstE FEeth ARaA; oo ARA AT Aol FAAR Q1A
H AL O wE AR 7)so] B EARS WESlA sidstaAtehs AR
e = Aok

BCRE Zvlak7] SishAe ohulsh @& #47}F 5ol Aok Gk

183) Working Party 29 paper N.74, 3 June 2003 ; Working Party 29 paper N.107, 14 April
2005; Working Party 29 paper N.108, 14 April 2005.

184) Explanatory Document on the Processor Binding Corporate Rules, Adopted on 19 April
2013, ARTICLE 29 DATA PROTECTION WORKING PARTY: EU BCRsell djgt A 3=,

185) Commission Decision 2001/497/EC; Commission Decision 2004/915/EC.

186) Commission Decision 2002/16/EC.
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187) EU: /M1 A B KW 5 A& 95/46, 8%; WP154, 6% =%
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71383l AE AAEE AFE wEEArt. ‘AFgE](SAFARL  systéme
automatisé pour les fichiers administratifs et le répertoire des individus) 2}l
ezl o] Alx®lo] FESlH = HAEE 1970@ U FE SA A RyE Zes
A FHle] ALF RAWNSTE o] MEE FRAORE 191G EH g gt
ST AR Rolthiw Anke Aol MEAA FUEL FAHoR A

W RS ArE A AHEE TheAde] wvhal A whEsiit ol &

188) Colin J. Bennett and Charles D. Raab, 2006, The Governance of Privacy - Policy
Instrument in Global Perspective, Cambridge MA, MIT Press: pp. 95-120.

189) An article in ‘Le Monde’ 1974, with the headline “Safari, or the Hunt for Frenchmen”
reported on a project called Safari, which involved a plan to link various government

databases of personal information.
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Aol A7 WERbe] dAHNL, AFHRAL-FA B Aol ek WE 1978 1. 6
(Loi n°78-17 du 6 janvier 1978 relative al’informatique, aux fichiers et aux
libertes, ©lat A®EA W) o] AGEHAt. & W2 A A=A
g s 71EE 0, AR, A e A Aol dig JalE A
b Qoh10 guAege SAZ shel S RA A9 93]
(Commission Nationale de l'Informatique et des Libertés, ©]3} CNIL) 7} A&

= 1190

Ol

gg]star ot -y B2 vjg] CNILe 3§17} Shal HIZFRES Alash AS
Q192 & I FF T do|u AAAEA e FUANY S St AR

Fol Qald Witel wel 1 AE AR
rAelgel olakd, Fu el A
et Qa(Article §3 FASRT AT FH-Ae), Mol v Auel

190)Loi n°® 78-17 du 6 janvier 1978 relative a l'informatique, aux fichiers et aux libertés.
Article 1 En savoir plus sur cet article: L’informatique doit étre au service de chaque
citoyen. Son développement doit s’opérer dans le cadre de la coopération internationale.
Elle ne doit porter atteinte ni a 1’identité humaine, ni aux droits de 1’homme, ni a la vie
privée, ni aux libertés individuelles ou publiques.

191) Publication au JORF du 7 janvier 1978, Modifié¢ par Loi n°2004-801 du 6 aotit 2004 -
art. 1 JORF 7 aolit 2004, version consolidée au 24 janvier 2006 - version JO initiale.

192) EU¢] e-Privacy Directive®] F&%5# & 7-Atsto] th3k & 42 whd3slo] Data Protection
Act 34x MA.
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el =4 R #A7lE 24 5 Ath(Article §36(1)78 2.2 A&+ A).
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g omAgHe e FIALe A3 AYE FEA AR 5 9l
WA dazdelet & Qlvhl®) ouAdnd Hds Pakehs A L ARE
A48 oJatE AR FARRA A & 5 Qltk(Article §40). CNIL=> ©] 9}
2e MAARAFT AAFo] ofw 23¢ wom 249 ole] FAE o}

o

informations nominatives figurant)'19%)e] xg]e] #3}o] oS
= TR 2909 dAlEE ARV ARA ] diddo] FHi= Aol dis wbod
A S 7RIt Article §263(1)). 53] A& el 3 d-5oll= 8
£ ojoF FtH(Article §40-44). thRt &S] gFAol UL CNILO| oJAHAE
AR Qe AFF R AEA el dalA= <97t dA " T (Article §26(2);
Article §15).

NILS AEdh= 7ilel thigh ‘IR dlojefuo] 2 SEA0E HAlgkaL glck

193) A4, 1998, AEAHRH, A&, UdE3 5841 il

194) Article 28, Modifié par Loi n°2004-801 du 6 aofit 2004 - art. 4 JORF 7 aotit 2004.

195) Loi n°® 78-17 du 6 janvier 1978; relative a l'informatique, aux fichiers et aux libertés,
concernant les informations nominatives figurant dans des fichiers, toute personne a le
droit de connaitre les informations contenues dans un document administratif dont les
conclusions lui sont opposées.; 7Hlel] #EAH; sl o g T2 AL ez &o] A
AdE 4 oy Addde e HAEILE 2 AY Rl FASH BE| Adle] xa)

oM A9 M|t e E EAE EIhth

196) Loi n°® 78-17 du 6 Janvier 1978 relative a l'informatique, aux fichiers et aux libertés
Chapter I, The Commission Nationale De L’'Informatique Et Des Libertés)> 3, 2HA),
A&l digte] At Ak - R BRE JAH, BAA EE A5F FAH9 A
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sfelof @k 1 B371we] AQAAR wolguol s 2 uERPe] ok P AAGn
doleuol 2z 3. hEF Yol A 54 olde] YRFAE 5T POE it ANFR
doleuol 2 4. thEFFol At 54 o ge] FUY

ds &3 24 AAFE o] e
] A E Helgueo]l = 6. EH
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T S AT L FALANT - AT AAGA D FTHAS ool FARRARI AH)
dosttta A8 A5 2 BRFA F7t Ade AS 3. vE WE 5 74
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198) French criminal code, Article 226.17.1
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599371
19%

573871

}QQAL

PN
2=
(Decisions & deliberations adopted)
(Notifications on video-surveillance systems)
74474
33.5%

448371
25%

=4 A4 37t
(Authorizations on biometric devices)
38574

H L ZAIAA TR
(Complaints for indirect right of access)

AAZRZ

A=A E
(Notification on geolocation system)
12%

2}
(Audits)
AEERIGET FTF
(Organizations have appointed a Data Protection
TR A e A g

o=
indirect access to Police and
Ar e A3k A3 (Décret 79-1160 du 28 décembre 1979), 7i

A2 2 AR 5L 9% 88 A=

de =9
O COT)
2,0994

(Requests for
Intelligence records)

sk 712l
AZAR Ao T3 Al (Décret99-919 du 27 octobre 1999),

199) =7IIRE £k 7
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200) CNIL, 2001, Activity Report 2011, Paris, FRANCE: p. 4.

201) http://archive.opm.gov/feddata/USC552a.txt

202) France Belanger and Janine S Hiller, 2006, "A framework for e-government: privacy
implications.” Business process management journal No. 12(1): pp. 48-60.

203) Gary T. Marx, 1989, Undercover: police surveillance in America, Oakland, CA,
University of California Press: pp. 180-234.
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Rule, NIH Publication Number 03-5388.
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Establishment Clause of the First Amendment to the United States Constitution if that

tax—funded county hospital whose salary is paid for by tax revenues would violate the
clause were viewed in isolation.

207) Carter vs. Broadlawns Medical Center, 667 F. Supp. 1269, 1987, Having carefully
considered all the evidence, the Court finds that the employment of a chaplain at a
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209) http://thomas.loc.gov/cgi-bin/query/D?c110:6:./temp/ c110T5d97r::
210) NIH Genomic Data Sharing Policy.
http://grants.nih.gov/grants/guide/notice-files/NOT-0D-07-088.html
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5152 tARRlel 23k zefo] Al K% (Privacy by design)

Auet ek oF9 AR ZgolH Al AnAMUl ARIIA(Ann Cavoukian)©]
2L 2705 ‘TRl 9)3t Zafo|B Al K E (Privacy by design) 7HdS UE Y =9
A2 & AEoF HEA=Y] Wy I Gfo] wEt koW A 4
x| G3Fs BAste] 1o WE RIWHES BE F39 QAR A8

F RS AF /M AH2 AASATHE 9).

E 9. Privacy by Design 2| 7|2 &

4 3 W &
ARt -0] oty AL o] HEAFE A Q1 A Hth= Abxle]l tin] sl 3102 A
(Proactive not Reactive) a7 dojrtr] Holl o F3ska WA sfof gkt
ZgolMA EZE A|2H 9 ARFA7 EAZ 25 oA gol=
78 ez AA Z|eH o2 Alzdlo|uh Hl =Y 2 F Aol A
(Privacy as the Default Setting) /MAAR7} AsHo2Z RIFHEE 3of str}
Ao sud meera o SO BEE SIS S e
(Privacy Embedded into Design) ool zsh ABe] TatElo] glojok she).
AR T80 = AR oA w2lo rE
224 7154 2 B0 A oA g, nas
(Full Functionality) wEeE F A A FAel Frslera
ARE FH A A=A FE ko]
Al ZHRE E74A] BQE o] Fojxjofstm, kA 3] ¥ I,
(End-to—End Security) AR AYF7)9] upx]ak dA A k7 1A

A A Eofof G},

ow gk M=y s ot )wo]l I UEA,
Ao Wmel HF daE 714, BAE 54
utel o] P gtk AL BE ol FAAEC]
&al glofof dtrh AL FIEAE
Fe fFAsta HSgE AAF Foh

LR
(Visibility and Transparency)

BN 2 AR FGAE Eebolm A nEE

ol WA EF S sk 7B AA HHe Iy ALEA)
(Respect for User Privacy) A algte] st At & vi#Ede] AFER}
FHY AR 3ok gt
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IZElo|HAl HEE 93 Ala"l AAE XA 3= Privacy by design'e Zz}olH
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Privacy by Design'®] 7d2 wlar AWSA Y3 (US. Federal Trade
Commission) 2t 79 93] (European Commission) &2 ¥k =14 7] 79} of g
Ul A Alzguziel dx o AeE@luk212) 2011 d0l= Privacy by Re-design’]
MEog SAIZITE2) o] MdE JiEE 7] A"l ZRAAE A ZE RS
ARE SO 7)o grao] HTekglar, Al2ge] 75A] HE o aRkedith o]
A28 7dell= sReldlo]E] A el Al (Personal Data Ecosystem, ©]3} PDE)2H= &2
A, o]~ =, eBayot 22 2ol FA Ao Mulzst T x4

o

==

ek &S Hal Ak o] gfAldA = 7 7HA] A Vs R AH|s Y8 AE
Aokt & 7iQl AR A A (Personal Data Vault)219) 2} A B8 ZdE(data sharing

platform)o]th. 7HAGRAFa= 7Hde] ARale] Frel ekl =5, A%, A,

211) Ann Cavoukian, 2009, Privacy by design. Take the Challenge. Information and Privacy
Commissioner of Ontario, Canada.

212) Ann Cavoukian, January 2011, Privacy by Design, Ontario, Information and Privacy
Commissioner.
http://www.privacybydesign.ca/index.php/about-pbd/7-foundational -principles/

213) Ann Cavoukian, et al., 2011, Privacy by ReDesign: Building a Better Legacy. Ontario,
Information and Privacy Commissioner: pp. 1-8.

214) Ann Cavoukian, 2012, Privacy by Design and the Emerging Personal Data Ecosystem,
http://www .privacybydesign.ca/

215) Alternative terms used to describe a Personal Data Vault include: Personal Data Store,

Personal Data Locker, Personal Cloud, and Personal Data Service.

- 107 -



A= AIABRRS ) 5ol &- Aol o Egsor & A
AHES A8t oy, 2 A8didde] Fre] A% AR =gl4 4 74
2 55 s A A Wael whel A ElE = dlo]E(any set of data undergoing
automatic processing)oll = 3t=o] At} A7) P JNANAH B H FTHAL] #
7kl osiA
S5k ot 2 Ags grd w3t 23vbEd WA A glvke Hol g

AR A =]

hyA

Fto2A JRIARR TS MRo] AATAA e B

[‘O

M
g
ol
o
D
d
i=h

)

o, =AM wE 97e] FEAY 1 LS ¥ 103 2.

216) Martin Kuppinger, 2012, Life Management Platforms: Control and Privacy for Personal
Data, Wiesbaden, KuppingerCole: p. 10.

- 108 -



E10. AT DAY 25 Ao TESHD MRS
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54 Guidelines Conventions Framework
Z=2] o A} A o) vF
THe FAAD Qaq s rae
T84 ) FRA G
2w A
=7 ), olg A R
ol g 279 A o] &4 & MAA R o] &%
H#HA A
A o dolele] £ AARH BFLH
tlole Ak _
to] el A2
Holel 9] Rt Heb 9 A Hek %
v By obd g1 AR HE obd &1
o] -&o 3t 2] AR A gl 3| MA AR SH
=4 ° ARFEA o] o w4
ARFA Y 15 FA A2, 34 Ao 5o
A HE L7, AL THA AHH A=
2 o 2
EEEERE dors 4] el
&b 94
WPAE EF FRAE 59 59|
_ 427 _ 427
o|x && _ o]-& A3t _
2 2ol Aol g
FRAGE 7 20T o] AREE AANHR §FS Astel AH 7, W

217) APEC 2012/SOMI1/ECSG/DPS/I/009 Agenda Item 6, Submitted by United States,
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AFLE My MQ174 WA 2] 7
Herx A Aletel] efgh ok
=3} HFo] Aol gl dolE AHA 9
[CRE| _‘?_
Aol 2 A Haod 2 A4
A A4 | oF o] %o HE
. _ Aks st 71BES B AYE 9
No B =2 &) 2= o) i
7198 B AE 4 Qlojok § s U S als) gloof
S & Qlojordt A&7 Aol R H e 7|28 A

" =bo] A fofof 3

ARBS7]T9 719

CBPR &.7A}38le] Aegart o}

RS WEoly 114 AN

g} BCRS A &3t

NgEe Agatel 7ﬁwgoﬂ w}

mans IS SR A4S A3 R aFekd gelsqe] nE o
el A DELE) W
TS om: Axiel ARRIITF 9 7Y
TAMA|E (BCRO Ak W& HA =
3k
gEE; El)

ke
#jo] 2|

991" ARE ALl e vl

Ll

=

MNAPEES HAE £

B WEETE

S7AG FM AEE £+ o wsddgEseld fFaagRie

Ak AH & HolHdsS & F dv EF4AAF

He W= by

H 2 A3 AE By = 9o Sﬂ)ﬂ%&x} (D) 7/NE A H % oA A
A9 9] A= EUWR e 714

$871724%  CBPR 9134
oA

FaAzEe] FEAY

714 A 7@k A2} Hl o] B 8.7 Ao}

Commission nationale de 1’'informatique et des libertés.

218) Article 29 Data Protection Working Party, Recommendation 1/2007 on the Standard
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G4, o A4 2 AFY, FALA 52 48T Bar} dok

5.2 A - RAR o]} BEL PF 9T PAL HILEA

52.1 = A7l

5.2.1.1 frdlz=aL IZkF-2L ool w3k A H A

UNESCOe°l  9l&] 2003ydell A17d219% <QIZ7kd 2 dlolgof] 33k A A
(International Declaration On Human Genetic Data)S 1997d ¢17FA| 353} <l@ o)

a.
o
§

#3k B HA1(1997, Universal Declaration on the Human Genome an
Rights) 2.2 H-¥ A7+ dHlolee ddd AlES FA|AA oz Afest Aol

o] A l4x= FAAR A Al A4 ZefolmAlA Haol H™A o] #sle]

(D) dAFdES T8 Tl oS Aste] =4l Aol Fdsh= iyl <

3 AFTHor 5§

A FAAF dele o] 7UEe Bosty] 9l =98] opgit.

(2) A FAAAE, DNA HAG R, dAlFedla A8 o2 AHd 298 42 455
=

Agletas FAEAY A3A 53 eF, RPN, g7 A Sol

219) International Declaration on Human Genetic Data, 2003, 32nd General Conference.
UNESCO.

220) Records of the General Conference 32nd Session Paris, 29 September to 17 October 2003,
UNESCO, Article 14: Privacy and confidentiality.
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53l ol ok drh AT oA HAA Felt Sy FAYE BE 5
of ghrh. AT A Zeto]uAlE BEFHojokstal HolH = 7WE | Hojokgtt
(3) 917t FHAAAR, DNA AALA RS JAHAsATY] Z4S 9 55 AA
Uk, 1L} o] sh go]

53

(5) 7 FAAE B, DNA A= 4, AgE A8 545 @43 Fol= o o

A 7Hsd FEE BysojaE ¢

20143 Al 213 A A S22l D g e)22Dol| A = 200510l Ful=F:Z 7t RIS
‘A gEet @] 3 HH A A(Universal Declaration on Bioethics and

Human Rights)'®] #| 153 ‘o] ¢]&f(sharing benefit) @=o] #3 714 &
=olatgth HehA XA BE QFo AfEoH 54 AikHe] ofye
sAolm EAol et wheba FpehA x| Ao FEle delmA] BAE o of
k= ARSIA ASldS glskaitt ol nEAelY YRR Sk AT E AN
A A ZlsEe el gelorA BE QIFoll sde] aF e

%_
grbe dFdd #F =k A 5 AHRE D8l SAEATATTL

o

&
£

o

2
2
o

221) 21st Session of the international Bioethics Committee of UNESCO, 9-10 September
2014. UNESCO Headquarters.
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Atk ARFAZE BAbsk= ARA ] thek A F-d(right to object,

“ARFA =) Aox [Fa7]dely 7ol A4l Ae T3S
fste] o] glo] FMAom JIRIFRE AT ¢ e AFAATZE e (3],

AAEA Aale] Sush 43 AvhE BAU G AL ALGE AN AN A2l

222) EU Directive 95/46/EC - The Data Protection Directive, Article 14. The data subject’s
right to object Member States shall grant the data subject the right: (a) at least in the
cases referred to in Article 7(e) and (f), to object at any time on compelling legitimate
grounds relating to his particular situation to the processing of data relating to him,
save where otherwise provided by national legislation. Where there is a justified
objection, the processing instigated by the controller may no longer involve those data;
(b) to object, on request and free of charge, to the processing of personal data relating
to him which the controller anticipates being processed for the purposes of direct
marketing, or to be informed before personal data are disclosed for the first time to
third parties or used on their behalf for the purposes of direct marketing, and to be
expressly offered the right to object free of charge to such disclosures or uses. Member
States shall take the necessary measures to ensure that data subjects are aware of the

existence of the right referred to in the first subparagraph of (b).
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biobank research?”, KLJ 18: p. 209
224) Code de la santé publique, article L 1111-7, article L 1110-4, article R111-1 a 1111-8.

223) Timothy Caulfield, 2007, “Should donors be allowed to give broad consent to future
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227) CNIL, Activity Report 2011, Paris, Commission nationale de 1'informatique et des
libertés: pp. 1-75.

228) =7} Al 2]¥ 2} A4 (Répertoire national d’identification des personnes physiques ;
RNIPP)ol S =5 o] 9l HERAN ZgzoA eojuk AFRES FA7]Zo|th 20099 7]+
971 wkg o] FEHol glow, BEFA = H7F SAAT Lot NIR2 A3 E A2 ofol A
Ao AREESAL, CNILS o] MEE As| R Lok #edd #d3t g4 G J=s
slskal gl

229) A& H 95 ATV, ¥F RS Y9F¥o& NIR &
2R A= NIRO 7€ zHdgart s&ste A =AE5 A
CNIL2 52 9 83 g=0o] NIRS AHE & 5 s

zﬂo] tﬂ/\]E] 74311/\15_21 x%g,]s]-u} @CNILQJ 7H ;(é } g 7
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FAE WEAT AR AANE AAAGARE] Ao AP pe st
CNIL# APAES & F AAsioratkz0 o2 W AQAZgns e
AnEs pasle] AuAsE gro] nEolol B, 7t /R oj@ o
AYT ANA 1 PP CNILAA ela 5L wolof ek, 4ug FHah

7182 estd SAVIES FrpRo]l A48d ARA S vhdsopeit.
5222 T&71de] FATA H 43

A ol EHEBDE 2R 19789 Ay T qFEA HE 9
23] (La Commission d’acceés aux documents administratifs; ©]3F CADA)&
e PFATA ds sl 1 ASE F A=A 2 oAFRE AA S
EE AR Rl #g ARQI7E ol IRl #g A BT} ot
et e AT el e AR A Fole A3ANAlE sAHE T

9 @ ARFAT A A7 F drk el B FRAAHE A5
g Rt AR ARFANAZA deko] FAEH JHQle] ouFR =
Aol A AR AhskAl Al Fele] XA sk YAl Al st RS g

il

CADA= 2005078 =4 o ofg5 ffs] saAdre AAE &8 et
AeE ot dnt olu AlwE= TR W oz} &§ eI =S
destal, FaARe o)k &85 A7) A& ARl AAbE AdE =

230) Décret n°2007-1220 du 10 aofit 2007 relatif au prélévement, a la conservation et a la
préparation a des fins scientifiques d’éléments du corps humain et modifiant le code de
la santé publique.
http://www.legifrance.gouv.fr/affich Texte.do?cid Texte=JORF TEXT000000829163&date Texte=

231) Loi n°® 78-753 du 17 juillet 1978, ' 2§72} 5.1‘3194 HAE M7 Sl =X 53 P44
A8 A AAA JEdE A A Ed g HET LOI n® 78-753 du 17 Juillet 1978,
Loi portant diverses mesures d'amélioration des relations entre 1’administration et le

public et diverses dispositions d’ordre administratif, social et fiscal.
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Aol elq elmsuel W@ w=Ao esld Axdm Ak dau
Hfol QM Zol A FAHE ATES ofdl FHUZE /1345 AAFARS ATl

N Bast 97) who|ch s
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5231 12 77185 2 2By

‘v A7138)E 2 A FAE (American Recovery and Reinvestment Act of

232) CADA, 2012, Rapport d’adtivité, Paris, Commission daccés aux documents
administratifs: pp. 47-62.

233) Bernice S. Elger and Arthur L. Caplan, 2006. ‘Consent and Anonymization in Research
Involving Biobanks. EMBO Reports 7(7): pp. 661-666.

234) AAZ AL AR AR AGEe] AQFAL 98] AP F vhol e w o
QAFAES Foldh AgES] A% 1 ARE Aol AUS HAsE Ao srie

seto] o] Fof 4t
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A i B dRbrb el Alg AW FEls Fojdke A 58 T8 B A
A=Atk ARRA 20099 stelmQl “AAA -4 dd8S 913 A=W
(The Health Information Technology for Economic and Clinical Health; ©]&}F
HITECH)2392 H-ol5 AHslol] AR ATzt Ads ®BAsta gt
HITECHZ ©l$ Z3tsla WY 2 oA7p oAt 24w Al ~8S 383
Ag QAT Bo TIE AL AR BARIY AYAER

o
b 1=
Protection & Affordable Care Act 2010)& A 3sto] AAAH 2 Az} o] F7]
b

At g2 APE st H7F 7lsZY o] E A= (Office of National
Coordinator for HIT; ©]3} ONC)& AH3sle] T8 ASiEF7|+S AAsI
ATE2D ONC= v B-o5 Al7]E2] &40 =339 A1 g 55 S35

AZAE GEAA 78S ALE 5 A= d87ls XEBS 75 shal A

ZR O FASL Y20 53 GAY EE TN AT ZHFT
=
b ]

Asg wasy) SadE AF we A% 7]

235) Health Information Technology for Economic & Clinical Health(HITECH) = AZS3 S ¢3+
A8 Ve ov] A E83te Ao Alz=Re] =YE flste] AR dite] Ay
%1 oF 2709 <elE 201997HA] FAkekr] 93] A1 = ATk

236) Medicaid Electronic Health Record Incentive Payments for Eligible Professionals.
http://www.cms.gov/Regulations-and-Guidance/Legislation/EHRIncentivePrograms/Downlo
ads/MLN_MedicaidEHRProgram_TipSheet_EP.pdf.

237) http://www.healthit.gov/policy -researchers-implementers/about-certification

238) http://www.healthit.gov/

239) ONC, 2013.6. Federal Health IT Strategic Plan Progress Report.
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240) ¢1Z 8 FAFE; A A W (Computerized Provider Order Entry), 2 @2 B, AFolA} 4
AAACDSS) A GHE, REFTFAZEAAA, AAHFAAE, &2 sHEncryption), 1
AARRO AAAEZS] 9 3g, AR, HAs8oke HAARE %3] 9 ¥F B
http://www.cms.gov/EHRIncentivePrograms

241)  George J. Annas, 2003, "HIPAA Regulations — A New Era of Medical-Record
Privacy?”, The new england journal of medicine 348(15): pp. 1486-1490 #%; o] Aot

& 2 A AL AASY AA, FAELS YA FRIF ALE, R L T =

Aol #ato] Wk A AW S wolol itk &4, $AES 25 7| E g A}
o] 53 F4e a7 5 QojoF vk A, SRS AR Y] ol 2
HUgkE Folof gt F ol teAZE a3 & lojoF vk WA, AEAET A} A
AAYLE A57F d@stodA| 7] ool FAZHEE EZHAH Eg](blanket approval) S &
T F At oA, dAAERE R A G 9E AYstae A4 54 A=

3}
289 4 Aok oA, ARATASG AZANES WA AW ZeholmA AAE e
B, nEAE WEA T, Tetow A Bl A stelof k.
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2003 21 7bse AR AR B3 33 F(Standards for Privacy
of Individually Identifiable Health Information)S A3stH=tdl, ©] FF A=
A&7 B R GA 5 ATA- R H AT ), Ross FROIAE
oRAR) RoHA e ARONNAES AK), 5w o]&3 Ay Tol
gk =225 v} Zo] mhEsin

==

(1) B9 o mAwe] Ba 3744 DGR, AAHTFE A nd)
(2) B4 Zefolw Al Hah A WFAL A

(B BFAAAFAT 5 FAH SHAGA @ Zefol ML) FH o
@) dzA4n F Bae A94n Aol SruA u A

(5) 2B FE/ e ZefolmA HEA LY W AR 5

(Individually Identifiable Health Information)243)S —F3&}a1 )T} .244)

I 129 FAIE 18709 &Eo] HIPAAOIA A4St v ‘Bed AR
(Protected Health Information; ©]3} PHI)'o|t}. 1870¢] PHI= Fdo = &7l Al
&, Aets s WA flste] st ojof & Frolth

242) WM&H -7, 2006, W=t QEAEB S e A, n, F=rstEgE: 77-879.

243) HIPAA A2, Al F& A1171=.
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privacy issues and the EU Directive, the U.S. Department of Commerce consulted with the
European Commission. The Safe Harbor provides a privacy compliance framework and a
way for US organizations to avoid experiencing interruptions in their business dealings with
the EU, or facing prosecution by the European authorities under European privacy laws.
250) Computer Matching and Privacy Protection Act of 1988, Pub. L. No. 100-503, 102 Stat.
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251) E-government Act 2002. #]208%.
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253) David H. Flaherty, 1992, Protecting privacy in surveillance societies: The federal republic
of Germany, Sweden, France, Canada, and the United States. UNC Press Books.
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Center for Democracy and Technology. June 2009. Retrieved June 12, 2014. "HIPAA:
What? De-identification of Protected Health Information (PHI)”. HIPAA Research Guide.
University of Wisconsin—-Madison. August 26, 2003. Retrieved June 12, 2014;
De-identified data is coded, with a link to the original, fully identified data set kept by
an honest broker. Links exist in coded de-identified data making the data considered
indirectly identifiable and not anonymized. Coded de-identified data is not protected by
the HIPAA Privacy Rule, but is protected under the Common Rule. The purpose of
de-identification and anonymization is to use health care data in larger increments, for
research purposes. Universities, government agencies, and private health care entities use
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ABSTRACT

A Study of Legal System for
Secondary Use of Public Information

- Focusing on Secondary Use of Bio or Medical Information -

Park, Mi Jeong
Interdisciplinary Program in
Medical Law and Ethics
The Graduate School

Yonsel University

The aim of this dissertation is to suggest how to strike a balance between
the Dbenefits of secondary wuse of personal information and rights of
self-determination for other purposes that within frameworks of personal data
protection laws, policy and technologies.

This study critically examine the appropriateness of limiting the right of
self-determination in the context of secondary use of public information by a
third party for purposes other than data collection. Particularly, the research
sought to find common ground between private rights and public interest by

specifying privacy issues which could be threatened by secondary use of
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sensitive information such as bio or medical information.

Each public agency uses aggregated databases which enable extraction of
new meanings and utilization of individual dataset. While not new, these
issues play increasingly critical and complex roles given that the Information
and Communication Technology Revolution has created a dilemma regarding
individual privacy. The nature of the utilization of public data from the
database by various public agencies causes them to hold and collect personal
information beyond the primary purposes in common databases as secondary
use of personal information, incurring serious cases of legal violation of
information usage.

The idea concerning privacy and public interest is embedded within a
complementary ‘using vs. protecting’ concept that is not trusted by the
owner(s) of the data. There is clearly a need to consider whether the
Government is balancing this critically important relationship between data
subjects and personal information and whether the current approach is fit
for its purpose. As the secondary use of personal information is randomly
scattered in the database of the public and collected beyond primary
purposes, the minimized use of personal information protected by common
law is likely to be violated with the absent clarity in the norms of
secondary usage of personal information. Laws to protect personal
information protect the interests of the people by requiring consent at every
step of iInformation process. Secondary use, however, does not require
consent according to a special law that exempts such condition. The

problem is exacerbated when every public agency adheres to different
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special laws that reflect the objectives of each agency.

On the basis that secondary use of public information has its objective in
public interest, literature review was conducted to understand relevant
theories for reaching equilibrium between private rights and public interest.
Especially, the special nature of secondary use of bio and medical
information collected and owned by public agencies; then, issues raised by
the current law in force were analyzed in comparison with precedents in
international organizations and foreign laws.

The careful reviewed foreign laws for protecting personal information in
public sectors were analyzed via comparison method from the following
perspectives: agreement based on full explanation, personal information
control right, anonymity for secondary wuse, broad consent, embodied in

privacy by system design, and personal information protection commission.

The review and analysis conducted in this study led to the following
conclusions. Review of prior studies on public interest identified that when
the operative law does not clearly identify the underlying principles of public
interest, it 1s necessary to critically investigate via public determination
process whether both public and individual rights were equally protected.

Essentially all bio or medical information in public agencies are sensitive
and require protection in varying degrees. Theoretically, only limited
processing of such information is allowed, and no special laws can exempt
consent. In other words, priority is given to a subject’s right of

self-determination. In practice, however, the majority of bio or medical
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information for secondary use in biomedical research had been provided by
public agencies upon request. The current special law in place exempts
written consent upon approval of Institutional Bioethics Committee, thereby
allowing researchers to utilize data for secondary use without consenting
process. Nonetheless, in such case of exemption, the principle of
proportionality should be met by allowing a subject to practice his or her
right of self-determination.

Accordingly, achieving a common objective through secondary use of
information must begin by sharing common legal restriction across agencies.
For this purpose, this study proposed to adopt a single regulation method

that has legally binding cooperate rules.

Another condition for secondary use of bio or medical information in
absence of consent is de-identification. De-identified information may be
regarded as a solution for protecting privacy through anonymization. Several
methods could be taken to promote anonymity. Information with identifying
data stripped 1s no longer sensitive. However, a single, concrete
anonymization method is required as bio or medical information itself
includes identifying data. In so doing criteria anonymization evaluation can
be added to certificate personal information management system. In effort to
ensure anonymity, expert-determined method must be added for
re—identification.

Restricting the right of self-determination on sensitive information such as
bio or medical information must notify subjects the purposes in which their

information will serve and how the information is being processed. Whether
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purpose is justifiable for the sake of public is directly related to the roles of
Data Protection Authorities which deliberates the process of secondary use.

In the new phase of the secondary use of public information, this study
attempts to balance between public interest and private rights as well as
‘using’ and ‘protecting’ through the following suggestions: the review
procedures to ensure the data subject’s rights including the broad consent to
entrust personal data processing in case of substitution; common rules to
stipulate the anonymity; the consensus decision making processes to ensure
the public interest; and privacy—preserving embedded systems to collecting

and sharing sensitive information.

Key words: public information, secondary use, right to privacy, personal
information, anonymization, personal information privacy policy, sensitive

information, data protection authority, biobank.
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