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Network)e] F8& FA8ALE HA 2 Ao ZF9E (Access Control Router, ACR)%}
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3. 2.1 RAS
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=
3. 2.2 ACR

MCs

Interface
(NP

l

Contral & Management Alarm &
Processor Clock

400G Cell Switch(2.5*16)

1% 3-3. ACR #+4 =

ACR Al &dlojgh 74 A2 2 o]dae] d5S §3) 40G Cell SwitchE 38k
T} 9] DPS(Data Processing Shelf)S Uz Afse JTS 3o =3 o)F o

2ol o4 B} F3H 5A AR A4 D FE, QS AT, AFFH w0
FAA9 B 2 AE Bt
- DPs9] 77
¢ SCMA(Subsystem master shelf Control and Management board Assembly)
* Shelfd 27# A A, Shelf master® A] 2~El 2] o
* U H 29 %], Cell Switch QIEIFH o] 22(NPU ZZAA)

o TEANAY HE
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* DPSA(Data Processing Server board Assembly) : Alo] T2 EZF g
* RPSA(Radio Protocol Server board Assembly) : Wloj2] L2 EF A
* DPSASt RPSAE AWl 12 4% 75, DPSASH RPSAS] vl && Ef
EA4 s 24
- MCS 4
o TYA £EF

Cell Switch ¥ ¥ 5 o] 2 A3 (GE)

*

o 1% QIEFH o]~ 7}=(PEBA-Packet Engine Board Assembly)

=

3. 3 OFDM Symbol

GB
£ "f’\ N (“ P (“\, VR
LA
i"‘—’ TIH| CHed
Hkaa) Ty

(a) FDM(Frequency Division Modulation)

TTTTTT

S o

ST T
(b) OFDM(Orthogonal Frequency Division Modulation)
19 3-4. FDM¥ OFDM

dutrom oA RFESE AHEst= WW S FDM(Frequency Division
Modulation)®]t}. FDM oA+ JA Fo4 9SS Qe 2o gidez o
=

71 SA ZAZke] 5 wrgw Abelo] AEzre) GEL WA AT B F
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doh o] @A Feozx HAl tgS o e FHEdE yEs A Hdou
IY 34 (a)9} 2ol R FutEuz yFr)esiA e FRbEal Aleld
5 (Guard band) WjZo A I=FE AHEE F gl HlES

. OFDM 2 FDM®| o3t Wla&4ds A F7] fsix 2-3-4 (b) 9
of dejol wrFuke] F Apole] Hast
oty =, WrEy M2 FFE FA dEF FutEae Fyss dAYste A
o] th[14].

3. 4 Adaptive Modulation

Aoole GRHFWAN S NED AT A2 4G5 §49 Fb o

AN

m

87 g8 Fu5 ol BT HAAL Boli, £2¥8E BHow UAdss

z Ao Qe e 2o

3. 4.1 QPSK9} QAMe] g9} WEZz79 4

QsM9 gelE ASKY PSKellA thx82 Hals) Yrtd 28 35 (a), (b)ol W
Honpel o, A7 At /YA AW stysuE PRSIV e R
ok ASKol A & 1540wk, PSKel A& dF o vt Aol EAste] FHYs F2
§&2 AMEEA Yete AS & F Ak 2:A, 2™ 35 (o) 2ol AF
A4 FHoZ HolHE Ul$AZ MR o] QAM(Quadrature Amplitude

Modulation)®] t}.

@ ® ‘ 2 @
e
& Y
@ ) @ e | @ ®
—  sssssese —¢ @
@ ® ] ® @ ®
kY -
. N
" @ e | @ 8

(a) ASK(Amplitude Shift Keying) (b) PSK(Phase Shift Keying) (c) 16 QSM
19 3-5 QSM¥ QPSK<e] W14
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QAM HzI &5 HAA7|HH QPSK(Quadrature Phase Shift Keying) ¥ 3ol A
13 15te] H A Zkd AHS WA 7IH "ol &, o] gE A E A

R

ZozsA Ak o 4o tE Advt Ausn genz Am AFUz
=2
=

QO
>
<
o
i
s
it
£
]
o
N
W
Ky
—_
[e)Y
Q
>
<
1o
o>,
e
=
I
v
o,
£
v
—_
[e)Y
>,

3

AWME7E 7122 16 QAMe] 713 AdE4rt He wWxzwdelt, dAAE 64
QAM, 256 QAM So] 2&3wo Au}t. w2t Wibrodl &= QPSKe 64QAME
thekel Al W32 AlA Wibrod 54 t9S ZA3cH[14].

o Fo] WS Tl A Y99 OFDM 33 & At o Ax=E H4A4d
2 AE A Tb gta 3o 8 A4 7133

_<|_3[_
#HE Tge HARES CP(Copy)® YERHIH, OFDM A& 9] ml ol XA A A

>

%9 A A (Orthogonal)S FAste &7 FA thF 7 E (Multipath)y & F3 3

O
-

2=
= 983 33 CPe FA7IAA A A, OFDM Ao AJ3E o 9o A

=]
Tx2= ot 19 3-6 I Eoh

T

Lo

Tg Tb

Ts

23 3-6. OFDM Symbol
47 AUAE BE 73 Aolol WG FARAW, FA7] AUAE FY

A A= 7] W&, Eb/Now 10log(1-Tg/(Tb+Tg)/log(10))[dB] WHF<] £4lo]
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JERE

=
T

T

gt o714

A
U FA719 4 FFTS 43

=13
=

ol
Ho

]

!
oo
Y

o)
o
of

Ho

o}
N

bl
™
ﬂ

0

X

—~
file)

el

§-l_

Bl 7IA=He] F71E 2Edf ot

AT A CPrt mHE

CPE

t}H15].

{r

pasel

3. 4. 3 Frequency <

dl ol ¥

H

o
4o

&3

X

ol
&

of
e3!

iz3
4o

-

Hurdulo] 420 we} FFTS =717} 274 9o

Ul
=2

el

o

el

sk, 1¥3-7 %

42 Adele

ol
7o
)
el
0
N
o))
N

Subchannel 3

Subchannel 2 DC Subcarrier

Subchannel 1

o

Channel

Guard Band

Guard Band

g

15

13 3-7. OFDMA 34

OFDM AY¥ 37+ E<t ¢tH Yo A$E+= OFDM

U

‘_lryi

—_

<
ojn

i

(Nused—1) /2
Z Ck - jrkAf(t—Tg)
—(Nused—1)—2,k=0

(t: 0<t<Ts H< A OFDM

k

j2rfet

s(t)
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Ck : OFDMA A 717t &< F34 22 A Qe 27 kel 7 wkE gho A
HE 545 HolHE QAM AAEdA 9 3 H& vedt

Tg : a7t

Ts : R3S £¥3st= OFDMY AdE 3t

3.4.5 ZY g #+x

TDD Al&FoNe A ad) Fygas Aoz FRAY. dFYas
stubel Ze9dE 4, FCH, DL-MAP, H ol 4% A2 Addg. 4Fgae

b (G 3-2)

zYd 74 ¥ W 7k
FFT A7I(N gpr) 1024

A AIZH(Ts) 115.2us
g Al F 42

TG Azt 121.2us

TG A7t 40.4ps

¥ 3-2. TDD Al2=d" Z# 7 WS
stFga ey dole PUSC MEAYE, tho]HAIE MEAHE I AMC A H A} o]
AL, FFF I Zy delle velHAE ABEAIHR AMC ABEA o] Ut
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A| 4%. HSDPA(High Speed Down Link Packet Access)

4. 1 HSDPAY] 7l &

H % 712 354U o5&

>

1 AMH 22 9udE HSDPAE 34t WCDMAY

¢

2, 3% 143 R HE W2 (High Speed Downlink Packet Access)®t+

Bl
olF o] 3dF ¥ RE £=7} WCDMAC] Hl3) Hol 7vfu webd 34042

AAW B4 71&olth, 3 HA9 £TE 14Mbps 74X AAANAGE SRS
7FA]31 HSDPA+ FA o]F552l SFA4dA thdkst /<2 HEr|go] AMu]jx o

H
92
\O
a1
>
N
=
Lo

3GPP HlE712 #EF3 7IFolA HeolH £2& & O %o]7] 913 GSM/GPRS
oA 283 TDMA WAzsE o2 FAHE 71ed CDMAE Ags)

A ol% BN 1% I

Lo

WCDMA (Release 99)¢] %35 5ot 181 7
ZL HolE Muls g FE87] 9, Bop FFE ol vlEd 7l HolH

7, gigid ¥ & =5 14Mbps

2
ofx
tio
A
ofr
[0
ol
X
ol
ol
fr
b
AN
=
3
tio
>,
LS
e}
£
u
i)

A AFE 4 J= HSDPA(High Speed Downlink Packet Access)e] X T35

948 Jom, dA FE&3 i AT(le].
Multiplex TDM/CDM
3 Mbps/2 Mbps
bL/UL (2 A 1 Mbps/0.37 Mbps)
goEs Over 200Km
© 3 X 8] 2 Packet+Voice A ¢
Frequency 2.0Ghz
Standardization 3GPP(2002.6)

3 4-1. HSDPA Specification
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4.2 HSDPA 54 % Z 28 &

Variable
QoS

©
%

o
é
0

SGEM @ Service GPRS Support Node
GGE5N @ Gateway GPRS Support Node
MEC © Mobile Switching Center

RNC ! Radia Natwark Controller| Hl 013
MNode B : 7| 7| =

User

{

M

¥ 4-1. HSDPA F41 7
7,

HSDPAE= 3GPPOlA & sizl HES fa st Faod F71d 3z A8 H&E
walolty. H %9 HSDPA %+ WCDMA FDD(Frequency Division Duplexing)
FENA AFHReH, 48t 10MHz A5 S ALE&s= FDD ZEolA 3
9 10Mbps HEES ATt T3 FDDo| ©]ojA TDD(Time Division
Duplexing) 2ol tfgk HSDPA iEFo] AA=HAJo. 3GPP TDD R E=+ 5MHz
oAl 384 Mcpsd FH&EEE 2Zt= HCR(High Chip Rate) TDD =X E¢9}
1.6MHz t oA 1.28Mcpsd] H&EE 2t LCR(Low Chip Rate) TDD EEe

T 7HA RE7F EA% . TDD W42 st a0 e Al &3S vtz

v

o:
ol

NdS Hulz2 &9 3¢ HSDPAY =4
z2hal

e

f
o7 A% HE &LS Fus ¢ £ 91w, HCR TDD =E9 A5
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10.2Mbps, LCR TDD R =9 Z-¢ o] 2.8Mcpse] AFEES AAITH[17].

@ SGSN

SGSN(Serving GPRS Support Node) packet-mode 7]1&S AF-83}¢] high-speed
T low-speed data®} A3 E E&&Ho 2 AL37] 93 A H =2 GPRS(General
Packet radio Service)E 3+ A% X ojth. RNCeo B3t olF @ I
ZL "oy AMulAs 93 9o olsd #y B s AY Ve FHE
GGSN# AFgteto] ABulst 2o ofF shzlwdse] H7l Hadd 7lss s,
agx R 59 AFS BAE] A AT FAFERE PSR AT F

F ZA(CG, Charging Gateway)® 33 FHES FH3< 7lss TP

\O
=
J
=2
p?
Y
=
()
i)
32
=
=
~
b=y
=
a1

SGSN Al2"le &z 3 3GPP Release 9
ol BHHE IV g &oldA FE3=E AAHA Jdu. A9 SGSN Al 2H

_“
ox
i
ﬁ
1>
E
}~ :
Oﬂ
(o))
>
<
o
7
jl
S

2 20Gbps®] ATM SwitchE 7]%F
Throughput% NNEe g gFst @ qduFstrles o838t 2Mbps A& 9 F A
=

Bl 1Gbps+ o] i1 o Aol 7teste

-111

AE H3 4 F8 T2 M A digt o]Fst e
AuF3sl FAE 2732 A EdF sz A" UFoA Hu A3t
2 MHl2~E AFeH, s R HF 7F=<] Fast Ehternet, ATM, Gigabit

ooy

@ GGSN

GGSN IMT-2000 # 3! AC]E o] == (GGSN:Gateway GpRS Support Node)
X, GPRS %¢] ACES o] 985 AT ss =E0]al 2FHOE = Internet
#o H&ES 7bsA St Router 985 AUtk 2281l YR ZFHSEZ = SGSN#H
o] H%E& B3 GPRS W 7FY Al A Packet Data A Hl2=E A Fgtrh. UMTSe A
Packet DataE # 2] 3}+= GPRS Networkol| A 7} 4AE 938 Packet Data /24l
AME 2 AFste 7lss AT

=
=3

7}, H/WHSE ATM 293 Fabricg 7|¥FS Z Virtual Path ¥ Virtual
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Channel 3759 23] Al~® WH A 22 Non-blocking 4] 2
Switched Router 7+ZZ T4

. Al 2E R 2 A E = QE o]~ Fast Ehternet, Gigabit Ehternet,
OC3F PoS, OCI12¥ 18 3a PoS 183 STM-1¥ ATM A E°] 7}&3tH,
GGSNe| Aggeel oEahA &ar, A" F4 F4 wet A4,
Sgo] Lold T2 P4

o Az" WRY AYTrE AREy EdY PR BYHow 1R

M

gt Al2"Y YR HEge F8 Aol FEH ATM 29X F&o] o|F3}
A Eo] Alz=Flo A=A A
b, AALS B2 7] 93] Generex-GGSN Al 2=Hl2 W] AgentE 9%

o

A2 Fa, 43 AE 9 Ethernet 7|¥Fe] IP MEYFHL &8 g
7150 AF 75

d}.

[

HES AFFAZE B#3HAL 9= Generex-SGSN3 T3 £ EFx 2

i

A FEHOEN FARFIE &0l FXE AT

® RNC

RNC(Radio Network Controller)= MSC(2l287])/SGSN(Serving GPRS Support
Node)Z} Node B A}oJo] X3, E1/STM-1833E 3|4 Node B %
MSC/SGSN# dAFHTh. RNCe 4 %, Fax 5% 22 34 do]H (Circuit
Data) AMHl2=E A|F3}7] 913 Iub AEFH]22Z Node B} AF =M, In-cs SH

Molxg FaA MSCSh AFdtel Ao ¥Y ¥ Y3 HAFS BYIY E

g QY F4l3 & 97l b o] E(Packet Data) A BI=E 23] Node BSE Inb

JEH ol 2T dFste A 89 2 H3 HH 7S FTe.
RNCE A&« T4 - 14 dolE Avj2, e r|to] AH|2, Handover T2 A
H 27} o] o]FAAEE A YslH, ol Bt} Uy FAS RBAS7] 935HY

Macro diversity 715< 3 $th. BSM(Base Station Manager)< RNC(Radio
Access Network)®] & A BT 7|5& Hdste &84 ZFF Aot}
- -E—X]

[e]
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7
U
o n&dA dold A 2 ted Tze
z}

go] &olgh.
. RNC 1222 180,0005+% & 7F 42K (&R 71E)E 4.
ok ATM 7]9ke] 224 5Gbps A2 € #FS 2tE ATM SwitchE Al&-

vl AT ZRAA S A 8 (MPC755, MPC8260).
=& AHPE A olT T2 2AE

4 2449 8340 AHES ¢8l UMTS Al2~¥l2 RRC(Radio Resource
Control) Z2Z2EZFS AH&gth. RRCE AH&AF 3 dlolElo] digh A& 2 #Ad
FolE FPstr] Hs AgEH, ¥4 HEW e RNC(Radio Network Controller)
of 9%k RNCE 2] 712 Node-BE Alojdl¥, o2 Node-BZFE F21Ho0.
BRE ol &3t A &7 % 24 VS FF I

2]t} RRC7F RNCol| HjA|ste A2 UMEH AL AAdS TAA 7, w2 A
watets AE SA HEsted oewol vk k3, 33 AEE - Bursty

#EHS ANER o AR AEol Ay ANNE WE Hg Yo 8

8 7]% & Node-Be MACZ o]A3lHt). 3, A4 49 E 7129 10msdA

2ms® 2ol W2 A% 540 aRHoz A$HES FAh AT WEe o

4. 2. 1 HSDPA A 7<=

HSDPA

Adaptive Madulation ‘ Hybrid-ARQ Fast Scheduling

{ Coding In BTS

19 4-2. HSDPA 34 71&
HSDPAS] &3 AZF9 F2FL2 7]&2 RS & zolE Ho|AY, &7 AF9
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Aol = HSDPAS =flol wE W3S H2ssto] ofd Alxdae 848

BAstuA 3tk Ak, HSDPAC] Aewd #HE HEZX 7]Holy 3lolBg=

E

ARQ(Automatic Repeat reQuest)$} #2 Ha #F 7|€5S 830 E o] 8T
F ey ol55 #ESta Aode F ol HEE FAHE dE o2 7}
b Foll flAstodol gtk T So] HolH O 2AEHS Fste FiEol 7IEA
d A= (RNC)oll AA3HA He AFoes AAAT e zid SF gte F
A3 2AER ] o]Fold & (A "k oY o]fFEE HSDPAAME 2AEH

15 HEY gRE 2ARY Aer)sel AMejFH e 71X (Node B)ol 9
3w 2 AQE A whebM, HSDPAS A sty 93 7|& Z2ed 72 Wi

o] Ex o2 HSDPAS A Y3l Node Bole FAz99 AoE 98 MACH
9 dF7Fol YXEA HAY. o] ZEEF AFES MAChsH AZFolgtx F
ol3lH, MAC-hs¥ A5 ZEEZ T2 MACAZY 714 3liol 9 x3dA
A B4 Bte A Mz, F5 BASMCS) dg9 st AY, HiolEl Y 2AEH
7S HETT MACAIZ Y 9l 9128 HSDPAE #3 RLCAZS 71& Al
2" %o s S A3 AL WEIE A9 AT AM EE UMYe] AH&H

X2
Au)
N
i
1o
=2
=5
)
r ]
ol
H
)
oo
N
L
flo
2
1B
i
’%
)
s
)
=
0N
le)
=
=
=3
N
T
o
Au)

Moz $A4% ol DR AEE ARN Fae FAL mAHI A A=
dol £EA WAl

W, BEvite] Holge AUz R get G A5E, GGF A5 FA
59 a7anE A2 4 959 Auz AZTRE GE A B2 AL 7
Mol 8FETh AMC 71Me ole@ Hole A E&H J2 H% oz,

A% Aol ol A5ES AY 8746 A WA E Ag wAolT
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W aishle Transmdt P (CDDShEIJtDetaHd:e)

(&) Pomer Contrd Concept

Channe] Porer

]
- \\\ i '\_“ e i
b o " i
\ \
T T

£
e

Vaisle DaaRde
Ll

(h) ST Concept

19 4-3. AMC ¢ dg Ao vl

29 438 AFAlsh AMC el AEH AolE AW gk A A

o

% 1A ¥ target SIR(Signal-to-Interference Ratio)S A7) ¢ A

do wet ®igt A7t ghd, AMCE Hd o 540 et Hd3 HFES
&

il

st HEstnz JjRAHoR HE HEge nAddd. A
and Coding Selection) #e] oJ3] A& =], MCS+ Pl o€ Wx
29 23l W @dolth. HSDPACI A= QPSK, 16QAMSl F 71
3 ZE=§ 1/3% HERIAE=ES 8707 HAYste] thekd MCS #@ES A
k. MCS #E2 41 SIRd| wet AF = =d], SIRY wel M 5 58S
€ #wo] Melgc)

e

BN

_23_

E2 MCS(Modulation

ol
1>

2] 35}

Ruan i

o

tw



Throshput

2% 4-4. MCS Level 24 71

39 445 AMCOlA MCS #¥S ZAAste AAS NMEHoZ BRogFa .
SIRYl W&} 7}F ¥ throughputd Hole MCR #HwWS ZAH3sH, Zx4

adze) by uhaEel A% throughputd @A Bk,

AMCE] A9 FeME Bee] 540 SRl UF ARE A)AFe] L3 o]k 8

o, gl 4 ¥4
_g_

e dE =g A

rulo
oy
r
AN

o A<zl 9l CQI(Channel Quality Indicator)

©@ HARQ
HSDPA )

o] 2A15Q dHely #Ha AZFedA de AHEH
= 71¥Heoltk. UTRAN <A+ L2 RLC (Radio Link Control)ollAl A}&3}3 St}
Wi, HARQE ARQ 71ME =2 AFY Ad s 28 7= AF A<

o B4 SIRE WE 4 9t FHol Atk

HZl A A=A A FHo a3 HA=e Zdd &F & (Frame Error
Rate: FER)o|T}. QA el sz M4 A o 01%°] FERS LT3} FER ZwWo]
Az gl & 3 HEY LHFY EAFE SFZ HEFHEZ, FERS W



HARQ dlA= 7]£9 ARQS} #Zo] AdFHE HEst= o] oYzt Chase
Combining ¥+ Incremental Redundancy (IR)¢} #Z2& WS HE3to 7]E9

T4 delE st AHFE F4 veHE a&Aor ¥ g HeS £l

o
fo
L
rlo
a
>
=
Q
o~
oo
2
1o
ol
(2
ox
[0
ol
rr
2
L)
d
&
R

1] A 16QAMY 2& =

e A% EeS ZE WE /WS A8l 5N Aotk EHOE HARQ 7|

Al EF3 16 QAM 7S AT

@ Node B Scheduling
Node-BE 34T E41¢1 IMT-2000 WIES 9] 7|20, 7|X3 # o} 7] (RNC :
Radio Network Controller)2] A|ojs}o] ©]F = (MS : Mobile Station)¥} F4 HE&
< 8k, BSM# dsste A Baste 715E $33HH, Node-Be ole=2 #
A A¥E(Radio Channel)s S F<£3tm, CAI(Common Air Interface)®
W-CDMAE A 93t Node-B= RNCee] Ay or 7|Ed F2 AHE33H
El ¥a2 AFT & ov, o]& o]435t9 Node-Be RNC ALYl &/5415 e
&
K

)

2
ZtE Alo] 2159} Traffic A3 5 SAHSZ A&EsHA A2 5 AA o, Al
A e AMEl&E AFTY. NOde-B= (S E)H S99, A2 E, &
(pico) 522 UFolx ZFFL2 1rackeZ HU| 4FA/3Sector7} A AW 7153}

™ 4FA/6Sector7t A A rack 74 o] 715 sl
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SHE=E oA He Ep R

I RNC E1
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ot i WA=
i g RF
Lt = = I_': Local | Glotal
= = * P deg . =
| = &l | cI2& =
i o Mol
i | HEINE
[ o
o

| A=

1% 4-5. Node-B Structure
- Node-B9] &%
b ARE 71 Ad
L 3% dolE Aulx
+ &2 Diversity 7|&
* Compressed mode
. Pooling +%

A 7= 96 AdS Adste nHHFgE A JtEs LT A Ado=

o
:)gl
()
tlo
et
oft
e
4
32
rr
~
o

o
=
QQ

i_:“
2,
Ll
N

T3 FA, sector 74E 53 o
o}
. H/W %2 S/W module 3}

fr

E

Node-BE 7} H/W % S/WE Module3dldle], 7]& AXd A 2dHe TxE
g

Fete WHOR VA & S

rr
o

ZAstA &1, 3lF Modules A& &

)

iz
=

o

g0l gt S/WE 7% 2 Moduleaks A3 A H2E A28 W
FHaslsle Al Mulzs Fdo] AR GEE ST

gt HeEld 9 ¢ KA EF T

Node-BE +&47F Bttt #HA Al=de] Ae & At HEdd 225 AT

Az ddE 7 ZA e Z¥E BSMS 3 @2 dwet A4 2

T M 7
Ay ez ey, £ 7|AFe YH o2 BSMIF Ethernet ¥ Dial-Up

ModemS &3 HIZA T 3 944 3T & e 7les AT
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vk ATM 718 A% 7%

4%l RNC9} 2% E1 #3t9 Traffic 241& H$o] AAL2(ATM Adaptive Layer
type 2) WAE AHESIATH AAL2 WA dtue]l ATM Cellell 2] 7F4A<]
Traffic A& tF3ste] §/54 ste Wt weld FAAY ALE: &&o]
SUsta, Bop AP wgor ¥ 73 & £

4 2 .2 HSDPA #'g Sharing

Code

TN
I\\\\\\

@
N NN
DN\ DN

I Datatc UE#1 [fowwow] Datato UE#2 DatatoUE#3 [ | notused

d
e, |

13 4-6. HSDPA Code W3
Z} &5 (Resource)2 ZT= ZwWQl 37 #rtolygl Al =HQd 7oA H o
A 4 9], TDMAS} CDMA<Q B3 7|&=2 A gokd 4 9ot HSDPAY 7%
T8 §5AHL o] @g 7iEo 93 Throughputd] 45S 7MHE&F 2oH, o]

Het e dolE A% 3L 74 4 Ak
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A 57%. VPN(Virtual Private Network)

29 Holy §Zoli} gre ¥
240 Ak AAW, oled AARL B B AN EE BAG 23

T TARALED] dZANd e BAAJ] olFE AL tAel FFH(Public

teE HE

T, B e ASse] BEFS ARSE Aol oA A4 Y2z A2 A
B oge ANAE AZAT. gepd, A4 RPN VPNS Aae] ARE s
SIAF A Zte] mlx] AgXeE AZE A gorvz AFSe TEFHAAY B
o BAE AL 5 A FY[19].

0 &
0 gt | &
a \l’PNCDHI’ECHmTuﬂneI |

| |
3 &

Security Intematwork Security
Gateway_1 Gateway_2

VPN Server(A) VPN Client{B)
[A[B] et [1]2] A] 8 paia | [A]8] pas]
N A
Source  Destination Encrypted

a9 51 ZgAa



5.2 VPN +4
VPN %< 34 3712 EFH)

© FH B

2}

IP

Ao HS A F3= Secure MIME, Secure
Shell(SSH) =+ Secure Sockets Layer(SSL)/Transport Layer Security(TLS)E A}-&

-=|._-:||:I_| el Eﬁbdl:ll
¥ 5-2. &3 VPN
@ F+E FET B o BALS AAME AZSte g9E el A" IPSec
715 S o83l AE "ol LANES A3 Het gHdz 43 FLZ A, IP
AZoNAe] HbS AFgo. wepr], EAor A R e HFHSde
e B AES AESA Ak Augrel A4 Y Aol s
| = IPSec | Tunnel IP |
1P Sacure Tunnel
@ { Internet @
Ok 2L =0l B2E
{IPSec) {IPSec)
=aks g 2HEIHH
13 5-3. Site to Site VPN

Q ZeoldES} Z$E 7 Bk (Secure Remote Access) : ol Zoll = mn}

Z}5 o] Home LANO| H&E uf A3ld =

<4 AW (Remote Access Server :
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F3le] @23 RAS A X 7tol] PPP 928 AASIuA st Zuld ALE-xzbo] o3
N

‘(I'DF
P4 89S & 4 v =, PPP ZH S PPTPY L2TPYl $93ta, oA
ThA] @k} RAS A X 7tellvt fast A28 Ipell Fdsts 7S AF&3te] RAS
FAANA A3t o, [PSec?} 2L 7|HoZ Y&S BHogg. oS 413

RAS # A= PPP Z#dS& Fste A

_H
ofo
>
r o
olN
A=)
o
o
n
og:{t
Q‘L
K
=
-z
ol
ofo
S
N
B>

ggeth. ARAC R PPPdusrufel FFWE A F3
QAT @b, o] PR AN BYe A§F thol

3 AHAE A F3I 2 =E, Virtual Private Dial Network 715 < A F3ctzn 3.

it

]

9 A% Aulzsh 4

aga o]#d RAS AXE VPN MW T L2TP Network Server(LNS), PPTP
Network Server(PNS)ztil H £ T}[20].

[ [ T
Ch
Secure Tunnel

RAS
(LZTRIPSen
=Ll -l Or 2iel i 1
FPTR/MPPE)

19 5-4. Remote Access VPN

5.3 VPN Z2EZ9 FFH

ik

o
rr
o

o wE
NNes BT, ®

=]
n
- 7124 HolEd e d5stE Fote &Y FES TATH.

- dolE FAAGMAIA AF) : velH Y AEHAFAMY HEE FAD F

>
ofo
_|>i
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o
2
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I
]
4
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TR2EZ

T
SEAZNAY AR S/MIME : H.¢F e-mail ZZEF
Het Z2REZE SSH : Secure Shell Z2 EZ&
EWETE AFAAY wWAA | SSL/TLS(Secure Socket Layer/Transport Layer

HS T2 EZF

Security) ZZ2EF

g AF A v A A Ht

=
=

IPSec(IP Security) X2 &

ZTEEE
PPP PAP
(Password Authentication Protocol)
PPP CHAP
YA Z PPP ZZEZ | <93t —
83A S I (Challenge Handshaking Authentication Protocol)
Q2 o]l x =
AHEA AT ZRES PPP MS CHAP(Microsoft CHAP)
EAP-MDb5(Extensible Authentication
Protocol-Message Digest 5), EAP-TLS
PAAST 53 TEEF WEP(Wire-Equivalent Privacy)
. ) PPTP/MPPE(Point to Point Tunneling
BAAZ PPP A& Fdste
: Protocol/Microsoft Point to Point Encryption)
BHdd Z2eg/9353)
zzE= L2TP/IPSec(Layer 2 Tunneling Protocol/IPSec)
RADIUS(Remote Authentication Dial
o] = = o] =
AS Aot FetelAEZD A3 In User Service) L2 EF

ZTEEZ

DIAMETER

LAN/WLAN®| A 9] 29| %)

ZE B4R AT AEA AF

IEEE 802.1x/EAP

TZ2EZ

% 5-1. VPNE Z2EZ9 A=d Ay
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Al 67. IPSec(IP Layer Security Protocol)

QeI An wEE QUL FARE ofd Az(ayendld olFol A 4
Nk 7 E PAZE A7 BTl A s HolHe] 44 e A5VE o
Fo|l Fa ATEAY. wEol IP sfoofing(IP ©lo|E Zz el F
sniffing(IP tlol8] Z2 13 TH)y e Ht FHebdo] Atk T3 wd - ¢ B

¢H "AE AMH, 374 7] 7|8k E 52 &8 73 (application layer)d] FE H3E

B>
rE
o
=

waolgt & £ ez YENA ASS IP H7 RS s A% JBY 2FE 04
=3}
IETF (Internet Engineering Task Force)®] 3% 7% 15 ©]& (IPSEC WG)l

=3
m{m

Q) IPSece] 7N gich. 9@ IPSEColet o] F& o] el 28 &

A gtem Agx BHHIT Je RF o T22].

6. 1 IPSec H <l AH] 2~
IPSEC 97 252 IP #iR e FZ2A, JF, 7IEA HE Auj2E Add 4 9l

T RN ZEREZI 45 AT HFEY MES IFE st 199834 2=

il
d

o HZle A4 (integrity) AMulAg FAA7E BET o] T3 A3AR

g3 o2 A e WAHA G FAS] FAA AAEFEAS S BAgS)
£ AMulzolth, 29 Q1% (authentication) MBl2E Ko A3 FAAAFS

7kel71H, ol FAlgk H3ld 7159 FAA ALY O i3S w53 FAAY
o Edo] gleAEs HASIe AnlzottEog, 7 7|YA (confidentiality)
ole Fzlo] AeHE EF A3AVE 2 WS E4dY% & F JU=F d5dste
AE2F ou gt IETF= SIEU F83 oy Z2EF 7|sd g3t £F3tE

FRAs= 172X 8 M 71E EoF (Area)Z UH A Ja, o] T 3 Eoprt

i
2
hass
U

Qb #oF (Security Area)o]™ HQF Eoke ThAl 157] 7 IFSZAE
IPSEC 917 252 © & T HEHI AFAA AU Bt 7&S bdFe #
g 9% a2Fo=, LANG 248 5 Aoz Het #e A HGY 242 7

‘IQI‘

AE AN MEANIS Ffste P 29 B 45 73 23]
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6. 2 IPSec T3

IPsece S2E9 T2E Abo], T2EQ Hel AoEg o] Alo], Hl Ao E ]

S} Betk Alo]Ed o] Atele] #+@H 4 Ut

Bt AolEg ol IPAIF IPsece] TFEHO e A2Ho2ZA t33 2o

5740l Atk Bt AolEgole 9Fo AFHTIEF ge Al=wH Ao ABrY

e AE A=E Aol A FAE AR o2 A, o] ¢
g]

I3 Qe A2 AL T o0 AHSE WP S2EA HAA

of¥
=
ob
fr
d

e
tio
o
rr

HAE Agdd. Bt AolEdel7t A&ste MBU e AT sty o]
ST2EE HAld MHIAE AlFde 4F, B AoJEd e AFHs}e T2E

o SAE A3, HF AolEgelet &F A2 Apoo] HEAH| X
£ Azdd. o 735 ACJESNe|RF  AH(Authentication  Header),
ESP(Encapsulating Security Payload) ZZEZFS FH3IH i, 4t ABY

gol X ACNEHCE o] g3t RE A2PEE AEdols) RALT Aol

o IPsecs 7]E9] 1PE7

W, S2EW B Alo]Eg o] BFd A&H F U

* Bump-in-the-stack(BITS) 78 71&< IPASH £ 4 AFAteld F+83t= %
HogAM L2359 F4o] g glon, P LY &

* Bump-in-the-wire(BITW) 7@ & 74 2o wg FHsl= WAHOR, S2E T

A= BITS9F frAkstH, kB u Watde] FAHWE B AolEdelAd 2F

FT}[24].

6.3 IPSec Z2EZF ¥4

IPSec &&toll= A 7k 718 F4 8 A& [Security Association(SA), Authentication
Header(AH), Encapsulation Security Payload(ESP)]7} & & 3}t}.

AHE HZ Aol (Access Control), Pl A& 724 (Connectionless Integrity), IP

ol 1ol st wlo]E W2l AZF(Data Origin Authenti-cation) 5 R A
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(Sequence Number)E F7HA 71 AT, FAZo A olE AASHA o AYHA
Be AMHlEE F4A59 Jdd Ao w o] gl 3, AHE IP st WA

Al ¢+ FE(Immutable Field)ol] thaf ¥ EHF Au]=E Al F3th. wepa F4l
2 Ao EYA Zuld gilA WAHE B HH e 27 &S 0
° 2 ¥ U ICV(Integrity Check Value) Al4tel] oJ3jr Z= zteo] FAAS A

Abgtth. ESP st #lo]Z =9 tisiA AHZF Al Fst= A& &o Frpx o=

lm+

H| g A (Confidentiality) AHIA~E A Fgt. ERATE B E(Transport Mode)ol A
© TCP/UDP &t 9} AH&2 HolE HAE ¢wststn, Bl'd X E=(Tunnel Mode)

AL AgAZon R E SAR A HAE FEHY 5 ArHs].

7}. Security Association

tole AR v o H(ASHAAY, d5std HolH)E wed uf A
Aol &5 dudgF, 71 w@LH, 71w F7] S g &7t o] FolA ok
o dlolE wg ol FAH o & o]F 84aS5E IPSecil M= SAR A7

o HolH 54479 AT BAL AGME A
= b

SAE "Izt e IFZ MEHIANY MEA Bt AEdE AA4E = o
w
=

SAE ©E VPN TA4el feisth tael gugel 9245 MA¥E SA%
N

1
fru
2
1o
ol
d
fru
>
rlm
w
Z
-
X,
10L
4
xo
oo
o
fru
Au)
It
<
=
Z
-
oX,
2
=
Ac)

ojo} 3t} IPSECY A+ SAY 9ty AAEHM Z MAEL olassociation

il
o
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% SAdlE TR ge WAMFE TS ool tE WU bR

- SAS] TAA FA&

- 3 e dolEe ute

. IKE(Internet Key Exchange)
IPSece] T84 sty SAE ¥, 4, Eested 223 doHss ¢A
2

=
e

Ir
o
rE
rlo
<
o5
=]
c
=3
~
]
<
il
o
ofo
_?l’,
fl
Py
A=)
=
i
il
o
ofo
PL
rr
N
)
>
)
e
=
B

M= IKES ©] &3 Automated H3 S 2= Aol =t} IKEE o] &3l X
A9l W o] ISAKMP/Oakley® th33 22 MulAZ A 33
oWl T EZ, 4uFH 715 o8& AAA G Auid g AF, FEo] F

ot %, HAAAE #AstH, <kHF Key Exchange A& B3t Key
Exchange™ SA AR (E<#ANT ARG AAE 71X Ao, M2 SAE AA
of gt

& wjvjt} 270 Key Exchangew 4 ¥ o =

t}. Authentivation Header(AH)
AHE IPSecoll A IP dlolE ol gk AFAu 29} dlojH FAYAH2E A F 3t
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AH+=
1)next header field

2)payload length

4

)
)
3)security parameter index(SPI)
Jsequence number

)

5)authentication data

O b BEE TRk BA b BE FA SPIE $AA A B

O

oF TEEFI I HARE & F1M, authentication datars= SPINA AHoH 43
daugFor 3l payload%— Yo stste] dojzt

[PSec AF 7159 &S Asl AZ A2 AL BRS 71€ MD5 04 thAl

_l
¢

HMAC(Hash-based Message Authentication Code)-MD592} HMAC-SHA "2 F
stuE ARt o

2243 Bolg 719 9= @ A4 (replay)el P 1
23] 98 AERT. meA AHE A4 4 dge dFatelde A

FAh o] TEEZL BE AL AFHY] WF) AMES EEHE zzage

AHE 23 7hsd & o9 IP s w3k AdF5S AFst=d, Ao 1P 3l
O7F AH &3 97 S WE 23809 AH 52 IP &9 #i7lo] dETd o
o W xze B7bEEA wEW. wEbA AHS o3 542 NAT
(Network Address Translation) &3t 7oA A& R A A3}

dHE Z#3ste 2ol NAT 7IsolMe 252407 wiolt
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Next Header Payload Length Reserved(16bit)

Security Parameter Index (SPI) (32bit)

Sequence Number (32bit)

Authentication Data (Variable Length)

32 bit

23 6-1. AH format

Next Header(8HIE) : 2153l Holdes sltie] e 4EA

Payload Length : 32 bit worde|l X AHS| Zol& 7%

Reserved(16HIE) : v & 3l dofd 37t

®  SPI(Security Parameter Index) : Destination [P Address®} Security
Protocol(ESP)E Z33sl o] o] Datagramol ©lgh Security Associations 2% 3}A
HFes @

* Sequence Number : Unsigned 32bit Field2# U 3tA F7l3t= Counter #t
¢ Authentication Data(7}®#) : ICV(Integrity Check Value)Z TF/4¥ 7} 4ol

Data Field. 32HIE ©olo] A

"Next Header'= AH tol UYeld sy e Holz=9 S AQs= 8H
E I == JANA(Internet Assigned Numbers Authority)ol A A A FS A&
T} "Payload Length't 4Hlo]E @& A=W A A7]oA 258 Wl o] A
et dutdow 4 & HAY, gMAS A null IFE AHEE w [Pv4d]
dF= 1, IPvee] Z%= 27} #H. "Reserved" FE=+= I 0
"SPI(Security Payload Index)" E+ 32HEZ {§U3 SAE A3t AMSEH
= AR F dtdoltt. SAE FES=H AH&ste A= (SPI, AH, A A F 4o

T}, "Sequence Number' FE+ unsigned 32HIE o2 SA7E AAHE uf F54]
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ZoAq =% 002 AYAT. 1 F AFAvt FASANE 1 @e 14 F7HA

e AAEl AWE T4 (Replay Attack)S AAIETH 5
AZFAA o %S AAFeEZA AHE A MBI (Anti-Replay)7t A H "
"Authentication Data" HE¥E 4u}o]E] HFu] =Z7]&  ICV(Integrity Check
Value) #%< ofu|deh. SREol sjdo] F7EHA AH Z7]7F IPv4oll A& 324
Eo] A5, IPvedl| e 64H1E Q] A5u)7t Bt

2}. Encapsulation Security Payload(ESP)

ESPE #3719 ¢tsst Mulxg Ak AHAY H3 Ao e sAdus
FAAANA & F7] f8) SPIE £ 3t ESPe tdddd s ¢uedEss
AQdem ALgAE Aol wel Mg v dxdudEe AHEE & vk ESP
AM= ASMH2E ATd = oy o F5 AHS 22 IP &g td IS
AMul2E AFaA Zeth. ESP ZE2EZ S dlolEl 9 BIYE A (privacy)S A F 3=

o), ¢53tEo] AN AZFE A e Holy 2EH YT AL 2] 93] AH

;
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Security Parameter Index

Sequence Number

Payload Data (Variable Length)

UOnED ULy

Padding (0~255 bytes)

uopdisug

Pad Length Nest Header

Authentivation Data (Variable Length)

«32 bit

1% 6-2. ESP Format

® SPI(Security Parameter Index) : Destination IP Address®} Security
Protocol(ESP)E =% 3o o] Datagramol U3t Security Associations 2%
sHA slF= @

¢ Sequence Number : Unsigned 32bit Field2#] 44 3}A F7}3= Counter

* Payload Data : Next Header Fieldd| &3] BEALE Datas (E3st= 7FH Z 0] Field

e Padding : &% 3}H bits7} AlE&H ¢85 9] Block Sized ®j7t H= = vl

=71 feiA A E= ZF o] Field
* Pad Length : Padding®l 4] A€ % Padding Datad] Z°]
o Next Header(8 bit) : Payload Data Fieldo|l ¥ Data® B}YS 48 3]|F= Field

¢ Authentication Data : ICV(Integrity Check Value)Z T/ % 7}HZ o] Data Field

2k Fstdolth. SAE FEst=dH AMEEE A= (SPI, AH, HFHAF Aol
"Sequence Number" =+ unsigned 32HIE o2 SA7F A4 E ] $52030
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A EF 002 ARED I F AAnt FAZFAME 2 gE 18 ST
FAZAAME o] & AAst A HE T A (Replay Attack)S AT F4159
Aol 3hS AAF o =N AAL WA AHl 2 (Anti-Replay)7F A H ® o} "Payload
Data"= Next Header =X A 49 A5 velH7t 7EHe d==2 4
o] 7F A olth. "Padding'= HIOlE AEE w37 Y3 AESEHE FE=F 0~255
Atole] s 7td # o, FHd® A7|= "Pad Length' ZEo 7| HT
"Next Header"= #H|o]Z2= H ol e E A A3t SHIE 2 [ANACNA A

(

W

33t 7S A8kl "Authentication Data" ZE& A& Alglo)lm ALg 2= 3

o o) d= A77F 2 €Y.

AH Z2EZJ} ESP ZR2EZ B, o5 ZEEF dtr} ot $1x3t=A]

(2" #Fx) stues BE IP A7 492, e syrt P 29 A7 slve o
2~

YE Re=g 3y, ® s He IP R
2 B2 2 sde A A3l Y Apoje] ®b
=zt

fd
Iyl
rr
ofN
my)
=2
of\
mV)
2
o
N
_?L
-
}o{r
[
m
N

}01‘
o2
12
r o
2
off
)
(d
f
(m
)
16
[o
al(f
o
N
=)
oX,
b
=
N,
ek
o
32
X
i

<

rr

Gatewayol S1F8)Q! A$E WEA HY REg Hgsol @k B me

=, IPSEC°] A&+ APAA UMELYA FA4S Hl - Intranet - SG1 - Internet
- SG2 - Intranet - H2E2 7}1A3AE wj, ERATE =& Hl -~ H2ZI T FH &5

=9 ¥, §d 2=+ H1 - SG2 £+ SG1 -+ H2 =& SG1 -+ SG2 ¥ H1 -
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Transport mode AH

IP header AH IP payload
! Authenticated except for mutable fields in ‘TP header’
Tunnel mode AH
New IP header AH IP header IP payload |

| Authenticated except for mutable fields in ‘New IP header’ |

|Transp ort mode ESPl

IP header ESP header IP payload ESP trailer  ESP auth |

T
Authenticated
Tunnel mode ESP

New IP header EGF header [P header IP payload EZF trailer | ESP auth

\ Encrypted

Authenticated

13 6-3. IPSec 33 EE=

[PSec ZEEZL A4 R=Y HY R BF
A TPSec> UME A (IP)9} A4 (TCP 2 UDP) %B33te] H¥ IP gzlez 3
A3tk AE e Fd Axdgos AEHAEH, 2 AL GAdF] Add

&3 BE A" HALeE AeHe] 7] Wi HFEEe B¢ A&

A AFAR TP iZl e IPSec ¥l FAAM 2 IPSec thA] ETHE IP §3
°2 Eozitt

o] REA Atgate UEH #ejn A IPSec B1E FHIE 21&3A AN
& 4 gt FAo] B3 MEYZe EYFY HAS BAse AL tdsiy,
559 A5AeA 2z e A dEANAE AT st Utk

HY ZEE AYstes 2ZEJA = ACEAdY £ Ala®ldodAy 528 4



Azdgl A B 2ZEdC 4 a3 A48 WE 94 2 0% A
AR ol B

2751 B2 AclEdoltd BUS AAFA Risteld A% ®

=2 AT FE Atk olgd BAe F9H, ATM 294, Way 2 g 9
A HRTE ATIEES d4olA QA Bts TFF WHe B 5

o
=~
>
a
K
fu
fm
ik

AH Z2EF2& EWNXAFT E(Transport Mode)9} El'd E E(Tunnel Mode) 7 7}4]

CHYE EES A§
Ao E ARl A
S

pol

H] 2

il

Al

oH

A e BE

3
T4 @A 2 Inbound

97

. HRE F45= @AY Outbound 37 A2 #H4 2

inner IP 3] & X &3 inner IP

A7 A AL o 19 649 2L TAHE o] Fo] .

Outbound Processing Inbound Processing

| SALookup ’

| SN Generation |

| ICV Calculation ’

| Fragmentation |

Send
Packet

Receive

Packet

Reassembly

SA Lookup

SN Verification

ICV Verification

29 6-4. AH Inbound/Outbound 7! A & 374
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A& F48k= @A Outbound FHZ A2l HAAM= UA SAZF 2A ¥ o

1A SADE v wob A4F SA7L glow Ao we} AEe SAR A

l

=~
33, olv] 44W sA7t 1o® ARE 27 WA Aul2E 989 SN(Sequence

Number)S AJA3tth o]wISN 2 27|30 ez AAIG oz AF F
)

X
)
ui
o
=)
(0
ol
1)
wn
>
N
N
x2
rr
o
o
rr
<21
&
5
aQ
=
o
(@}
e
<
[¢]
=
5
Q.
0
£
Yo,
=
<
O
92}
z.
5
aQ

2 Wel ICV ghol AH Wlel @ dAsY EAAS D, 1A ow A4 H3
g 78

ESP T2 EZL EWXAFE (Transport Mode)$t El'd X =(Tunnel Mode) F+ 7}
A 8 BEZS /AT Yo ERAFE HEE YEbFH o H TAE TE

$= Bt Z2E 9 AoJEde] FHA EF AHEEHTY outer IP HYE AR
A A8t inner IP B & X33 inner IP A AA o] 3 BHE MuAE AF
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Outbound Processing Inbound Processing

| SALookup | ‘ Reassembly ]
| Packet Encryption | ‘ SALookup ]
| SN Generation | ‘ SN Verification ]
| ICV Calculation I } ICV Verification ‘
| Fragmentation | ‘ Packet Decryption ]

Send Receive
Packet Packet

a9 6-5. ESP Inbound/Outbound 3| 3 >} 2] 74

W& FAste @A) Outbound 3HZ A FHAA= WA SA7E A = o
et vkl A E SAVE glew H A mE ZE SAE AF
star, ojm] A" SA7E oW AFIuA ste HFS dust F, AAE F
Z WA Mul2~E 93] SN(Sequence Number)S A A 3T olm) SN e %7]
# rer AAHIY gdgoer AFE T WA AU FAZAA gF 7t

2= FE ol&ste] ICVE ARt dYdS 1Y ¥ A5 A @2 £

X
i,
O
o
=y
i
o
i,
9]
>
N
L
30,
rr
o
o
rr
<2
o
=]
(0)¢]
=
o
(@)
o,
<
I
=
=}
a.
)
s
fo
o]
=
<
V)
w
z.
=
QQ

o
ICV HF dAldlA F4 Azl e ICV ghol AHWS #3t A8t S3A1 7],

S8 gow AY AL A28
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Al 7%. 3DES €¢iE]lEF F3 % Processing

Power H| 2= E

7.1 DES

DESE 719 25 5¢t AbgHo] o). DEsE 39 a7 A7HolAn, o
TzE & oladlgtt. DESE o ¢Fdz BAMd @ Ad £9dn 29Eg
th. DESOl Wi #AE A 39

DES= 64HIES] HES 4538t 7] fdte] 56HE Zol9 457 KE AH83
1)) 568 E DES 7] K& 299 ke Sasid whg = Ado27].

O 64VIE EZF HE x= %7] A F(Initial Permutation)sH4 IPE YHFH, Ip
drel AAe 64ME T3 x o "nh o] BH x=IP)=LReE EFET. X
A& 2MES L2 ®dsa, YA 320 ES Ro2 I

@ 29 x,& 71 2AZ% (Scheduling) ¥4 KSo} d&shs fo} dBs= 168+

=2 HEEE 7]-F45 Aikd dgE. E'_]'o—]k, Zr e =HE XV'=L,-R7;(1§i

U}, 48H]E B2 K. & 7] ~AZY o4 KSE ALt Yo SeHE AB I 2
® 9 ARFSF P 'L E FEBE B2 g A7) dskd Ryl HE

Ak 5, =P Ryglig) o1t Ry Lyl &7 whagleh ol pe] ejolth.
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A ou @ =, 1P (IP(x)=1°]th(2F 7-1)

| B [ & |
!

L'i. R i

19 7-1. One round of DES encryption

@ o1y 72. & f FFE HAF Qo AL L 2}

L2202 UHo|AA Ho B = B B,B,B,B;B; B, Bys}t %ol i@ AT
(c) Zt B EZ2 S boxEs T334 7 4-bite] HE2EH S 2t= 879 EF
o2 HAFTAHoFE FIHH.

L 5 | l

®

[

19 7-2. DES f Function
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7. 2 Triple DES(3-DES)

DES(Data Encryption Standard) 56RIEgt= &2 7] ZdolZ ) ¢ o]/ <A
shAl kil He Zlo] dWkAQl AsjolH, IPSect PKIXS MEZ& S&=olA=
DESE 33] WH53t= 3DESE A83t= dasta glrt

3DES= %7} DESEUT 38 A= e dfdd= B33, 7|£9 DESE

ol-&ste] A FAEH DESO tHg EAE Aste R Qe o] &
ZFoll A AFEE T Q28]
56-hit Key
Co Do
LS1 L34
Co Do K1
L5i L5i
GCi Di Ki
@ @
G186 D16 K16
¥ 7-3. DES Key Scheduling Al 4F
3DESE 99 ¥ 7-3. & o] A9E F Utk e (x)¢ di(x)E ¥E7] kE e
DES i8] FS ol &3t 64HEQ HE 2EHY x& 747 ¢33 ¥ 553 A7

fru
N
RS
=3
)
%
&
{
=)
{m
o
o
Sl
i
A
dlo
i)
md
rlo
4
1
o
fu
-
o
Au)
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c=e g (d g;(e 5 (%))

£

714, Ky, Ky, Ky 56HIES] DES 7] ¢3olth. &, 168 HIE Zole] 712 ¢3F
DT E cERE HE xE FX3E 3DESe B33 AL 453 3 ool
x=d g (€ g (d (%))

7. 3 3DES Algorithm Program¥ Processing Time
@ 3DES Algorithm Programming

if{tCryptEncrypt

trifey

FALSE, Encryption Function
i}

.
pbBuffer,
kdwCount,
dwBufferLen))
{

AfxMessageBox("Error during CryptEncrypt. ¥Wn");
H

ifi{ *CryptDecrypti{ hkey, 8, feof(hSource), B8, pbBuffer, &dwCount))

{
X HandleError(“Error during CryptDecrypt?™); Dbsiyplion Eunclion
19 7-4. Encryption & Decryption Functions
9 19 7-49F Zo] Encryption?} Decryption &4 LibraryE ©]&3le] 3DES &

=

A& A F S w, Encryption Timegts 7
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£+ IP_SEC = 3|

- Encryption
oixgim M [CWDocuments and SeflingsWsteamser M &7 |
ok & 2 M ]C:ancuments and Sefings W steam et SHEEE AlE \
PassWord [reesee

LTI A
= AIZH] 57226 me AI2H0] 2RSLICE

1% 7-5. Encryption & Decryption Ul
Uls ¢ 29 75 A" 7o, 4538 € 345 Ao d5355 A7
W, g3 Yol wE AAHFH= FEHE HHY. ES Encryption ¥
Decryption Times F3}7] 913 timeGetTime()E A+-8&3F At
@ 3DES®] File Size®} Processing Time
olg] ¥ = File Typeol W& Encryption Size?] WH3tE Vel 3tk Avi, Doc,
Mp3, Zip ¥ 47FA F7F<9 499 Filed 493l Encryptione 23 33S o,
A= BF FYSHA 24Byte @b HolE et YEUA HAH.
24Byte= ESP #7golx ¢#53tE I P3sWA Hash Functions ©]&3te] LAY
Header #to|lth. Hash Function 3} 7] #Aglo]l 5 Y3 Header #S UE}
We o gugFolth. (& 7-1)

(&9 : Byte)

File Type
Avi File Doc File Mp3 File Zip File
Process

3DES 34

734,238,720 21,951,488 1,160,632 13,162,496

(Normal)

3DES &%

734,238,744 21,951,512 1,160,656 13,162,520
(Encryption)
Decryption 734,238,720 21,951,488 1,160,632 13,162,496

3 7-1. File Typeol W& Encryption Size 3}

3DES®| Processing Time 433} #go| Slojx 7H4 W Azto] AejAdH.
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SEA Q13 3DESS] 54& HW, 339 DESE §diA 64HlE E5S 33 W&
okstn, 1928 E 53 A2 A7) Y HE Packet AA 9 G4HE 22L& 7

I 9= DES ¢33 E 33 3tk AHS MD5Y SHA-1S IP UZE ¢slA]

of
o2
tio
q
g
o,
4
rlr
Py
rlo
o
w0
o]
A=)
o
o
i)
it
ot
2
>
>
>
oo
rob
w
v
o]
0
4
=
o
oiN
2
o
e
it

Atk o]o] wel 3DES Decryption AlZH2 AHSQ IP Q15 13
st Al Zbel] Hl& wf=Z7] wEo] B =foXe AHY 153y Frio A
Delay TimeS 11#3}A 93, 3DES®| Encryption Timeo] =3& 230
Processing Time Laptop, Desktop, PDA, & @2 Ao wet zt7] 2 g
o] ZAHEY. EE Desktop? @2 Workstationdl A £ A& 7T &

Ak, SHEGAE AEA AFAA A FAY SHEIAE} Tt ES &
oFal7] wWitol ol Ax A o4 dEs deste vted g A9 HESs
= AL Fasig. o] slES 2] HslA 21,951,488 Byteo] Doc Fileg Intel
Core to Duo 3.40Ghz®] A5< 7I7 HFHE & Cpu Processing Speed %3

< & 7'M Encryption Time =&3] Wt (& 7-2)

CPU Utilization(%) Encryption_Time |CPU Utilization(%) | Encryption_Time
5 41050 ms 55 799 ms
10 37080 ms 60 159 ms
15 33040 ms 65 79 ms
20 28770 ms 70 53 ms
25 24630 ms 75 40 ms
30 20400 ms 80 32 ms
35 18300 ms 85 26 ms
40 12150 ms 90 22 ms
45 8110 ms 95 20 ms
50 4035 ms 100 18 ms

3% 7-2. 3DES €1 F S AE3ARS WY Encryption Time
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obg) 19 7-6 & X 725 2= FeE yebd otk CPU AL&Eo] 55% o
ol27] o]A7tA = 4000ms WHE AEHR] HagE Holurh 1 o] Fole AL W

3ol gles & F AT WEFel Aku= A2 CPUS 55% °]7d AHE-skad

S W A9 H%d Aol AE AL oudth T, 55% o] AL
Zte @2s o] &3oF Processing Times HA3t & & dve AMEES & F 3
ot

Encryption time

45000
40000
35000
30000
25000
20000

(micro sec.)

15000
10000
5000

1Y 7-6. DES €12 £ S AHE3lHS w9 Encryption Time
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A 8F. 714 9438 Ay +d 2 HXE

Mode

VPN Host : MUIOIA S018H= Jha UM F018= b - VPN Host
- : IP 10.10.100.1 1P 192.168.20.1 —";
10.10.100.120 | i 192.168.20.121
3 Gateway_1 AEEEEL EEFEELD Gateway _2:
MS 2003_server | 157.54.130.2 157.54.130.1 | MS 2003_server
— o™ Zw B
10.10.100.121 : e | o 192.168.20.122
H Satellite B
. Wibro [
@' : HSDPA i
10.10.100.122 } f
i VEN : :92153.20.123@
Tunneling

#Server: 2198 ¥ AA UMAE QBEH= AHEM WS Z= J14 Host § R8I0l ASE= oM IPE 0188
HERIS &g
#Host : NATDI =I5 221 5li= L% 22 Gateway_DHCP Server 2 E Ji&t IPE ¥0 H=Ch

29 81 AYEND 87 A

8.1 AH, ESP X ¥ @& H=E A

%ol A 3 DESOl wE wlolele] =7 %7t Processing Timeo] thake] Lo}
Boyth o)W FelA e AH, ESPE 7Hd Aug e A A A&34S o, QoS
W3l oA dojlER Lolr, Holel 2] W ES Packet T E 3}
A& ®ogtt.

a9 81 & Intel CPU 340 Ghz Core to Duo ¥ 2.0G Memory A<

N
A

Desktop ©l VM_ware 2t AZEolE o] &3] 7HJ0S S A FAg 3o

—

th Gateways & « 4 o Z7 sty dAsqien, o] 25 VPNe= 4

iin)

3tk Gateway Alel= VPN Tunneling Protocole] ©] 8= l=H, AA|1PSec A

£ Security Gateway?l Gateway 1Z Gateway 2 78] He|3d}l7] W&o T2E
o ZAuEle Ry A WHSTH 2L EA= AL A FGetx "ok webA
Gateway©l| A ¥+ IPSec?]
HES oA ojmg Wzt e SAHsA0.

rUSl
Al
o
>
=
<
o
a1
9]
T
>
=
S
ws]
n
o)
»
O
ws]
2
it
2
fo
ol
2
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113ipcont igsall

Gateway2

¥ 82 7F4 VPN AXA o]% IP 3§
a2y 82& 1Y 819 7} VPN Protocol2 AME3S uwl, Gateway$} Hostoll
oAGA IP7} FAHAS7IE BHAFE stdolth. Gateway 1 oA = NAT Server
£ ol&3td HostllA FA2E 73 FAoH, Gateway 2 ¢ U3 DNS
ServerE® 7FAH, & Subnet MaskE 7FAal Atk ©]ZA]  GatewaylH
Gateway2w= 73O 2 Apdwo] A4%® Aolil, Hoste Gateway 12 T3l F45

Foukor7] wi ol Gatewayl o A%k, Gateway2@ FAlo] 7hastAl = ol
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AH ESP
MD5 SHA-1 MD5 SHA-1 3DES Case #
0 1
0 2
0 3
0 4
0 0 5
0 0 6
0 0 7
0 0 8
0 0 9
0 0 10
0 0 "
0 0 0 12
13(Default)

¥ 8-1. IPSec A A=

H 81 2 IPSec AAFEo 2 AH9 ESP gl Zo] WS Fo] F 13 Case
o A% AP AHOA IP AF5S 3 MD5, SHA-17HS A& 39S o
9} ESPol A ESP #AA| Q%S 913 MD5, SHA-10] A& 5 A0S WS HA =45
ow, AH9 ESPE & o A& AAS WS 5~12 CaseZ Y7o A4S AP35
ot 5 RE2 ESPY 3DESE A& Al wWe WEA] AHE ©]&3t4 IP Q%

ESP] 2HAl 15 ZR2EFS ARSI oF dok= Aolth. o]= 3DES ¢
23 dugFol AEH7] M E IP £ ESP AAUZo] BFEHoE ALSH
ojof 3t AL om ek I 9~12 Casedl = AH, ESP ZF UZFS A83}

™, 3DES < F7HA HEAH S W] AP MY Ao
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(%)

1% 8-3. Cased| w2 Utilization

a9 835 ®W, Case M Z Throughput®] TS & F Ut 1~49 A= &asg
=5 AH9 MD59 SHA-13 ESP MD5¢9 SHA-1 €18& FdA Z+z 1714
duglEe ALEA A LW Y Utilization©| th. 1~47} A= Case 139 Nomal 1 73 %
o HlwalA oF 2%9 sES MMARSTS ¢ F A=H, A FLT FS HEHY
Atk A5, SHA-191A %37 © & Utilizationd 3lgtS H o FAch. 128-bite]
dHE  AA3t= MD5(Message  Digest)$}  160-bite]  3HAE A=
SHA-1(Secured Hash Algorithm) " Al A ¢+F dag]lFo] wA A Q1T Z=o ¢
ke A5H gssrt AP, 32-bit BF A gho] o Z SHA-19 T
olsf A Utilizationo] £91&50&< =9l & & AT Case 5, 62 AHOIA <]
AFS A3l 17HA < & Ad9stlal, ESP] 3DES ¢33t ¢udgFE 17HAE
AEAHE W | Utilizations YERAT o714 AH®F ESP #t2 22 1714

S Ao Z, Packet BEZ AHS Hash Function®] 2]3F Header
%2 24Byteo|il, ESP9] 3DES Hash Function®] &3] XA E Header gk Z=3F 24
Byteo] 7] wji ol % 48Byte] Packet #t& IPSecdl o] &% At} wetr] Utilization
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Zre oF 48~4.9% 7HA ZJE T
Case 73 8ol = ESP W< <QF3 3DES &uEFE FEAZHS w

Utilization Ztolth. o]w} Packet™d z}A|sle ¢33} ufo)

lut
4
fr
W
(o))
o~}
~<

T
°
2
ro

S 12Byte7} AM&% 11, 24Byte’} Encryptiond AM& ¥ T = AMES & & Ut
Case 9~127} Ao A= ESP9 <% 3} Encryptions EF AFE3toH, AHIA S
e Wl weolgelt. 3714

&F & gt dolHe Fe @A A

o

174 ¢ 3aelES Adg3te] Packetd] £ F4

dugEFS ol &3tH7] Wil Packet &

A gET 9 go] FoEA HIA. &, AHOA 24Byter} A8 11, ESPe]

A 36Byte7} Ab&H7] wjiEo] F 60Byteo] T3t ghol dlolEel EAFH T
1274 A1 9] "HolE e A9 6% 7}% Utilizationo] Z4AHASS & F dod,

O~
S22 AelolAgk, MDSEU dS  dFe] ZstE  SHA-1 gy FelA

38

Utilization®] 0.1~02% 7}1% EJEASS AT 4+ AAG.

{ms)

B RTT
O Jitter

a9 8-4. Casedl W& RTT&Jitter

a9 8-4v RTTSF Jitter @t UEMA Aotk 7HFE7A A IPSec A& Al

Gateway 114 Gateway 27}A] ©]o]¥] 2] Latencyw 183 2T F 1000Byte<]
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AA sfF 2] o] Case B2 Th2A =HdH

Oe AHE S gelstdth. sizle] o] Frhst¥, auhE Latency’t F7hsHAl HE
%  Case 1~4, 5~6, 7~8, 9~127}#] ghol Th2A SAHE= AHdS 29T F U
¥4 AT Utilization¥} ¥HH]#] &t Latency ol SAH €. HeolHE & 3

mlo

B, Case 9~1204 371A ¢ <¢undg&S FHEAH

0.38ms(over 18%) %7}t Latency #< YEFW UTh. Jitterd Al vkZH7FA] 2 Latency

o, Default Case® Ut} <F

S7F& 3 FAFSHAl Case 9~12¢1 A Default Case E.T}F ¢F 0.045ms(over 28%)9] <5

7He Bt
Normal Case Case Case Case Case

(1,2) 34) (5,6) (7,8) (9,10,11,12)

DLC Header | DLC Header |DLC Header | DLC Header | DLC Header| DLC Header
IP Header IP Header IP Header IP Header IP Header IP Header
ICMP Header AH Header | ESP Header | AH Header | ESP Header AH Header
ICMP Header ESP Header ESP Header

¥ 8-2 IPSecs ©]&£3l(S U, Packete] +%

& 82014 7 Case B2 Packet®] £ 7271 o9A H3e7tE HAFa

Atk o] AAE 571 HHA Ping TestE 7 AstA=d, otefo] s
Ping Testdl 9J3] 54 ¥ Packetd] 558 UEIWTH Ping Testdl Al&%+= ICMP
T TCP9} UDPE 837 & Hre] Z2EZZA IP AF Level 3 7449

H2E7 7hssith. 2 =ioA A3
ozt & + Ut
Data Link Control®]
EasP
Headerg} 11 %=

IPSeco] 7] wj&o IP A& =
S S A ZRES

et =
B S
F21, 14Byte®] &5 Alo]Z2E 7}X ). IP Headergt

DLC Headere= Header® 4] Destination 3}
Source & o5& V=

o] t}.
S IP B A,

olg AZsE =] AF ZZEZ
ol
IP Header CheckSum¥} Source®} Destination®] IP 455 A &3}

™ % 20Byte]
Protocol Z A IP¢} %3 3sle] B4l

EE& Alo]z2E 71Xt ICMP Headere= Internet Control Message
ol TAstE 279 A} AEFE A2 W

3 52 A% Aol WAAE AFAT F 8 Byte®] BE Apo]2F AT

I
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A 97. AA VPN 7]8 9AAS Ar}g o 9

A ARA2He AEHE SR

lo
i)
o
h=
v
q
in)
2
A}
Ll
Jm
ox
oz
=}
N
[uy
A=)

-

o] K43

453k

pud

o

2o UEYI ZZEZS AMES s
sk 94 dolEe ngFe] HolHE AEs] fd & =EolM A<k UDP

Uz o3 A4stn AEES7re] 3439 golElE AA7F HolH Hie] A3
3 7]E9 UDP ZR2EZS AT 3 219 Awo] AHHA 9IS F= 3
219l olwz] TYo|u} AA Az HolEE A Al HolEy L4248 HAFE TCP

ZEEFZS S

ol HlolH TREZ
HQ_Video ( High Quality Video ) UDP
Conference Video & Audio UDP

File( Dicom ,jpeg,bmp etc) TCP/IP

Signal ( ECG, Resp, NIBP, SpO2 ) TCP/IP

% o1 97448 29 seue T2es
F 9-2% 720 * 4809 13} HolHE MPEG4 A€ d=Y ZYog =39
S o "ol Alolzolth o EE0] 30framelE AAHUS W 1% ©olEH=
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G Frooesl Frame| 1 frame 5 frame 10frame 15frame 30frame

XviD MPEG-4 Codec 0.055 Mbps | 0.25 Mbps | 0.53 Mbps | 0.883 Mbps | 1.671 Mbps

DivX MPEG-4 Fast-Motion | 0.66 Mbps |0.312 Mbps| 0.612 Mbps | 0.92Mbps | 1.722 Mbps

DivX MPEG-4 Low-Motion| 0.65 Mbps | 0.35 Mbps | 0.653 Mbps | 0.901 Mbps | 1.73 Mbps

3 9-2 High Quality Video ¢ Z# ¢ ¥ Ho]§ Alo]=
obgf o]l & 932 AAALS HolH Size ¥ FXE UG $FEAY AALNS

ECG, Sp02, Resp, IBP5 2] HolE|E 9jA}2 A|zds 528024 B o

fr

e
)
rf
o

FgHeor £ 94 A8 A&HAAAN @AF A 2" I Pateint

monitorZtol interface 3}7] 38 A= A]2~"H 9] RS-232CE o] &3 Algld &4

tlo

b AA YANE ZFEE FA87] dE 29 1140Byted] e B

[

[¢]

sl Folok @tk HQ Videoo $441< AAsMA & HolHZHE Psece] o

2 s s
%% Data(Wave+Parameter) (1140 Bytes)
Wave Data (1050 Byte) Parameters
ECG SpO2 IBP Resp (90 Byte)
600Byte 150Byte 150Byte 150Byte 90Byte

¥ 93 AAANZ HlolH Size ¥ TX

9. 1. 2 43 Tool# =7

2% HMRETY HQ_Video9 Bio_Signalol wia] 23S 39tk HQ_Video:

Frame & 7} 4% e e} 47t 43S 921, Bio_Signal®] 7

de B 434N 470w HAE A7 o] Fe, HQ VideoE HF3tAtt.

Y E S A Throughput® RTT, Jitters Z743}7] A= Sniffer Pro 4.758t=
2 A Z2ags ol&adon, ojgdd iAo 7§Eg North Starel

E UEYa A 23 2239 289t =8 Iperf T/HE TIPS o

&

T4 @ o] Throughput¥ Jitter #t2] ¥ 3E Sniffer Pro 4.75%
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Hlal 43t 235 Yook 53] RTTY A4S g2l 27 #1314 Dos ¥
#0lQ) Ping Test® Algale] AAHA W2 48E ZHao te 4=z
Jgez Je A%E Mapdsdd
A 54l Wibro/HSDPA Wibro/HSDPA
(HQ_Video Hlo]lH %) (HQ_Video HI°oJE %) (A RF&EE A w2 o] B A %)
Deskt Intel CPU 3.40Ghz Intel CPU 3.40Ghz
eskiop 93] Memory 2Ghz T4 3] Memory 2Ghz
Toshiba M5 Intel CPU Toshiba M5 Intel CPU Toshiba M5 Intel CPU
Laptop 2.0Ghz 7€ 39 Memory | 2.0Ghz T4 3] Memory | 2.0Ghz 7€ 3 Memory
1Ghz 1Ghz 1Ghz
Operation | Microsoft XP Pro Service | Microsoft XP Pro Service | Microsoft XP Pro Service
System Pack 2 Pack 2 Pack 2
E2 2d FDMA/TDM A& 24 SPH-H1100/SKY-IM-H100 | SPH-H1100/SKY-IM-H100
e A7 2Hour/Frame 2Hour/Frame 3000 Packet/1Hour &
=00 (12:00~15:00A}0]) (12:00~15:00A}0]) 3000 Packet/10Km
4 2% A A A A 0~100Km
Camera Sony HQ_Video Sony HQ_Video

¥ 9-4. A E5 A3 Wibro/HSDPAS] Ad =7
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9.2.1 $4TAE ol &3 B dAIE AygL

Up/Down Link Speed : 768Kbps  °
Latency : 700ms )

Termestrial Network
oS, |
L
1
<14 B MR MDA R
Gateway Emergency Specialist
Doctor
Chat
Y
HO_Video

HQ_Camera Bio_Signal

Conferance
Camera

a9 91 AHNEANL o8 AAAE A

Ak

2

A o] 83 wel dARg A2"e a9 913 2

rlo
oflt
B

Z o] %]
SNG #t#dl= HQ_Camera$} Laptop, Bio-Signal 574 #¥] So| ®A Ho}. 9
o] E = 768Kbpse] Bandwidth WolA <F 700mse] A S 7FA 3, 94 ¥

=

B2 HEo] o]FojZTt AHL VPNT [PSecs AE3A &2 Normal 4

[ u)
2
>

ARG WA [NYsta, 1 o]F o] VPNF [PSecs AHL3 Augle =4

of HluEAS A
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9. 2.2 A EFANE o1&

o
o,

AAR Axde] Qos ¥4

M

Satellite

900

768
800 723735

700
600

586.81
563.34

500

Throughput(Mbps)

IPSec
O Normal

400

300

182.32 179.23
200

100

Ideal / Practical(Max) 15Frame 10Frame 5Frame

a9 9-2. 2y g Throughput
9 2¥92 =z ¥ Throughputs YeERATH oA Benkel o] Ideal %
g o A= 768KbpsE AAlE FRow, HAA Hd dIgEFe FAQ} BHYS wWe
728Kbps7} 1<} ideal gtol B3] 52% * v X+ Throughputs WERH AT

AA AP A= 30Frame® ¥ Throughput?! 1.67MbpsE F&3tA X 3ot

fr

Aol Zetsle] 15Frame Bl S5Frame7t A E£o71H, JAH ol 9 &4

oF. IPSecs EHAS We Zald B2 9F 32%~6%] zolE Uet A=, ©l
E AHOIM S FA T 24Byte®] W=7} Al 7™, ESPol A X & 24Bytee] &M
=7 AA F 1024Byteo] #jFlo] 2 HFo] & wf, 48Byted] WA =7} 7t
o] w87t A FA =AU
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Satellite

900 85118
774.53

800

700

600

500
400
300

ms

200
100

|deal Normal IPSec

1% 9-3 Normal # IPSec oA ¢ RTT

A E e RTTS o] 4A g2 700mso|th. =, Fe&FH o)A 350ms7} 2
g sty I A 350ms7F 2k 28U A A RTTS =423 Normal A ol
A 10% © 2 77453ms7t SAEHY I, IPSecS TEAIAS wE o4 g
v #3 21.6%4 B & RITgol SAHAG. 48529 B

SAloly Wired SAlel Hla) fAE FAE 87 WiEel] HAuAde dFS Bol
wreth kA 713G FHEE ] it A o3 RTTY ol AR 7k
of ¢ Eo. HAE A Fgol g dPHor AT At Lot
o}

dulg ol ol%

=

A7 27 Rusa glom, s o8 Throughpute]ly RTT, jitter
35 24T + ok

£
lo
(g

il
N
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Satellite

M Jitter

|deal Normal IPSec

19 9-4. Normal® IPSecol A 9] Jitter
AR FAANAY Jitter gh& ¥ 2T 2ok o] A & 30ms WE Ky
Ao [FHLEH], Normal HEjolA 252msZ 16% S Jitter ko] =3 H o
4 Aol PGS A HolA okt AL, IPSecs EHIAS W, A
e 85.88msE A o] dF <l FET ¥ 186%4 =& S UEl AT IPSecs
A4 A2 & ul, Host9} Host Aol AHE %3 A5 64bit vit}t WA S35 =
3DES &ag]Fe] A4 Fdol s IA FAF a9 949 Tzt o] RIT
;e FA% Z7h7r doiwth. 53] 3DES ¢xEFol AEH1, EoA ARAA
| §717F Heo] g & RITE 7HAA =A™, Jitter 3o S7H=

o2 K

o
m
rlo
e
ox

[e]
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9. 3 Wibro2} HSDPAE o] &3 B
9. 3.1 WibroZ o] &3 B dZARAFE A|~H

xDSL

Wibro
Communication

RAS ! Radio Access Station
ACR ! Access Control Routar
PS5 1.2 : Portable Subscriber as VPN Gateway

=

B 94X R A" AL

a¥ 9-5 = Wibrog ©]&3 Het A4S A2=" Alygeot. A4 4% &

el 7@ Al PSS 13 PSS 2 Atele ted] AZHE AAE HolAw Y o

A EZ F2E Yehdt. WA Wibro ME YA %2 Gateway2 5 2}3l= PSS

2
x
Bl

Y

qoHA s Z2E o] Al RAS(ZIAIF)E S8 HelHE HE AAFH, ACR
< T3 FAAAY #HE T3 QoS¢ Wibro AHA| S Q153 HEe] F Ao
o]Fo] %I FHel IP Network #&/#9] Z¢HE &3 && IP Network® F4lo]
o]Fo] A 4 AUth. F& IP Networke xDSL ¥ dZo] o] HFHo=Z PSS 2
29 o8 HeolHo HFo] dxHET.
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e

CHEHASH ::I.. PePST ::I:r SLASE

Dowrload Speed

Upload Speed

150.0f=
Game

.i MS

Plng

LOSS

3 Eolth. o] &5 o83, A HHF(Speed) Y RIT= & F §lANL

A A o]t RTTY HdAE 78 & Aok o] 235 ol &3] A3 H

olHE ol & 4 A Wibro®] Ho ol S F(Speed) 1.2Mbps®] Upload <}
958.3Kbps®] Download £ %5 W™, ¥ RTT @2 1094ms =7t s A&
g 3 B 4 Ut ole HA=E KTy SKtelecomolA AFda U=
3Mbps/1Mbps(Down/Up)°l B4 ZvA= Hrojn, o2 #740] oid &

Aok ANAZ e &, F4 %

b
Lo
(R
ot
2
A
o
-
K
i
X
30
£
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O
w
N
T
0
]
3
>
et
o
oo
ot
f
r O
o
iy
™
Jul
>,
[
o

xDSL

Varlable :

QoS ‘ ! 5

{UpMDown SGSN i

Speed Control} .

RNC  *

I @
HSDPA ]
Communication

Pss 2

SGSN : Senvice GPRS Support Node

GGEN : Galeway GPRS Support Node

MSC : Mobile Switching Center

RMC : Radio Metwork Controllen M iH=)

Node 8 : 2[31=

PSS 1. 2 - Portable Subscriber as VPN Gateway

1% 9-7. HSDPAE ©] &3 Het 9478 A2d" Ay
¢ 9-72 HSDPAE ©]&3% B A4S A28 Alygleolt. WA HSDPA
YES A B2 VPN GatewayZ 523+ PSS 1914 Node B(ZIA=)Z 25
oJElE AF AIAFH, ACRS T3 FHALY #HHE FH QoS Wibro A
Ao AFH Hete F&o] o]Fo] M Hel IP Network #z|zte] #H9-HE 53
3 & IP Network® F4lo] o]Fof A 4 it} ¥ 8§ IP Networke xDSL ¥ A4

o] Hol HEH oz Pss 229 o8 HolEe Aol ghrAT
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Download Speed

[ELEE oo

Upload Speed
| NN Kbps
ELER:] voi

RTT /IR ms

LN 550.0 L=
Ee22 5680.055

1% 9-8. HSDPA Performance Check(NorthStar)

23 ZA HSDPAS #H )= (Speed)> 351.1Kbpse] Upload 9} 955.5Kbps<]

Download £ & U™, RTT #< 1094ms AE7F Udoe AL &< & 2 5 9
&

t}. SKtelecomdl Al A|F3t3l &= 3Mbps/2Mbps(Down/Up)<]

b1

£ WA
9ol ANAT W BEAFY 57 5o
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9. 3.3 A17t¥} & o] W}E Wibro9} HSDPAS A5 Hlw
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ABSTRACT

The Transmission Performance Analysis of
Remote Healthcare Data

over Secure Wireless Networks

Seo, Kuk Jin

Graduate Program in
Biomedical Engineering
The Graduate School

Yonsei University

In whatever situation, telemedicine system should be available to the
transmission of healthcare data, it is system that have to act so that can do
emergency aid fast and exactly to avoiding distortion or cut of data that
unstable transmission.

One of essential element is network to telemedicine system and quality high
telemedicine service is available by selection of suitable network according to
situation. Although recently wired network may not be problem in real time
multimedia transmission through the rapid development of wired network,
1xCDMA2000 used mainly meantime in wireless network has low bandwidth
that do not reach to 500Kbps and WLAN has problem in mobility.

Lately, in wireless network, technology upgraded such as Wibro (Wireless
Broadband Internet), HSDPA (High Speed Down Link Packet Access) are

improving quality of multimedia service that offer high bandwidth that reach
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to 1~3Mbps.

Accordingly, wireless network adapted for telemedicine system became various
and doctor could treat patients regardless of time : spaces * mobility and the
network affirmatively has an effect on patient’s the survival rate and the
recovery rate. It can become the cornerstone to adapt to fast developing
wireless network that compose and test telemedicine system in these newest
network environment.

And, we progressed the test of telemedicine system wusing by satellite
communication as well as newest wireless networks. Although research is
proceeding on telemedicine system using by satellite communication that
consider emergency situation in area that network doesn’t reach as worst
disaster states or remote islands and desert that network infra can’t use being
damaged, Satellite communication is not active than research made use of
other network infra.

In this study, we applied IPSec(AH, ESP) algorithms under VPN(Virtual
Private Network) protocol that security is guaranteed and found adequate
algorithm combinations to security network when applied in OS(Operating
System) simulation environment. At that time, performance estimation of
network system was RTT(Round Trip Time), Jitter, Bandwidth that indicate to
QoS(Quality Of Service).

Finally, in wireless environment we tesearched possibility of security
application as test telemedicine scenario based on results of pretest and studied
about usefulness and limitation of telemedicine system using by Satellite, Wibro

and HSDPA.
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