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Abstract

Watermarking technique

for biometric images security

With the present widespread utilization of biometric identification
systems, establishing the confidence of biometric images (face,
fingerprint, iris, etc.) themselves has emerged as an important research
topic. Combined with the existence of several types of possible attacks
to biometric systems, the fact that biometric images are not replaceable
and are not secret makes the security/integrity issues of biometric
images extremely critical. In this paper, we present a new method for
authentication and copyright protection of biometric images . Our
method wuses an invertible watermark that can also detect malicious
manipulations simultaneously. While virtually all watermarking
schemes introduce a small amount of non-invertible distortion in
original biometric images, our new method is invertible in the sense
that, if the data is deemed authentic, distortion due to authentication
can be removed if it becomes mnecessary to obtain the original
biometric image. This technique provides cryptographic strength when
verifying image integrity because the probability of making an
undetectable modification to the image can be directly related to a
secure cryptographic element, such as a hash function. Also, if the
biometric image is manipulated, the positions of intentional
manipulation can be clearly identified. This can be solution of
protecting illegal and intentional manipulation. Also another serious

problem is copyright protection of biometric images. That can be
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solved with watermarking. Biometric images have characteristic
personal informations like face, when outflowing it lead to serious
privacy problem. Thus under this statement, can chase to outflowing
and find out who is responsible. In this paper, introduce robust
copyright protection watermarking algorithm in spite of various image

enhancement attack.

Keyword : biometric, biometric images security, watermarking, image

authentication, copyright protection
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