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Abstract

Objective: For the ubiquity of medical service, when user who has proper authority want to access medical data, user
accessability should be assured. And the security of the disclosed medical data is important. This paper presents single user
access interface on multiple patient reservoirs and elaborate access control using the Role-Based Access Control(RBAC) system.
Methods: Proposed system consists of 4-tier architecture that is client application, Access Control Central(ACC) agent, Local
Access Control(LAC) agent and Hospital Information Systems(HIS). User requests medical data with client application. ACC
notarizes user identity and controls access of user request and selectively encrypts medical data. LAC charges data conversion for
communication between ACC and HIS. HIS has repositories of medical datum. System provides security service with digital
certificate, X.509v3, of user. Results: User requests medical data of several HIS approaching single ACC not by each HIS.
Through conversion process of LAC, data that is described XML and is used for communication inter system enables information
exchange with single common data format that is independent to several HIS. Conclusion: In the proposed system, user accesses
medical datum of several HIS regardless of location and has consistent access interface. And using independent format against
each HIS makes easy information exchange between several HIS. Transferred data maintains security about significant datum by
selective encryption and increases encryption efficiency. Unified access control about multiple patient reservoirs that are scattered
in other places provides unified and precise diagnosis of patient information. And it functions the portal of collaborate treatment

in inter-HIS. (Journal of Korean Society of Medical Informatics 10-3,269-278, 2004)
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request := (subject, object, operation)

Table 1. Inquiry process between Client-ACC

@ Client: ACC log-in (user authentication)

@ Client-ACC: session key setup for secure transmission

@ Client: data request to ACC

@ ACC: suitability verification of request of Client
(User-Role relationship)

® ACC: domain (HIS-k) identification of request data

® ACC: (EMR) data request to HIS-k

@ ACC: returned data by HIS-k selectively encrypts with
session key and replies to Client

Client : decrypts and confirms data

Table 2. Tuple syntax of Client's request(using EBNF Syntax)

Z} elementol] Tigh A2 Table 29} 2T}

8H ARE ALY AAAE ARE HHlo
ACCE A3l Q3w tigh F 248 AlFgit}
ACCe st 84 §H2 o= 2ok

respond = (valid_response | invalid_response)

valid_response:=  (request, selective_encrypted_
data)

invalid_response := (request, error_message)

selective_encrypted_data : A€l <dastd EMR
data

error_message : A%H &

9 SHEl ACCY HAAYES TlEo] o
“?‘QAO‘% Zﬂ o LE}

Aol thgt ol wAIA]

(2) ZLTZH 0] of0|ME(ACC)

ACCE ZeolJEY AHEA QIS & H$H &
Ao Ads A5 (Fig. 6. URVerlflcatlon) s}, A
EA-9EHU-R) #A HFol U™ (&% vlo]
B7l 95 HISY) LACE 23S AP (request-
Data)3tth. LACE % A%E ACCE Rt
HigE do]ele} vloH o @ BAE gl ©E ¢
33} Ed(getEncryptionTree)d] W7H/7194 AR
of mel HelA dssle HF A HolHE A
S} (getFinalData, Fig. 7). A9 o33ty Ay
bloElell ACCY AAME-& Histe] SefoldE
2 ALt ACCY AR (Repository)= Ze}o]

Element Sub-element e

Subject (User Id, Domain, Role) E‘
User Id User identifier
Domain HIS identifier e
Role User role (ex) doctor, nurse, patient etc.) "l e =
Object (Object type, Object Id, Range)
Object type Type of user request data (ex) diagnosis, PACS..) __‘:_E
Object Id Identifier of user request data '“@
Range Locator following XML XPath expressionl5) I
Operation (Read | Write | Create | Delete)
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policy := (access_policy, encryption_policy)

access_policy = (user*, role*, user_role_assign
ment)

encryption_policy = (object_type, encryption_t
ree_info)*

user_role_assignment = (ref_user, ref_role)

user © AREAL AL

role © & Az}

ref_user : user ZZ ¥z}

ref role : role % 24}

object_type : A EIY (o) XA, HFA, PA
CS olvA %)

encryption_tree_info : 214 EIYY U453t o
o tg FAHEE 2= A5FE

ACCY  HIAle] A AHIAE A%
access_policy?} Hlo]EH e WZ/7Y AHE zi=
encryption_policy® A ET} access_policye 9
S71RE HAORBAC) A|2HlS FA3h= user,
role X9} U-R &4 AHE A3t} encryption_
policy= AFEA7E 843 object typeol] WE
/719 JRE Aogt), LACY HZAoe (Fig.
8)9] verifyRequest T@AA A|of7} o] Fo A H
2AE 93 AL oy FEE YT

policy = (access_policy, role_mapping)

role_mapping := (role, role_mapped_user)

role_mapped_user : ACCY <&l tj-3-5+= HIS
9] Role-Mapped User

LAC®] HZAo] AL HZA01E $3 access_
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