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( Design and Performance Evaluation of the Secure Transmission
Module for Three-dimensional Medical Image System based on Web
PACS)
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Abstract

PACS is a medical system for digital medical images, and PACS expand to web-based service using public network,
DICOM files should be protected from the man-in-the-middle attack because they have personal medical record. To solve
the problem, we designed flexible secure transmission system using IPSec and adopted to a web-based three-dimensional
medical image system. And next, we performed the performance evaluation changing integrity and encryption algorithm
using DICOM volume dataset. At that time, combinations of the algorithm was ‘DES-MD5, ‘DES-SHAL’, ‘3DES-MD5,
and ‘3DES-SHAI, and the experiment was performed on our test-bed. In experimental result, the overall performance was
affected by encryption algorithms than integrity algorithms, DES was approximately 50% of throughput degradation and
3DES was about to 65% of throughput degradation. Also when DICOM volume dataset was transmitted using secure
transmission system, the network performance degradation had shown because of increased packet overhead. As a result,
server and network performance degradation occurs for secure transmission system by ensuring the secure exchange of
messages. Thus, if the secure transmission system adopted to the medical images that should be protected, it could solve
server performance gradation and compose secure web PACS.
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Fig. 1. TCP/IP protocol stack and security protocols.
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Name Specification
Router ipTIME N6004R : Ethernet Port (Gigabit Link Setting)

Intel® CoreIM 2 Quad CPU 2,4 GHz, 3.37G RAM / Windows XP Pro. 32 bit SP3
Server

Intel® 82566 DM-2 Gigabit Network Interface Card / Using Jumbo Frame (9014 BYTE)

Bridged host

Intel® Xeon® W3530 2.80 GHz, 16 G RAM / Window 7 Pro. 64 bit SP1
Intel® 82576L.M-2 Gigabit Network Interface Card / Using Jumbo Frame (9014 BYTE)

Using VMWare® Workstation 8 on Bridged host
Virtual client Inherited Dual Core CPU, 1 G RAM / Windows XP Pro SP3
Virtual bridged ethernet bridged to host's gigabit ethernet.
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a7 6 2TEE ¥ MM HENS ZHBD Throughput | None | D2 | Sfar | “Mbs | ol
Fig. 6. The result for throughput measurement of MAX/MIN | 2.889 | 1.832 | 1.787 | 1.279 1.258
server each algorithm. Ratio 1.000 | 0509 | 0521 | 0351 | 0.350
® 3 & DICOM =& dlolgf gt
Table 3. The DICOM volume dataset for experiment
Data set Gender Age File Count Total Size Image Size Format Modality
# Male 26 216 108 MB 512x512 DICOM 3.0 CBCT
#2 Male 27 216 108 MB 512x512 DICOM 3.0 CBCT
#3 Male 30 251 125 MB 512x512 DICOM 3.0 CBCT
#4 Female 25 216 108 MB 512x512 DICOM 3.0 CBCT
E 4. DICOM 2% ol ®& mizl 2 A1l
Table 4. The result of packet capture while we had transmitted the four dataset
Statistical Parameter NONE DES-MD5 DES-SHA-1 3DES-MD5 3DES-SHA-1
Packets 323,858 784,662 783,804 870,490 878,836
Total Bytes 489,958,593 506,883,544 506,330,832 562,324,848 567,718,988
Avg Packets size 1512.88 645.99 645.99 645.99 645.99
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